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About This Guide

This OmniSwitch AOS Rel ease 6250/6350/6450 Network Configuration Guide describes how to set up and
monitor software features that allows your switch to operate in alive network environment. The software
features described in this manual are shipped standard with your Omni Switch 6250, 6350, 6450 switches.
These features are used when setting up your OmniSwitch in a network of switches and routers.

Supported Platforms

The information in this guide applies to the following products:
»  Omniswitch 6250 Series
¢ Omniswitch 6350 Series
»  Omniswitch 6450 Series

Note. This OmniSwitch AOS Release 6250/6350/6450 Network Configuration Guide covers Release 6.7.1,
which is supported on the OmniSwitch 6250, 6350, 6450.

Unsupported Platforms

The information in this guide does not apply to the following products:
»  OmniSwitch 9000 Series

¢ OmniSwitch 6400 Series

«  OmniSwitch 6600 Family

e OmniSwitch 6800 Family

«  OmniSwitch 6850 Series

»  OmniSwitch 6855 Series

¢ OmniSwitch (origina version with no numeric model hame)
+  OmniSwitch 7700/7800

«  OmniSwitch 8800

»  Omni Switch/Router

*  OmniStack

OmniAccess
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Who Should Read this Manual?

The audience for this user guide is network administrators and | T support personnel who need to
configure, maintain, and monitor switches and routersin alive network. However, anyone wishing to gain
knowledge on how fundamental software features are implemented in the OmniSwitch 6250, 6350, 6450
benefits from the material in this configuration guide.

When Should | Read this Manual?

Read this guide as soon as you are ready to integrate your OmniSwitch into your network and you are
ready to set up advanced routing protocols. Y ou should aready be familiar with the basics of managing a
single OmniSwitch as described in the Omni Switch AOS Rel ease 6250/6350/6450 Switch Management
Guide.

The topics and procedures in this manual assume an understanding of the Omni Switch stacking, directory
structure, and basic switch administration commands and procedures. This manua helps you set up your
switches to communicate with other switches in the network. The topicsin this guide include VLANS,
authentication, and Quality of Service (QoS)—features that are typically deployed in a multi-switch envi-
ronment.

What is in this Manual?

This configuration guide includes information about configuring the following features:

VLANS, VLAN router ports, mobile ports, and VLAN rules.

Basic Layer 2 functions, such as Ethernet port parameters, source learning, and Spanning Tree, and
Alcatel interswitch protocols (AMAP and GMAP).

Advanced Layer 2 functions, such as 802.1Q tagging, Link Aggregation, and |P Multicast Switching.
Basic routing protocols and functions, such as static IP routes, RIP, and DHCP Relay.
Security features, such as switch access control, authentication servers, and policy management.

Quality of Service (QoS) and Access Control Lists (ACLSs) features, such as policy rulesfor prioritiz-
ing and filtering traffic, and remapping packet headers.

Diagnostic toals, such as RMON, port mirroring, and switch logging.

page xlii
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What is Not in this Manual?

The configuration procedures in this manual use Command Line Interface (CLI) commandsin al exam-
ples. CLI commands are text-based commands used to manage the switch through serial (console port)
connections or via Telnet sessions. Procedures for other switch management methods, such as web-based
(WebView or OmniVista) or SNMP, are outside the scope of this guide.

For information on WebView and SNMP switch management methods consult the OmniSwitch AOS
Release 6250/6350/6450 Switch Management Guide. Information on using WebView and OmniVista can
be found in the context-sensitive on-line help available with those network management applications.

This guide provides overview material on software features, how-to procedures, and application examples
that enables you to begin configuring your OmniSwitch. It is not intended as a comprehensive reference to
all CLI commands available in the OmniSwitch. For such areference to all OmniSwitch 6250, 6350, 6450
commands, refer to the Omni Switch AOS Rel ease 6250/6350/6450 CLI Reference Guide.

How is the Information Organized?

Chaptersin this guide are broken down by software feature. The titles of each chapter include protocol or
features names (for example, 802.1Q) with which most network professionals are familiar.

Each software feature chapter includes sections that satisfies the information requirements of casual read-
ers, rushed readers, serious detail-oriented readers, advanced users, and beginning users.

Quick Information. Most chapters include a specifications table that lists RFCs and | EEE specifications
supported by the software feature. In addition, this table includes other pertinent information such as mini-
mum and maximum values and sub-feature support. Most chapters a so include a defaults table that lists
the default values for important parameters a ong with the CLI command used to configure the parameter.
Many chapters include a Quick Steps section, which is a procedure covering the basic steps required to get
a software feature up and running.

In-Depth Information. All chapters include overview sections on the software feature as well ason
selected topics of that software feature. Topical sections may often lead into procedure sections that
describe how to configure the feature just described. Serious readers and advanced users will also find the
many application examples, located near the end of chapters, helpful. Application examplesinclude
diagrams of real networks and then provide solutions using the CLI to configure a particular feature, or
more than one feature, within the illustrated network.
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Documentation Roadmap

The OmniSwitch user documentation suite was designed to supply you with information at several critical
junctures of the configuration process. The following section outlines a roadmap of the manuals that helps
you at each stage of the configuration process. Under each stage, we point you to the manual or manuals
that is most helpful to you.

Stage 1: Gaining Familiarity with Basic Switch Functions

Pertinent Documentation: Hardware Users Guide
Switch Management Guide

Once you have your switch up and running, you want to begin investigating basic aspects of its hardware
and software. Information about switch hardware is provided in the Hardware Users Guide. This guide
provide specifications, illustrations, and descriptions of al hardware components, such as chassis, power
supplies, Chassis Management Modules (CMMs), Network Interface (NI) modules, and cooling fans. It
also includes steps for common procedures, such as removing and installing switch components.

The Switch Management Guide is the primary users guide for the basic software features on asingle
switch. This guide contains information on the switch directory structure, basic file and directory utilities,
switch access security, SNMP, and web-based management. It is recommended that you read this guide
before connecting your switch to the network.

Stage 2: Integrating the Switch Into a Network

Pertinent Documentation: Network Configuration Guide

When you are ready to connect your switch to the network, you need to learn how the OmniSwitch imple-
ments fundamental software features, such as 802.1Q, VLANS, Spanning Tree, and network routing proto-
cols. The Network Configuration Guide contains overview information, procedures, and examples on how
standard networking technologies are configured in the Omni Switch.

Anytime

The OmniSwitch CLI Reference Guide contains comprehensive information on all CLI commands
supported by the switch. This guide includes syntax, default, usage, example, related CLI command, and
CLI-to-MIB variable mapping information for all CLI commands supported by the switch. This guide can
be consulted anytime during the configuration process to find detailed and specific information on each
CLI command.
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Related Documentation

User manuals can be downloaded at following

http://enterprise.al catel -l ucent.com/?dept=UserGuides& page=Portal

The following are the titles and descriptions of al the related Omni Switch 6250, 6350, 6450 user manuals:

Omni Switch 6250 Hardware Users Guide

Complete technical specifications and procedures for all OmniSwitch 6250 chassis, power supplies,
and fans. Also includes comprehensive information on assembling and managing stacked configura-
tions.

OmniSwitch 6450 Hardware Users Guide

Complete technical specifications and procedures for all OmniSwitch 6450 chassis, power supplies,
and fans. Also includes comprehensive information on assembling and managing stacked configura-
tions.

Omni Switch 6350 Hardware Users Guide

Complete technical specifications and procedures for all OmniSwitch 6350 chassis, power supplies,
and fans. Also includes comprehensive information on assembling and managing stacked configura-
tions,

Omni Switch AOS Release 6250/6350/6450 CLI Reference Guide

Complete reference to all CLI commands supported on the Omni Switch 6250, 6350, 6450. Includes
syntax definitions, default values, examples, usage guidelines and CLI-to-MIB variable mappings.

OmniSwitch AOS Release 6250/6350/6450 Switch Management Guide

Includes procedures for readying an individual switch for integration into a network. Topicsinclude
the software directory architecture, image rollback protections, authenticated switch access, managing
switch files, system configuration, using SNMP, and using web management software (WebView).

Omni Switch AOS Release 6250/6350/6450 Network Configuration Guide

Includes network configuration procedures and descriptive information on all the major software
features and protocols included in the base software package. Chapters cover Layer 2 information
(Ethernet and VLAN configuration), Layer 3 information (routing protocols, such as RIP), security
options (authenticated VLANS), Quality of Service (QoS), and link aggregation.

Omni Switch AOS Release 6250/6350/6450 Transceivers Guide

Includes information on Small Form Factor Pluggable (SFPs) and 10 Gbps Small Form Factor
Pluggables (XFPs) transceivers.

Technical Tips, Field Notices

Includes information published by Alcatel’ s Customer Support group.

AOSRelease 6.7.1 Release Notes

Includes critical Open Problem Reports, feature exceptions, and other important information on the
features supported in the current release and any limitations to their support.
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http://enterprise.alcatel-lucent.com/?dept=UserGuides&page=Portal

http://enterprise.alcatel-lucent.com/?dept=UserGuides&page=Portal

User Manual CD

Some products are shipped with documentation included on a User Manual CD that accompanies the
switch. This CD also includes documentation for other Alcatel-L ucent Enterprise data products.

All products are shipped with a Product Documentation Card that provides details for downloading docu-
mentation for all OmniSwitch and other Alcatel-L ucent Enterprise data products.

All documentation isin PDF format and requires the Adobe Acrobat Reader program for viewing.
Acrobat Reader freeware is available at www.adobe.com.

Note. To take advantage of the documentation CD’ s global search feature, it is recommended that you
select the option for searching PDF files before downloading Acrobat Reader freeware.

To verify that you are using Acrobat Reader with the global search option, look for the following button in

the toolbar:

Note. When printing pages from the documentation PDFs, de-select Fit to Page if it is selected in your
print dialog. Otherwise pages may print with slightly smaller margins.

Technical Support

An Alcatel-Lucent Enterprise service agreement brings your company the assurance of 7x24 no-excuses
technical support. You will also receive regular software updates to maintain and maximize your Alcatel
product’ s features and functionality and on-site hardware replacement through our global network of
highly qualified service delivery partners. Additionally, with 24-hour-a-day accessto Alcatel’s Service
and Support web page, you' |l be able to view and update any case (open or closed) that you have reported
to Alcatel’ s technical support, open anew case or access helpful release notes, technical bulletins, and
manuals. For more information on Alcatel’ s Service Programs, see our web page at service.esd.alcatel-
lucent.com, call us at

1-800-995-2696, or email us at esd.support@al catel -lucent.com.
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1 Configuring Ethernet Ports

The Ethernet software is responsible for avariety of functions that support Ethernet and Gigabit Ethernet,
ports on OmniSwitch Series switches. These functions include diagnostics, software loading,
initialization, configuration of line parameters, gathering statistics, and responding to administrative
requests from SNMP or CLI.

In This Chapter

This chapter describes your Ethernet port parameters of the switch, and how to configure them through the
Command Line Interface (CLI). CLI Commands are used in the configuration examples. For more details
about the syntax of commands, see the OmniSwitch AOS Release 6250/6350/6450 CLI Reference Guide.

Configuration procedures described in this chapter include:

o “Setting Ethernet Parameters for All Port Types’ on page 1-7

» “Configuring Flood Rate Limiting” on page 1-9

e “Configuring Digital Diagnostic Monitoring (DDM)” on page 1-12
« “Configuring Energy Efficient Ethernet (802.3az)” on page 1-13

e “Setting Ethernet Combo Port Parameters’ on page 1-18

« “Monitoring the Inter-stack Connection” on page 1-23

e “Using TDR Cable Diagnostics’ on page 1-24

» “Interface Violation Recovery” on page 1-27

» “Verifying Ethernet Port Configuration” on page 1-30

For information about CLI commands that can be used to view Ethernet port parameters, see the OmniS
witch AOS Release 6250/6350/6450 CLI Reference Guide.
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Ethernet Specifications

Configuring Ethernet Ports

Ethernet Specifications

|EEE Standards Supported

802.3 Carrier Sense Multiple Access with Collision Detection
(CSMA/CD)

802.3u (100BaseTX)

802.3ab (1000BaseT)

802.3z (1000Base-X)

802.3ae (10GBase-X)

802.3az (Energy Efficient Ethernet) is:

- not supported on Omni Switch 6250.

- only supported on copper ports and combo copper ports on
Omni Switch 6450.

- LLDP feature as per 802.3az is not supported on OmniS-
witch 6450.

Platforms Supported

Omni Switch 6250, 6350, 6450

MEF 2.0

MEF CE 2.0 Certified

Ports Supported on OmniSwitch
6250

Ethernet (10 Mbps)

Fast Ethernet (100 Mbps)

Gigabit Ethernet (1 Gb/1000 Mbps) is supported only on cop-
per combo and uplink ports.

Ports Supported on OmniSwitch
6450

Ethernet (10 Mbps)

Fast Ethernet (100 Mbps)

Gigabit Ethernet (1 Gb/1000 Mbps)

10 Gigabit Ethernet (10 Gb/10000 Mbps)

Ports Supported on OmniSwitch
6350

Ethernet (10 Mbps)
Fast Ethernet (100 Mbps)
Gigabit Ethernet (1 Gb/1000 Mbps).

License Upgrade for
OmniSwitch
6450L (Base Model)

Does not support Gigabit Ethernet (1Gbps) and 10 Gigabit
Ethernet (10 Gbps) ports by default.

Upon License Upgrade, OmniSwitch 6450 L supports

1 Gbps and 10 Gbps ports.

License Upgrade for
Omni Switch 6450

Supports 1 Gbps ports by default.
Upon License Upgrade, 6450 supports 10 Gbps ports.

Jumbo Frame Configuration Supported
Maximum Frame Size 1533 Bytes (10/100 M bps)
9216 Bytes (1/10 Gbps)
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Configuring Ethernet Ports

TDR Specifications

TDR Specifications
Platforms Supported Omni Switch 6250 (Norma TDR Test only)
Omni Switch 6450 (Normal & Extended TDR Test)
Ports Supported Fast Ethernet (100 Mbps)
Gigabit Ethernet (1 Gb/1000 Mbps)
Non-Combo Copper Ports
TDR Test Only one TDR test can be executed at atime.

Ethernet Port Defaults

The following table shows Ethernet port default values:

Par ameter Description Command Default Value/Comments

Trap Port Link Messages trap port link Disabled

Interface Configuration flow Up (Enabled)

Flood Only Rate Limiting flow wait time Enable

Multicast Rate Limiting interfaces flood multicast Disable

Peak Flood Rate Configuration  interfacesflood rate 4 Mbps (10 Ethernet)
49 Mbps (100 Fast Ethernet)
496 Mbps (1 Gigabit Ethernet)

997 Mbps (10 Gigabit Ethernet)

Interface Alias interfaces alias None configured
Inter-Frame Gap interfacesifg 12 bytes
Maximum Frame Size interfaces max frame 1553 Bytes (10/100 Mbps)
9216 Bytes (1/10 Gbps)
Interface Line Speed interfaces speed Copper Ports - Auto
SFP - 1 Gbps
SFP+ - 10Gbps
Duplex Mode interfaces duplex Copper Ports - Auto
SFP/SFP+ - Full
Autonegotiation interfaces autoneg Copper Ports - Enabled
SFP/SFP+ - Disabled
Crossover interfaces crossover Copper Ports - Auto
SFP/SFP+ - MDI
Flow Control (pause) interfaces pause Disabled
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Ethernet Ports Overview Configuring Ethernet Ports

Ethernet Ports Overview

This chapter describes the Ethernet software CLI commands used for configuring and monitoring the
Ethernet port parameters of the switch. These commands allow you to handle administrative or port-
related requests to and from SNMP, CLI, or WebView.

OmniSwitch Series Combo Ports

The OmniSwitch platforms have ports that are shared between copper 10/100/1000 RJ-45 connections and
SFP connectors, which can accept any qualified SFP transceivers. These ports are known as combo ports
(also sometimes referred to as “ hybrid” ports).

Y ou can use either the copper 10/100/1000 port or the equivalent SFP connector, for example, but not both
at the same time. By default, the switch uses the SFP connector instead of the equivalent copper
RJ-45 port. However, if the SFP connector goes down, the equivalent combo port comes up. This can be
used if you want to use the SFP connector as your main link while having a copper link as a backup.

Note. See “Valid Port Settings on OmniSwitch” on page 1-5 for more information on combo ports. In
addition, refer to the OmniSwitch AOS Rel ease 6250/6350/6450 Hardware Users Guide for each type of
switch.

See “ Setting Interface Line Speed for Combo Ports’ on page 1-18 for more information on configuring
combo ports.

Note: Settings for SFPs are dependent upon the type of transceiver being used. Refer to the
OmniSwitch AOS Release 6250/6350/6450 Transceivers Guide for information on supported SFPs.

Omni Switch 6450 and Omni Switch 6250 are now CE 2.0 certified across al four service definitions.
CE 2.0 certification ensures service compliance to specifications and inter-working between vendors by
testing product compliance across the four MEF service types— E-Line, E-LAN, E-Tree and E-Access.

Service providers with any of the Alcatel-Lucent CE 2.0 Certified products deployed can deliver CE 2.0
Certified services for any MEF service type. The CE 2.0 product certification designation appliesto the
tested configuration and, through compliance, to currently supported hardware and software in general.

page 1-4 OmniSwitch AOS Release 6250/6350/6450 Network Configuration Guide ~ May 2016



Configuring Ethernet Ports Ethernet Ports Overview

Valid Port Settings on OmniSwitch
The following table lists the valid speed, duplex, and autonegotiation settings for the different port types:

Port Type User-Specified Port | User-Specified Auto Negotiation
Speed (Mbps) Duplex Supported |Supported?
Supported

RJ45 auto/10/100/1000 auto/full/half Yes

SFP/SFP+ Dependent Dependent Dependent

Note. TDR Operations is not supported on ports that use copper SFP.

See the Omni Switch AOS Rel ease 6250/6350/6450 Hardwar e Users Guide for more information about the
OmniSwitch hardware.

10/100/1000 Crossover Support

By default, automatic crossover between MDI/MDIX (Media Dependent Interface/M edia Dependent
Interface with Crossover) mediais supported on all the OmniSwitch ports. Therefore, either
straight-through or crossover cable can be used between two ports as long as autonegotiation is
configured on both sides of the link. See “Configuring Autonegotiation and Crossover Settings’ on
page 1-16 for more information.

Avutonegotiation Guidelines

The following tables summarize the valid autonegotiation port settings between the Omni Switch and
another device.

Remote Port OmniSwitch Port | Supported Note

Enabled Enabled Yes

Disabled Enabled No Both sides must
match

Disabled Disabled Yes

Enabled Disabled No Both sides must
match.
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Configuring Ethernet Ports

General Port Settings

Remote Port OmniSwitch Port | Supported Note

Enabled Enabled Yes

Disabled Enabled Yes Supported only for
RCL

Disabled Disabled No Not valid with RCL

Enabled Disabled No Not valid with RCL

Uplink Port Settings - Remote Configuration Download (RCL)

Flow Control and Autonegotiation

PAUSE frames are used to pause the flow of traffic between two connected devices when traffic
congestion occurs. Flow control provides the ability to configure whether the switch honors or transmits
and honors PAUSE frames on an active interface.

Thisfeatureis only supported on switch interfaces configured to run in full-duplex mode.

In addition to configuring flow control settings, this feature aso worksin conjunction with
autonegotiation to determine operational transmit/receive settings for PAUSE frames between two
switches. The operational settings, as shown in the following table, override the configured settings as
long as both autonegotiation and flow control are enabled for the interface:

Configured Configured Configured Configured Operational | Operational
Local Tx L ocal Rx Remote Tx Remote Rx Local Tx L ocal Rx
No No No No No No
Yes Yes Yes Yes Yes Yes
Yes No Yes No No No
No Yes No Yes Yes Yes
No No No Yes No No
Yes Yes No No No No
Yes No Yes Yes No No
No Yes Yes No No Yes
No No Yes No No No
Yes Yes No Yes Yes Yes
Yes No No No No No
No Yes Yes Yes Yes Yes
No No Yes Yes No No
Yes Yes Yes No No No
Yes No No Yes Yes No
No Yes No No No No
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Configuring Ethernet Ports Setting Ethernet Parameters for All Port Types

If autonegotiation is disabled, the configured flow control settings are applied to the local interface. See
“Configuring Flow Control on Non-Combo Ports’ on page 1-17 and “Configuring Flow Control on
Combo Ports’ on page 1-22 for more information.

Setting Ethernet Parameters for All Port Types

The following sections describe how to configure Ethernet port parameters using CLI commands that can
be used on al port types. See “ Configuring Digital Diagnostic Monitoring (DDM)” on page 1-12 for
information on configuring non-combo ports and see “ Setting Ethernet Combo Port Parameters’ on

page 1-18 for more information on configuring combo ports.

Setting Trap Port Link Messages

Thetrap port link command can be used to enable or disable (the default) trap port link messages on a
specific port, arange of ports, or al ports on aswitch (slot). When enabled, a trap message is displayed on
aNetwork Management Station (NMS) whenever there is a change in the state of the port.

Enabling Trap Port Link Messages

To enable trap port link messages on an entire switch, enter trap followed by the slot number and port
link enable. For example, to enable trap port link messages on all portson slot 2, enter:

-> trap 2 port link enable

To enable trap port link messages on a single port, enter trap followed by the slot number, aslash (/), the
port number, and port link enable. For example, to enable trap port link messages on slot 2 port 3, enter:

-> trap 2/3 port link enable

To enable trap port link messages on arange of ports, enter trap followed by the slot humber, a
dlash (/), the first port number, a hyphen (-), the last port number, and port link enable. For example, to
enable trap port link messages ports 3 through 5 on slot 2, enter:

-> trap 2/3-5 port link enable

Disabling Trap Port Link Messages

To disable trap port link messages on an entire switch, enter trap followed by the slot number and port
link disable. For example, to disable trap port link messages on all ports on slot 2, enter:

-> trap 2 port link disable

To disable trap port link messages on a single port, enter trap followed by the slot number, aslash (/), the
port number, and port link disable. For example, to disable trap port link messages on slot 2 port 3, enter:

-> trap 2/3 port link disable

To disable trap port link messages on arange of ports, enter trap followed by the dlot number, a
dlash (/), the first port number, a hyphen (-), the last port number, and port link disable. For example, to
disable trap port link messages ports 3 through 5 on slat 2, enter:

-> trap 2/3-5 port link disable
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Resetting Statistics Counters

Theinterfaces no 12 statistics command is used to reset all Layer 2 statistics counters on a specific port, a
range of ports, or al ports on a switch (slot).

Toreset Layer 2 statistics on an entire slot, enter interfaces followed by the slot number and no 12
statistics. For example, to reset all Layer 2 statistics counters on slot 2, enter:

-> interfaces 2 no 12 statistics

Toreset Layer 2 statistics on asingle port, enter inter faces followed by the slot number, adash (/), the
port number, and no |2 statistics. For example, to reset al Layer 2 statistics counters on port 3 on slot 2,
enter:

-> interfaces 2/3 no 12 statistics

Toreset Layer 2 statistics on arange of ports, enter inter faces followed by the slot number, adlash (/), the
first port number, a hyphen (-), the last port number, and no |12 statistics. For example, to reset all Layer 2
statistics counters on ports 1 through 3 on slot 2, enter:

-> interfaces 2/1-3 no 12 statistics

Note. The show interfaces, show interfaces accounting, and show interfaces counter s commands can
be used to display Layer 2 statistics (for example, input, and output errors, deferred frames received,
unicast packets transmitted). For information on using these commands, see the Omni Swnitch AOS Release
6250/6350/6450 CLI Reference Guide.

Enabling and Disabling Interfaces

Theinterfaces admin command is used to enable (the default) or disable a specific port, arange of ports,
or al ports on an entire switch (NI module).

To enable or disable an entire slot, enter interfaces followed by the slot number, admin, and the desired
administrative setting (either up or down). For example, to administratively disable slot 2, enter:

-> interfaces 2 admin down

To enable or disable asingle port, enter inter faces followed by the slot number, a slash (/), the port
number, admin, and the desired administrative setting (either up or down). For example, to
administratively disable port 3 on dot 2, enter:

-> interfaces 2/3 admin down

To enable or disable arange of ports, enter inter faces followed by the slot number, aslash (/), the first
port number, ahyphen (-), the last port number, admin, and the desired administrative setting (either up or
down). For example, to administratively disable ports 1 through 3 on slot 2, enter:

-> interfaces 2/1-3 admin down
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Configuring Flood Rate Limiting

A traffic storm occurs when packets flood the LAN, creating excessive traffic and degrading network
performance. The traffic storm control feature prevents LAN ports from being disrupted by a broadcast,
multicast or unknown unicast traffic storms on a physical interfaces.

The storm control isimplemented with applying the flood rate limiting for broadcast, multicast and
unknown unicast storm. Earlier, single rate limit is shared between the all types of traffic. Now, additional
support of storm control isimplemented. In this storm control, individual rate limit can be applied on a
port based on the storm type. Rate limit for each storm type can be enabled and disabled independently.
Rate limit can be configured either in Mbps or PPS or in Percentage.

This storm control is applied on per port basis. Individual rate limit can be applied for each type of flood
traffic (unknown unicast, multicast and broadcast) on a port.

By default, rate-limiting for multicast is disabled on a port; Broadcast and unknown-unicast rate-limiting
enabled on a port. To enable the storm control, use the inter faces flood enable command. For example, to
enable flood rate traffic on slot 4, enter:

-> interfaces 4 flood all enable
Similarly, to disable the strom control, use the command as follows:
-> interfaces 4 flood all disable

To configure the rate limit based on storm type, use the interfaces flood rate command. For example, to
configure the rate limit on dot 4, enter:

-> interfaces 4 flood broadcast rate pps 500

Similarly, you can configure the individual rate limit for each storm type like unknown-unicast and multi-
cast. For more information, see the OmniSwitch AOS Release 6250/6350/6450 CLI Reference Guide.

Note that, by default,

« 4Mbpsrate limit shall be applied for 10 Mbps port for al storm type.

e 49Mbps rate limit shall be applied for 100 Mbps port for all storm type.
« 496Mbpsrate limit shall be applied for 1G port for al storm type.

e 997Mbpsrate limit shall be applied for 10G port for al storm type.

Displaying Strom Control Details

The show interfaces flood rate command is used to display TDR test statistics. For example:

-> gshow interfaces 4 flood rate

Slot/ Bcast Bcast Bcast Ucast TUcast Ucast Mcast Mcast Mcast
Port Value Type Status Value Type Status Value Type Status
————— B e e e e e e
4/1 496 mbps enable 496 mbps enable 496 mbps disable
4/2 49 mbps enable 49 mbps enable 49 mbps disable
4/3 49 mbps enable 49 mbps enable 49 mbps disable

The configured flood rate can be displayed for specific interface and also for arange of ports. For more
information, see the OmniSwitch AOS Release 6250/6350/6450 CLI Reference Guide.
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Configuring the Peak Flood Rate Value

A traffic storm occurs when packets flood the LAN, creating excessive traffic and degrading network
performance. The traffic storm control feature prevents LAN ports from being disrupted by a broadcast,
multicast, or unknown unicast traffic storms on a physical interfaces.

The following describes the AOS implementation of storm control:

Theinterfaces flood rate command configures a maximum ingress flood rate value and minimum
ingress low threshold value for an interface. This peak flood rate value is applied to flooded (unknown
unicast - destination MAC address is unknown, broadcast - destination MAC addressis
FF:FF:FF:FF:FF.FF and multicast traffic - Destination MAC address is multicast address) traffic.

The threshold types supported are - Mega bits per second, Packet per second, and % of the port speed.
Storm control threshold cannot be accurate as its hardware dependent.

It is possible to configure flood rate equal to the line speed. But it is recommended that you always
configure the flood rate less than the line speed.

The incoming traffic level is monitored and compared with the configured high (rate limit) and low
threshold values. This comparison is per port per traffic basis. Thiswill be an average value for a span
of five seconds.

When the incoming traffic flow on a port exceeds the configured high threshold value, the storm hasto
be controlled. This can be done by either rate limiting the traffic or blocking the traffic on that port.
Thetraffic storm control continues to monitor the incoming traffic level even for the blocked/violated
port. When the traffic on the violated port reaches the configured low threshold value, the port state is
reset to normal state. If the low threshold is not configured, the port remainsin violated state.

By default, the following peak flood rate values are used for limiting the rate at which traffic is flooded
on aswitch port:

parameter default
Mbps (10 Ethernet) 4
Mbps (100 Fast Ethernet) 49
Mbps (Gigabit Ethernet) 496

Mbps (10 Gigabit Ethernet) 997

Note. The default value for low threshold is ‘0'. This means, by default, auto recovery is not enabled. It
will be enabled only by configuring low threshold.

page 1-10 OmniSwitch AOS Release 6250/6350/6450 Network Configuration Guide ~ May 2016



Configuring Ethernet Ports Setting Ethernet Parameters for All Port Types

To change the peak flood rate for broadcast traffic for an entire slot, enter inter faces followed by the slot
number, flood broadcast rate, and the flood rate in megabits. For example, to configure the peak flood
rate on slot 2 as 49 megabits, enter:

-> interfaces 2 flood broadcast rate mbps 49

To change the peak flood rate for all traffic types for asingle port, enter interfaces followed by the slot
number, a slash (/), the port number, flood all rate, and the flood rate in megabits. For example, to config-
ure the peak flood rate on port 3 on dot 2 as 49 megabits, enter:

-> interfaces 2/3 flood all rate mbps 49

To change the peak flood rate for al traffic typesfor arange of ports, enter inter faces followed by the slot
number, adlash (/), the first port number, a hyphen (-), the last port number, flood all rate, and the flood
rate in megabits. For example, to configure the peak flood rate on ports 1 through 3 on slot 2 as 49 mega
bits, enter:

-> interfaces 2/1-3 flood all rate mbps 42

To change the peak flood rate and low threshold for al traffic types for an entire slot, enter interfaces
followed by the slot number, flood all rate, peak flood rate value in megabits. For example, to configure
the peak flood rate on ot 2 with peak flood rate and low threshold values as 49 megabits and 40 mega-
bits, enter:

-> interfaces 2 flood all rate mbps 49

To specify the type of traffic eligible for rate limiting, see “ Configuring a Port Alias” on page 1-12 and
“Configuring a Port Alias’ on page 1-12 for more information.
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Configuring a Port Alias

Theinterfaces alias command is used to configure an alias (that is, description) for asingle port. (You
cannot configure an entire switch or arange of ports.) To use this command, enter inter faces followed by
the slot number, adash (/), the port number, alias, and the text description, which can be up to 40
characters long.

For example, to configure an alias of “ip_phonel” for port 3 on slot 2 enter:

-> interfaces 2/3 alias ip phonel

Note. Spaces must be contained within quotes (for example, “1P Phone 1").

Configuring Maximum Frame Sizes

The interfaces max frame command can be used to configure the maximum frame size (in bytes) on a
specific port, arange of ports, or all ports on aswitch. Maximum values for this command range from
1518 bytes (Ethernet packets) for Ethernet or Fast Ethernet ports to 9216 bytes (Gigabit Ethernet packets)
for Gigabit Ethernet ports.

To configure the maximum frame size on an entire slot, enter inter faces followed by the slot number, max
frame, and the frame size in bytes. For example, to set the maximum frame size on slot 2 to 9216 bytes,
enter:

-> interfaces 2 max frame 9216

To configure the maximum frame size on a single port, enter inter faces followed by the slot number, a
dlash (/), the port number, max frame, and the frame size in bytes. For example, to set the maximum
frame size on port 3 on slot 2 to 9216 bytes, enter:

-> interfaces 2/3 max frame 9216

To configure the maximum frame size on arange of ports, enter inter faces followed by the slot number, a
dlash (/), the first port number, a hyphen (-), the last port number, max frame, and the frame sizein bytes.
For example, to set the maximum frame size on ports 1 through 3 on slot 2 to 9216 bytes, enter:

-> interfaces 2/1-3 max frame 9216

Configuring Digital Diagnostic Monitoring (DDM)

Digita Diagnostics Monitoring allows the switch to monitor the status of atransceiver by reading the
information contained on the transceiver's EEPROM. The transceiver can display Actual, Warning-Low,
Warning-High, Alarm-Low and Alarm-High for the following:

» Temperature

e Supply Voltage
» Current

»  Output Power

* Input Power
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To enable the DDM capability on the switch use the interfaces transceiver ddm command. For example,
enter:

-> interfaces transceiver ddm enable

Note. In order to take advantage of the DDM capability, the transceiver must support the DDM functional-
ity. Not al transceivers support DDM, refer to the Transceivers Guide for additional DDM information.

Configuring Energy Efficient Ethernet (802.3az)

Energy Efficient Ethernet (EEE) is a protocol to allow ports to operate in idle or low power mode when
thereis no traffic to send. When EEE is enabled on a port it will advertise its EEE capability to its link
partner. If the partner supports EEE they will operate in EEE mode. If the partner does not support EEE
the ports will operate in legacy mode. This allows EEE capable switches to be deployed in existing
networks avoiding backward compatibility issues.

« EEE isonly applicable to OmniSwitch 6450 copper/combo-copper ports operating at 100/1000 Mbps
Speed.

e TheLLDP option in IEEE 802.3az standard is not currently supported.
To enable the EEE capability on the switch use the interfaces eee command. For example, enter:

-> interfaces 1/1 eee enable
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Setting Ethernet Parameters for Non-Combo Ports

The following sections describe how to use CLI commands to configure non-combo ports. (See the tables
in“Valid Port Settings on OmniSwitch” on page 1-5 for more information.)

Setting Interface Line Speed

Theinterfaces speed command is used to set the line speed on a specific port, arange of ports, or al ports
on an entire switch (slot) to one of the following parameter values:

e 10 (10 Mbps Ethernet)
« 100 (100 Mbps Fast Ethernet)
« 1000 (1000 Mbps Fast Ethernet)

e auto (auto-sensing, which is the default)—The auto setting automatically detects and matches the line
speed of the attached device.

The available settings for the inter faces speed command depends on the available line speeds of your
hardware interface. See “Valid Port Settings on OmniSwitch” on page 1-5 for more information.

To set up a speed and duplex on a port, autonegotiation must be disabled.
-> interfaces 2 autoneg disable

To set the line speed on an entire switch, enter inter faces followed by the slot number and the desired
speed. For example, to set slot 2 to 100 Mbps, enter:

-> interfaces 2 speed 100

To set the line speed on a single port, enter interfaces followed by the slot number, aslash (/), the port
number, and the desired speed. For example, to set the line speed on slot 2 port 3 at 100 Mbps, enter:

-> interfaces 2/3 speed 100

To set the line speed on arange of ports, enter inter faces followed by the slot number, adlash (/), the first
port number, a hyphen (-), the last port number, and the desired speed. For example, to set the line speed
on ports 1 through 3 on slot 2 at 100 Mbps, enter:

-> interfaces 2/1-3 speed 100

Configuring Duplex Mode

Theinterfaces duplex command is used to configure the duplex mode on a specific port, arange of ports,
or al portson aswitch (slot) to full (full duplex mode, which is the default on fiber ports), half (half
duplex mode), and auto (autonegotiation, which is the default on copper ports). (The Auto option causes
the switch to advertise all available duplex modes (half/full/both) for the port during autonegotiation.) In
full duplex mode, the interface transmits and receives data simultaneoudly. In half duplex mode, the
interface can only transmit or receive data at a given time.

Note. The Auto option sets both the duplex mode and line speed settings to autonegotiation.
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To set up a speed and duplex on a port, autonegotiation must be disabled.
-> interfaces 2 autoneg disable

To configure the duplex mode on an entire slot, enter inter faces followed by the slot number, duplex, and
the desired duplex setting (auto, full, or half). For example, to set the duplex mode on slot 2 to full, enter:

-> interfaces 2 duplex full

To configure the duplex mode on a single port, enter inter faces followed by the slot number, a slash (/),
the port number, duplex, and the desired duplex setting (auto, full, or half). For example, to set the
duplex mode on port 3 on slot 2 to full, enter:

-> interfaces 2/3 duplex full

To configure the duplex mode on arange of ports, enter inter faces followed by the slot number, aslash
(), the first port number, a hyphen (-), the last port number, duplex, and the desired duplex setting (auto,
full, or half). For example, to set the duplex mode on ports 1 through 3 on slot 2 to full, enter:

-> interfaces 2/1-3 duplex full

Configuring Inter-frame Gap Values

Inter-frame gap is a measure of the minimum idle time between the end of one-frame transmission and the
beginning of another. By default, the inter-frame gap is 12 bytes. The interfacesifg command can be used
to configure the inter-frame gap value (in bytes) on a specific port, arange of ports, or all portson a
switch (slot). Vaues for this command range from 9 to 12 bytes.

Note. This command is only valid on Gigabit ports.

To configure the inter-frame gap on an entire ot, enter inter faces, followed by the slot number, ifg, and
the desired inter-frame gap value. For example, to set the inter-frame gap value on slot 2 to 10 bytes,
enter:

-> interfaces 2 ifg 10

To configure the inter-frame gap on asingle port, enter interfaces, followed by the slot number, aslash
(), the port number, ifg, and the desired inter-frame gap value. For example, to set the inter-frame gap
value on port 20 on slot 2 to 10 bytes, enter:

-> interfaces 2/20 ifg 10

To configure the inter-frame gap on arange of ports, enter inter faces, followed by the slot number, aslash
(), the first port number, a hyphen (-), the last port number, ifg, and the desired inter-frame gap value. For
example, to set the inter-frame gap value on ports 20 through 22 on dot 2 to 10 bytes, enter:

-> interfaces 2/20-22 ifg 10
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Configuring Autonegotiation and Crossover Settings

The following subsections describe how to enable and disable autonegotiation (see “ Enabling and
Disabling Autonegatiation” on page 1-16) and configure crossover settings (see “ Configuring Crossover
Settings’ on page 1-16).

Enabling and Disabling Autonegotiation

By default, autonegotiation is enabled. To enable or disable autonegotiation on a single port, arange of
ports, or an entire slot, use the inter faces autoneg command. (See “ Configuring Crossover Settings’ on
page 1-16 and “ Setting Ethernet Combo Port Parameters’ on page 1-18 for more information).

To enable or disable autonegotiation on an entire switch, enter inter faces, followed by the slot number,
autoneg, and either enable or disable. For example, to enable autonegotiation on slot 2, enter:

-> interfaces 2 autoneg enable

To enable or disable autonegotiation on a single port, enter inter faces, followed by the slot number, a
dash (/), the port number, autoneg, and either enable or disable. For example, to enable autonegotiation
on port 3 on dot 2, enter:

-> interfaces 2/3 autoneg enable

To enable or disable autonegotiation on arange of ports, enter interfaces, followed by the slot number, a
dash (/), the first port number, a hyphen (-), the last port number, autoneg, and either enable or disable.
For example, to enable autonegotiation on ports 1 through 3 on slot 2, enter:

-> interfaces 2/1-3 autoneg enable

Note. Refer to “ Autonegotiation Guidelines’ on page 1-5 for guidelines on configuring
autonegotiation.

Configuring Crossover Settings

To configure crossover settings on asingle port, arange of ports, or an entire slot, use the
interfaces crossover command. If autonegotiation is disabled, auto MDI X, auto speed, and auto duplex
are not accepted.

Setting the crossover configuration to auto configures the interface or interfaces to detect crossover
settings automatically. Setting crossover configuration to mdix configures the interface or

interfaces for MDIX (Media Dependent Interface with Crossover), which is the standard for hubs and
switches. Setting crossover to mdi configures the interface or interfaces for MDI (Media Dependent Inter-
face), which isthe standard for end stations.

To configure crossover settings on an entire switch, enter inter faces, followed by the slot number,
crossover, and the desired setting. For example, to set the crossover configuration to auto on slot 2, enter:

-> interfaces 2 crossover auto

To configure crossover settings on a single port, enter inter faces, followed by the slot number, aslash (/),
the port number, crossover, and the desired setting. For example, to set the crossover configuration to auto
on port 3 on dot 2, enter:

-> interfaces 2/3 crossover auto
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To configure crossover settings on arange of ports, enter interfaces, followed by the slot number, aslash
(), the first port number, a hyphen (-), the last port number, crossover, and the desired setting. For
example, to set the crossover configuration to auto on ports 1 through 3 on slot 2, enter:

-> interfaces 2/1-3 crossover auto

Configuring Flow Control on Non-Combo Ports

Theinterfaces pause command is used to configure flow control (pause) settings for non-combo ports
that run in full duplex mode. Configuring flow control is done to specify whether an interface honors or
transmits and honors PAUSE frames. PAUSE frames are used to pause the flow of traffic temporarily
between two connected devicesto help prevent packet |oss when traffic congestion occurs between
switches.

If both autonegotiation and flow control are enabled for an interface, then autonegotiation
determines how the interface processes PAUSE frames. See “Flow Control and Autonegotiation” on
page 1-6 for more information. If autonegotiation is disabled but flow control is enabled, then the
configured flow control settings apply.

By default, flow control is disabled. To configure flow control for one or more ports, use the interfaces
pause command with one of the following parameters to specify how PAUSE frames are processed:

e rx—Allow theinterface to honor PAUSE frames from peer switches and stop sending
traffic temporarily to the peer. Do not transmit PAUSE frames to peer switches.

» tx-and-rx—Transmit and honor PAUSE frames when traffic congestion occurs between peer switches.

For example, the following command configures ports 1/1 through 1/10 to transmit and honor PAUSE
frames:

-> interfaces 1/1-10 pause tx-and-rx

To disable flow control for one or more ports, specify the disable parameter with the interfaces pause
command. For example:

-> interfaces 1/10 pause disable

For more information about the inter faces pause command syntax, see the “Ethernet Port Commands”
chapter in the Omni Switch AOS Release 6250/6350/6450 CLI Reference Guide.
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Setting Ethernet Combo Port Parameters

The following sections describe how to use CLI commands to configure combo ports on an OmniSwitch

Setting Interface Line Speed for Combo Ports

Theinterfaces hybrid speed command is used to set the line speed on a specific combo port, arange of
combo ports, or all combo ports on an entire switch (slot) to one of the following parameter values:

e 10 (10 Mbps Ethernet)
« 100 (100 Mbps Fast Ethernet)
« 1000 (1000 Mbps Gigabit Ethernet, which is the default for combo SFP connectors)

e auto (auto-sensing, which is the default for combo 10/100/1000 ports)—The auto setting
automatically detects and matches the line speed of the attached device.

Available settings for the interfaces hybrid speed command depend on the avail able line speeds of your
hardware interface. See “Valid Port Settings on OmniSwitch” on page 1-5 for more information.

Note. In the interfaces hybrid speed command, the copper keyword is used to configure the copper
RJ45 10/100/1000 port while the fiber keyword is used to configure the fiber SFP connectors.

To set the line speed for all combo ports on an entire switch, enter inter faces, followed by the slot
number, hybrid, either fiber or copper, and the desired speed. For example, to set al combo copper ports
on slot 2 to 100 Mbps, enter:

-> interfaces 2 hybrid copper speed 100

Note. Using the interfaces hybrid speed command to set all combo ports on a switch does not affect the
configurations of the non-combo ports.

To set the line speed on a single combo port, enter inter faces, followed by the slot number, adash (/), the
combo port number, hybrid, either fiber or copper, and the desired speed. For example, to set theline
speed on slot 2 combo copper RJ-45 port 25 to 100 Mbps, enter:

-> interfaces 2/25 hybrid copper speed 100

To set the line speed on arange of combo ports, enter inter faces, followed by the slot number, aslash (/),
the first combo port number, a hyphen (-), the last combo port number, hybrid, either fiber or copper, and
the desired speed. For example, to set the line speed on combo copper ports 25 through 26 on slot 2 to 100
Mbps, enter:

-> interfaces 2/25-26 hybrid copper speed 100
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Configuring Duplex Mode for Combo Ports

Theinterfaces hybrid duplex command is used to configure the duplex mode on a specific combo port, a
range of combo ports, or al combo ports on a switch (slot) to full (full duplex mode, which is the default
for 100 Mbps fiber SFP and 1 Gbps fiber SFP), half (half duplex mode), auto (auto-negotiation, which is
the default for copper RJ-45 ports). (The Auto option sets both the duplex mode and line speed settings to
autonegotiation.) In full duplex mode, the interface transmits and receives data simultaneously. In half
duplex mode, the interface can only transmit or receive data at a given time. (Available settings for this
command depend on the available line speeds of your hardware interface. See “Valid Port Settings on
OmniSwitch” on page 1-5 for more information.)

Note. In the interfaces hybrid duplex command the copper keyword is used to configure the copper
RJ45 10/100/1000 port while the fiber keyword is used to configure the fiber SFP connector.

To configure the duplex mode on an entire slot, enter inter faces, followed by the slot number, hybrid,
either fiber or copper, duplex, and the desired duplex setting (auto, full, or half). For example, to set the
duplex mode on al fiber combo ports on dlot 2 to full, enter:

-> interfaces 2 hybrid fiber duplex full

Note. Using theinterfaces hybrid duplex command to set al combo ports on a switch does not affect the
configurations of the non-combo ports.

To configure the duplex mode on a single combo port, enter inter faces, followed by the slot number, a
slash (/), the combo port number, hybrid, either fiber or copper, duplex, and the desired duplex setting
(auto, full, or half). For example, to set the duplex mode on the fiber combo port 23 on dlot 2 to full,
enter:

-> interfaces 2/25 hybrid fiber duplex full

To configure the duplex mode on arange of combo ports, enter inter faces, followed by the slot number, a
slash (/), the first combo port number, a hyphen (-), the last combo port number, hybrid, either fiber or
copper, duplex, and the desired duplex setting (auto, full, or half). For example, to set the duplex mode
on fiber combo ports 25 through 26 on slot 2 to full, enter:

-> interfaces 2/25-26 hybrid fiber duplex full
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Configuring Autonegotiation and Crossover for Combo Ports

The following subsections describe how to enable and disable autonegotiation (see “ Enabling and
Disabling Autonegotiation for Combo Ports’ on page 1-20) and configure crossover settings (see
“Configuring Crossover Settings for Combo Ports’ on page 1-21) on combo ports.

Enabling and Disabling Autonegotiation for Combo Ports

By default, autonegotiation is enabled. To enable or disable autonegotiation on a single combo port, a
range of combo ports, or al combo ports on an entire switch (slot), use the interfaces hybrid autoneg
command. (See “ Configuring Crossover Settings for Combo Ports’ on page 1-21 for more information).

Note. In the interfaces hybrid autoneg command, the copper keyword is used to configure the copper
RJ45 10/100/1000 port while the fiber keyword is used to configure the fiber SFP connector.

To enable or disable autonegotiation on all combo ports in an entire switch, enter interfaces, followed by
the slot number, hybrid, either fiber or copper, autoneg, and either enable or disable. For example, to
enabl e autonegotiation on all copper combo ports on slot 2, enter:

-> interfaces 2 hybrid copper autoneg enable

Note. Using the interface hybrid autoneg command to set al combo ports on a switch does not affect the
configurations of the non-combo ports.

To enable or disable autonegotiation on a single combo port, enter inter faces, followed by the slot
number, a slash (/), the combo port number, hybrid, either fiber or copper, autoneg, and either enable or
disable. For example, to enable autonegotiation on copper combo port 25 on slot 2, enter:

-> interfaces 2/25 hybrid copper autoneg enable

To enable or disable autonegotiation on arange of combo ports, enter interfaces, followed by the slot
number, adash (/), the first combo port number, a hyphen (-), the last combo port number, hybrid, either
fiber or copper, autoneg, and either enable or disable. For example, to enable autonegotiation on copper
combo ports 25 through 26 on slot 2, enter:

-> interfaces 2/25-26 hybrid copper autoneg enable

As an option, you can document the interface type by entering ether net, fastethernet, or gigaether net
before the slot number. For example, to enable autonegotiation on copper combo port 23 on slot 2 and
document the combo port as Gigabit Ethernet, enter:

-> interfaces gigaethernet 2/23 hybrid copper autoneg enable

Note. Refer to “ Autonegotiation Guidelines’ on page 1-5 for guidelines on configuring
autonegotiation.
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Configuring Crossover Settings for Combo Ports

To configure crossover settings on a single combo port, a range of combo ports, or all combo portsin an
entire switch (slot), use theinterfaces hybrid crossover command. If autonegotiation is disabled, auto
MDIX, auto speed, and auto duplex are not accepted.

Note. In the interfaces hybrid crossover command, the copper keyword is used to configure the copper
RJ45 10/100/1000 port.

Setting the crossover configuration to auto configures the interface or interfaces to detect crossover
settings automatically. Setting crossover configuration to mdix configures the interface or interfaces for
MDIX (Media Dependent Interface with Crossover), which is the standard for hubs and switches. Setting
crossover to mdi configures the interface or interfaces for MDI (Media Dependent Interface), which isthe
standard for end stations.

To configure crossover settings for all combo ports on an entire switch, enter interfaces, followed by the
slot number, hybrid, copper, crossover, and the desired setting. For example, to set the crossover
configuration to auto on for all copper combo ports slot 2, enter:

-> interfaces 2 hybrid copper crossover auto

Note. Using theinterface hybrid crossover command to set all combo ports on a switch does not affect
the configurations of the non-combo ports.

To configure crossover settings on a single combo port, enter interfaces, followed by the slot number, a
slash (/), the combo port number, hybrid, copper, crossover, and the desired setting. For example, to set
the crossover configuration to auto on copper combo port 23 on slot 2, enter:

-> interfaces 2/25 hybrid copper crossover auto

To configure crossover settings on arange of combo ports, enter interfaces, followed by the slot number,
adash (/), the first combo port number, a hyphen (-), the last combo port number, hybrid, copper,
crossover, and the desired setting. For example, to set the crossover configuration to auto on copper
combo ports 25 through 26 on slot 2, enter:

-> interfaces 2/25-26 hybrid copper crossover auto
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Configuring Flow Control on Combo Ports

Theinterfaces hybrid pause command is used to configure flow control (pause) settings for combo ports
that run in full duplex mode. Configuring flow control is done to specify whether or not an interface
honors or both transmits and honors PAUSE frames. PAUSE frames are used to pause the flow of traffic
temporarily between two connected devices to help prevent packet |oss when traffic congestion occurs
between switches.

If both autonegotiation and flow control are enabled for an interface, then autonegotiation
determines how the interface processes PAUSE frames. See “Flow Control and Autonegotiation” on
page 1-6 for more information. If autonegotiation is disabled but flow control is enabled, then the
configured flow control settings apply.

By default, flow control is disabled. To configure flow control for one or more ports, use the interfaces
hybrid pause command with one of the following parameters to specify how PAUSE frames are
processed:

« rx—Allow the interface to honor PAUSE frames from peer switches and temporarily stop sending
traffic to the peer. Do not transmit PAUSE frames to peer switches.

e tx-and-rx—Transmit and honor PAUSE frames when traffic congestion occurs between peer switches.

Note. In the interfaces hybrid pause command, the copper keyword is used to configure the copper
RJ45 10/100/1000 port while the fiber keyword is used to configure the fiber SFP connector.

For example, the following command configures port 1/25 to transmit and honor PAUSE frames:

-> interfaces 1/25 hybrid fiber pause tx-and-rx

To disable flow control, use the disable parameter with the interfaces hybrid pause command.
For example:

-> interfaces 1/25 hybrid fiber pause disable

For more information about the inter faces hybrid pause command syntax, see the “ Ethernet Port
Commands’ chapter in the OmniSwitch AOS Release 6250/6350/6450 CLI Reference Guide.
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Monitoring the Inter-stack Connection

The status, statistics, and counters of the stacking links (if the switch is stackable) can be monitored using
the following CLI commands:

« show stacking interfaces. Displays the general interface information for the stacking ports.

« show stacking interfaces status. Displays the interface line settings (for example, speed, and mode) for
the stacking ports.

« show stacking interfaces counters: Displays the interface counter information (for example, unicast,
broadcast, and multi-cast packets received or transmitted) for the stacking ports.

« show stacking interfaces counters errors: Displays the interface error frame information for the stack-
ing ports.

For more information on the inter-stack monitoring commands, see the “ Ethernet Port Commands’ chap-
ter in the OmniSwitch AOS Release 6250/6350/6450 CLI Reference Guide.

Clearing the L2 Statistics for Stacking Ports
The L2 statistics for the stacking ports can be cleared. For example:

-> stacking interfaces 1/52 no 12 statistics

The L2 statistics for the lot/port 1/52 is cleared.
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Using TDR Cable Diagnostics

Time Domain Reflectometry (TDR) is afeature that is used to detect cable faults. Thisfeatureis best
deployed in networks where service providers and system administrators want to quickly diagnose the
state of a cable during outages, before proceeding with further diagnosis.

Extended TDR is afeature that is used to know the attached cable characteristics. It isimplemented by
monitoring the transmitted signals amplitude received from the link partner.

Both the tests are used to find out different parameter of a cable under different scenarios.

When a TDR test isinitiated, asignal is sent down a cable to determine the distance to a break or other
discontinuity in the cable path. The length of time it takes for the signal to reach the break and returnis
used to estimate the distance to the discontinuity.

Initiating a TDR Cable Diagnostics Test
Consider the following guidelines before initiating a TDR test:
e Only onetest can run at any given time, and thereis no way to stop atest once it has started.

« The TDR test runs an “out-of-service” test; other data and protocol traffic on the port isinterrupted
when the test is active.

« TDRissupported only on copper ports and not on fiber or stacking ports.
« TDRisnot supported on Link aggregate ports.
e EachtimeaTDR test isrun, statistics from atest previously run on the same port are cleared.

A TDRtest isinitiated using the interfaces tdr-test-start CLI command For example, the following
command starts the test on port 2/1:

-> interfaces 2/1 tdr-test-start

e TheTDR Test (CLIsrelated to TDR-Test) can run on both OS 6250 and OS 6450 platforms. While the
Extended-TDR Test (CLIsrelated to Extended-TDR Test) can run only on a switch with 1 GIG link
capability (OS 6450).

» Extended TDR isafeature that is used to know the attached cable characteristics. It isimplemented by
monitoring the transmitted signals amplitude received from the link partner. Both the tests are used to
find out different parameter of a cable under different scenarios. These Cable Diagnostic feature are
supported and are integrated into the CPSS SDK.

« The Extended-TDR Test results (cable-length) between different pairs and between multiple readings
within each pair can vary based on the link partner’s differential voltage and temperature conditions of
the device under test. If the same cable is measured severa times, occasionally there can be amajor
deviation in the reading exceeding +/- 10 meters.

A Extended-TDR test isinitiated using the interfaces tdr-extended-test-start CLI command.
For example, the following command starts the test on port 2/1:

-> interfaces 2/1 tdr-extended-test-start
« Extended TDR can work only when the gigabit link is established between the two link partners.

« Extended TDR operations cannot be performed on fiber, stacking and combo ports.
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Displaying TDR Test Results
The show interfacestdr-statistics command is used to display TDR test statistics. For example:

-> show interfaces 1/3 tdr-statistics
Legend: Pair 1 - green and white
Pair 2 - orange and white
Pair 3 - brown and white
Pair 4 - blue and white

Slot/ No of Cable Pairl Pairl Pair2 Pair2 Pair3 Pair3 Pair4 Pair4 Test

port ©pairs State State Length State Length State Length State Length Result

————— B T e i e e e et it Tt R T
1/3 4 ok 0 ok 3 ok 3 ok 3 ok 3 success

The show interfaces tdr-extended-statistics command is used to display the results of the last Extended
TDR test performed on a port. For example:

--> show interfaces 1/5 tdr-extended-statistics
Pair Swap
Channel 1:straight
Channel 2:straight
Pair Polarity
Pair l:positive
Pair 2:positive
Pair 3:positive
Pair 4:positive
Pair Skew (in n-seconds)
Pair 1:0
Pair 2:0
Pair 3:8
Pair 4:0
Accurate Cable Length (in meters)
Pair 1:15
Pair 2:15
Pair 3:15
Pair 4:15
Downshift:No Downshift

The following cable states are indicated in the show interfaces tdr-statistics command output:
«  OK—Wireisworking properly

¢ Open.—Wireis broken

» Short—Pairs of wire are in contact with each other

» Impedance Mismatch -

« Two cable of different quality or resistance are connected to each other through patch connector.

« If thepair isshort in acable, it may affect the resistance of another pair hence it will result Imped-
ance mismatch on that particular pair.

« Unknown - Cable diagnostic test unable to find the state of acable.

« Pair Swap - Determines the channel associated with the MDI pair (cross or not for each two MDI
pairs).
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« Pair Polarity- Detectsif the pairs are connected with reverse polarity (reverse on one side between
two conductors in one pair)

« Pair Skew-The skew among the four pairs of cable (delay between pairs, in n-seconds)
e CableLength - The length of the cable, in meters.
« Downshift - Gives the downshift status of the port, when the gigabit link cannot be established.

Clearing TDR Test Statistics

Theinterfaces no tdr-statistics command is used to clear the statistics of the last test performed on the
port. There isno global statistics clear command. For example, the following command clears the TDR
statistics on port 2/1.

-> interfaces 2/1 no tdr-statistics

TDR statistics from a previous test are also cleared when a new test starts on the same port.

Clearing TDR Extended Test Statistics

Theinterfaces no tdr-extended-statistics command is used to clear the statistics of the last test performed
on the port. Thereis no global statistics clear command. For example, the following command clears the
Extended TDR statistics on port 2/1:

-> interfaces 2/1 no tdr-extended-statistics

TDR extended statistics from a previous test are also cleared when a new test starts on the same port.
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Interface Violation Recovery

The OmniSwitch allows features to shut down an interface when a violation occurs on that interface. To
support this functionality, the following interface violation recovery mechanisms are provided:

« Manual recovery of adowned interface using the inter faces clear -violation-all command.

e Anautomatic recovery timer that indicates how much time a port remains shut down before the switch
automatically brings the port back up (see“ Configuring the Violation Recovery Time” on page 1-29).

« A maximum number of recovery attempts setting that specifies the number of recoveries that can occur
before a port is permanently shutdown (see " Configuring the Violation Recovery Maximum Attempts’
on page 1-29).

¢ An SNMPtrap is generated each time an interface is shut down by afeature. SNMP trap can occur
even when the interface is aready shutdown by another feature. The trap also indicates the reason for
the violation.

e An SNMPtrap is generated when a port is recovered. The trap also includes information about how the
port was recovered. Enabling or disabling thistype of trap is allowed using the interfaces violation-
recovery-trap command.

Violation Shutdown and Recovery Methods
A port can be shut down with one of the following methods, depending on the feature.

Filtering — The port is blocked by applying filtering to discard all packets sent or received on the port.
With this method, the link LED of the port remains ON. A port in this state can be recovered using the
following methods:

« Using theinterfaces clear-violation-all command to clear the violation manually.

« Automatic recovery when the interface recovery timer expires.

e Using theinterfaces admin command to administratively disable and enable the interface.
« Disconnecting and reconnecting the interface link.

e A link down and link up event.

Administratively — A port is administratively disabled. With this method, the LED does not remain ON.
A port in this state can be recovered using only the following methods:

« Using theinterfaces clear-violation-all command to clear the violation manually.
« Automatic recovery when the interface recovery timer expires.
« Using theinterfaces admin command to administratively disable and enable the interface.

Disconnecting or reconnecting the interface link or alink down/up event does not recover a port that was
administratively disabled.
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Interface Violation Exceptions
An interface violation is not applied to an interface when any of the following scenarios occur:

e Aninterfaceisaready in a permanent shutdown state. In this case, the only method for recovery isto
use the interface clear -violation-all command.

e Aninterfaceis aready shutdown by another feature.

« Aninterfaceis not operationally up.

Interaction With Other Features

The following table lists the features that use the interface violation recovery mechanisms, along with the
violation reason and shutdown type:

Feature Reason Code Shutdown Type
BPDU Shutdown STP Discard

User Port Shutdown QOs Discard

Policy rule - port disable QOS Discard

LPS LPS-D Discard

LPS LPS-S Admin-Down
UDLD UDLD Admin-Down
NetSec NetSec Admin-Down
NI NISup Admin-Down
LLDP Rouge Detection LLDP Discard
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Configuring Interface Violation Recovery

The following sections provide information about how to configure parameter values that apply to the
interface violation recovery mechanisms.

Configuring the Violation Recovery Time

The violation recovery time specifies the amount of time the switch waits before automatically recovering
aport that was shut down due to aviolation. When the recovery timer expires, the interfaceis
operationally re-enabled and the violation on the interface is cleared.

Consider the following when configuring the violation recover time:

« Thetimer value does not apply to interfaces that are in a permanent shutdown state. A port in this state
isonly recoverable using the inter faces clear-violation-all command.

« Theinterface violation recovery mechanism is not supported on link aggregates, but is supported on
the link aggregate member ports.

« Theauto recovery timer is not specific to UDLD.

Theinterfaces violation-recovery-time command is used to configure the automatic recovery time value,
which is configurable on a per-port or global basis. For example, the following commands set the
violation recovery time to 600 secs at the global level and to 200 secs for port 2/1.:

-> interfaces violation-recovery-time 600
-> interfaces 2/1 violation-recovery-time 200

The violation recovery time value configured for a specific interface overrides the global vaue config-
ured for al switch interfaces. To set the port-level value back to the global value, use the default parame-
ter with the inter faces violation-recovery-time command. For example, the following command sets the
violation recovery time for port 2/1 back to the global value of 600:

-> interfaces 2/1 violation-recovery-time default

To disable the violation recovery timer mechanism, set the recovery time to zero. For example:

-> interfaces violation-recovery-time 0
-> interfaces 2/1 violation-recovery-time 0

Configuring the Violation Recovery Maximum Attempts

The violation recovery maximum setting specifies the maximum number of recovery attempts allowed
before a port is permanently shut down. This value increments by one whenever an interface recovers
from aviolation using the automatic recovery timer mechanism. When the number of recovery attempts
exceeds this configured threshold, the interface is permanently shut down. The only way to recover a
permanently shutdown interface is to use the interfaces clear-violation-all command.

The recovery mechanism tracks the number of recoveries within afixed time window (FTW). The
FTW = 2 * maximum recovery number * recovery timer. For example, if the maximum number of
recovery attemptsis set to 4 and the recovery timer isset to 5, the FTW is 40 secs (2 * 4 * 5=40).

Theinterfaces violation-recovery-maximum command is used to configure the maximum number of
recovery attempts. Thisvalueis configurable on a per-port or global basis. For example, the following
commands set the number of attemptsto 3 at the global level andto 5 for port 2/1:

-> interfaces violation-recovery-maximum 3
-> interfaces 2/1 violation-recovery-maximum 5
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The maximum recovery attempts value configured for a specific interface overrides the global value
configured for all switch interfaces. To set the port-level value back to the global value, use the default
parameter with the inter faces violation-r ecover y-maximum command. For example, the following
command sets the number of recovery attempts for port 2/1 back to the global value of 3:

-> interfaces 2/1 violation-recovery-maximum default

To disable the violation recovery maximum attempts mechanism, set the number of attempts to zero. For

example:

-> interfaces violation-recovery-maximum 0
-> interfaces 2/1 violation-recovery-maximum O

Verifying the Interface Violation Recovery Configuration

Use the following show commands to verify the violation recovery configuration:

show interfaces port

Displays the administrative status (up or down), link status, violations,
recovery time, maximum recovery attempts.

show interfaces violation-
recovery

Displays the globally configured recovery time, SNMP recovery trap
enabl e or disable status and maximum recovery attempts.

For more information about the resulting displays from these commands, see the
Omni Switch AOS Rel ease 6250/6350/6450 CLI Reference Guide.

Verifying Ethernet Port Configuration

To display information about Ethernet port configuration settings, use the following show commands:

show interfaces pause

Displays the flow control pause configuration for switch interfaces.

show interfaces

Displays general interface information, such as hardware, MAC
address, input, and output errors.

show interfaces accounting

Displays interface accounting information.

show interfaces counters

Displays interface counters information.

show interfaces counters
errors

Displays interface error frame information for Ethernet and Fast
Ethernet ports.

show interfaces collisions

Displays collision statistics information for Ethernet and Fast Ethernet
ports.

show interfaces status

Displays line status information.

show interfaces port

Displays port status information.

show interfacesifg

Displays inter-frame gap values.

show interfacesflood rate

Displays peak flood rate settings.

show interfacestraffic

Displaysinterface traffic statistics.

show interfaces capability

Displays autonegotiation, flow, speed, duplex, and crossover settings.

show interfaces hybrid

Displays generd interface information (for example, hardware, MAC
address, input errors, output errors) for combo ports.
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show interfaces hybrid status

Displays line status information for combo ports.

show interfaces hybrid flow
control

Displays interface flow control wait time settings in nanoseconds for
combo ports.

show interfaces hybrid pause

Displays the flow control pause configuration for combo ports.

show interfaces hybrid

Displays autonegotiation, flow, speed, duplex, and crossover settings

capability for combo ports.
show interfaces hybrid Displays interface accounting information (for example, packets
accounting received/transmitted, deferred frames received) for combo ports.

show interfaces hybrid
counters

Displays interface counters information (for example, unicast, broad-
cast, multi-cast packets received/transmitted) for combo ports.

show interfaces hybrid
counterserrors

Displays interface error frame information (for example, CRC errors,
transit errors, receive errors) for combo ports.

show interfaces hybrid
collisions

Displays interface collision information (for example, number of
collisions, number of retries) for combo ports.

show interfaces hybrid traffic

Displays interface traffic statistics for combo ports.

show interfaces hybrid port

Displays interface port status (up or down) for combo ports.

show interfaces hybrid flood
rate

Displays interface peak flood rate settings for combo ports.

show interfaces hybrid ifg

Displays interface inter-frame gap values for combo ports.

These commands can be useful in troubleshooting and resolving potential configuration issues or prob-
lems on your switch. For more information about the resulting displays from these commands, see the
Omni Switch AOS Rel ease 6250/6350/6450 CLI Reference Guide.
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2 Managing Source
Learning

Transparent bridging relies on a process referred to as source learning to handle traffic flow. Network
devices communicate by sending and receiving data packets that each contain a source MAC address and a
destination MAC address. When packets are received on switch network interface (NI) module ports,
source learning examines each packet and compares the source MAC address to entriesin aMAC address
database table. If the table does not contain an entry for the source address, then anew record is created
associating the address with the port it was learned on. If an entry for the source address already existsin
the table, anew oneis not created.

Packets are also filtered to determine if the source and destination address are on the same LAN segment.
If the destination address is not found in the MAC address table, then the packet is forwarded to all other
switches that are connected to the same LAN. If the MAC address table does contain a matching entry for
the destination address, then there is no need to forward the packet to the rest of the network.

In This Chapter

This chapter describes how to manage source learning entriesin the switch MAC address table (often
referred to as the forwarding or filtering database) through the Command Line Interface (CL1). CLI
commands are used in the configuration examples; for more details about the syntax of commands, see the
Omni Switch AOS Rel ease 6250/6350/6450 CLI Reference Guide.

Configuration procedures described in this chapter include:

» “Using Static MAC Addresses’ on page 2-5.

e “Using Static Multicast MAC Addresses’ on page 2-7

» “Configuring MAC Address Table Aging Time” on page 2-9.
e “Configuring the Source Learning Status’ on page 2-10.

» “Displaying Source Learning Information” on page 2-11.
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Source Learning Specifications

The functionality described in this chapter is supported on the Omni Switch 6250, 6350, 6450 unless other-
wise stated in the following Specifications table or specifically noted within any section of this chapter.

RFCs supported 2674—Definitions of Managed Objects for Bridges
with Traffic Classes, Multicast Filtering and
Virtual LAN Extensions

| EEE Standards supported 802.1Q—Virtual Bridged Local Area Networks
802.1D—Media Access Control Bridges

Maximum number of learned MAC addresses when OmniSwitch 6250, 6350, 6450 = 16K/stack
synchronized MAC source learning mode is enabled

Maximum number of static L2 multicast MAC Omni Switch 6250, 6350, 6450 = 256/stack
addresses.

Source Learning Defaults

Parameter Description Command Default
Static MAC address management status  mac-addr ess-table permanent
Static MAC address operating mode mac-address-table bridging
MAC address aging timer mac-addr ess-table aging-time 300 seconds
MAC source learning status per port sour ce-lear ning enabled
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Sample MAC Address Table Configuration

The following steps provide a quick tutorial that creates a static MAC address and change the MAC
address aging timer for VLAN 200:

Note. Optional. Creating a static MAC address involves specifying an address that is not already used in
another static entry or already dynamically learned by the switch. To determineif the addressis aready
known to the MAC address table, enter show mac-address-table. If the address does not appear in the
show mac-address-table output, then it is available to use for configuring a static MAC address entry. For
example,

-> show mac-address-table
Legend: Mac Address: * = address not valid

Vlan Mac Address Type Protocol Operation Interface
—————— B e e e e it
1 00:00:00:00:00:01 learned 0800 bridging 8/ 1
1 00:d0:95:6a:73:9a learned aaaal003 bridging 10/23

Total number of Valid MAC addresses above = 2

The show mac-address-table command is also useful for monitoring general source learning activity and
verifying dynamic VLAN assignments of addresses received on mobile ports.

1 Create VLAN 200, if it does not already exist, using the following command:
-> vlan 200

2 Assign switch ports 2 through 5 on slot 3to VLAN 200-if they are not aready associated with VLAN
200-using the following command:

-> vlan 200 port default 3/2-5

3 Create astatic MAC address entry using the following command to assign address 002D 95:5BF30E to
port 3/4 associated with VLAN 200 and to specify a permanent management status for the static address:

-> mac-address-table permanent 00:2d:95:5B:F3:0E 3/4 200

4 Change the MAC address aging time to 500 seconds (the default is 300 seconds) using the following
command:

-> mac-address-table aging-time 500

Note. Optional. To verify the static MAC address configuration, enter show mac-addr ess-table. For
example:

-> show mac-address-table
Legend: Mac Address: * = address not wvalid

Vlan Mac Address Type Protocol Operation Interface
—————— e e el R il T
1 00:00:00:00:00:01 learned 0800 bridging 8/1
1 00:d0:95:6a:73:9a learned aaaal003 bridging 10/23
200 00:2d:95:5b:£3:0e delontimeout 0 bridging 3/4
Total number of Valid MAC addresses above = 3
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To verify the new aging time value, enter show mac-address-table aging-time. For example,

-> show mac-address-table aging-time
Mac Address Aging Time (seconds) = 300
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MAC Address Table Overview

Source learning builds and maintains the MAC address table on each switch. New MAC address table
entries are created in one of two ways: they are dynamically learned or statically assigned. Dynamically
learned MAC addresses are those that are obtained by the switch when source learning examines data
packets and records the source address and the port and VLAN it was learned on. Static MAC addresses
are user defined addresses that are statically assigned to aport and VLAN using the mac-addr ess-table
command.

Accessing MAC Address Table entriesis useful for managing traffic flow and troubleshooting network
device connectivity problems. For example, if aworkstation connected to the switch is unable to commu-
nicate with another workstation connected to the same switch, the MAC address table might show that one
of these devices was learned on a port that belonged to a different VLAN or the source MAC address of
one of the devices may not appear at al in the address table.

Using Static MAC Addresses

Static MAC addresses are configured using the mac-addr ess-table command. These addresses direct
network traffic to a specific port and VLAN. They are particularly useful when dealing with silent network
devices. These types of devices do not send packets, so their source MAC addressis never learned and
recorded in the MAC address table. Assigning aMAC address to the silent device's port creates a record
in the MAC address table and ensures that packets destined for the silent device are forwarded out that
port.

When defining a static MAC address for a particular slot/port and VLAN, consider the following:
e Configuring static MAC addressesis only supported on non-mobile ports.

» The specified slot/port must already belong to the specified VLAN. Use the vlan port default
command to assign aport to aVLAN before you configure the static MAC address.

e Only traffic from other ports associated with the same VLAN isdirected to the static MAC address
slot/port.

» Static MAC addresses are per manent addresses. This means that a static MAC address remainsin use
even if the MAC ages out or the switch is rebooted.

e Therearetwo types of static MAC address behavior supported: bridging (default) or filtering. Enter
filtering to set up adenia of serviceto block potential hostile attacks. Traffic sent to or from afiltered
MAC addressis dropped. Enter bridging for regular traffic flow to or from the MAC address. For
more information about Layer 2 filtering, see Chapter 39, “Configuring QoS.”

 If apacket received on aport associated with the same VLAN contains a source address that matches a
static MAC address, the packet is discarded. The same source address on different ports within the
same VLAN is not supported.

« If astatic MAC addressis configured on a port link that is down or disabled, an asterisk appears to the
right of the MAC addressin the show mac-addr ess-table command display. The asterisk indicates that
thisisan invalid MAC address. When the port link comes up, however, the MAC addressis then
considered valid and the asterisk no longer appears next to the address in the display.
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Configuring Static MAC Addresses

To configure a permanent, bridging static MAC address, enter mac-address-table followed by aMAC
address, slot/port, and the VLAN ID to assign to the MAC address. For example, the following assigns a
MAC address to port 10 on slot 4 associated with VLAN 255:

-> mac-address-table 00:02:DA:00:59:0C 4/10 255

Since permanent and bridging options for astatic MAC are default settings, it is not necessary to enter
them as part of the command.

Use the no form of this command to clear MAC address entries from the table. If the MAC address status
type (permanent or learned) is not specified, then only permanent addresses are removed from the table.
The following example removes aMAC address entry that is assigned on port 2 of slot 3 for VLAN 855
from the MAC address table:

-> no mac-address-table 00:00:02:CE:10:37 3/2 855

If aslot/port and VLAN ID are not specified when removing MAC address table entries, then all MACs
defined with the specified status are removed. For example, the following command removes all learned
MAC addresses from the table, regardiess of their slot/port or VLAN assignments:

-> no mac-address-table learned

To verify static MAC address configuration and other table entries, use the show mac-address-table
command. For more information about this command, see the Omni Switch AOS Rel ease 6250/6350/6450
CLI Reference Guide.

Static MAC Addresses on Link Aggregate Ports

Static MAC Addresses are not assigned to physical ports that belong to alink aggregate. Instead, they are
assigned to alink aggregate 1D that represents a collection of physical ports. ThisID is specified at the
time the link aggregate of portsis created and when using the mac-addr ess-table command.

To configure a permanent, bridging static MAC address on alink aggregate ID, enter mac-addr ess-table
followed by a MAC address, then linkagg followed by the link aggregate ID, and the VLAN ID to assign
to the MAC address. For example, the following assignsa MAC address to link aggregate ID 2 associated
with VLAN 455:

-> mac-address-table 00:95:2A:00:3E:4C linkagg 2 455

For more information about configuring alink aggregate of ports, see Chapter 25, “ Configuring Static
Link Aggregation” and Chapter 26, “ Configuring Dynamic Link Aggregation.”
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Using Static Multicast MAC Addresses

Using static multicast MAC addresses allows you to send traffic intended for a single destination multi-
cast MAC address to selected switch ports within agiven VLAN. To specify which ports receives the
multicast traffic, a static multicast address is assigned to each selected port for agiven VLAN. The ports
associated with the multicast address are then identified as egress ports. When traffic received on ports
within the same VLAN is destined for the multicast address, the traffic is forwarded only on the egress
ports that are associated with the multicast address.

When defining a static multicast MAC address for a particular port and VLAN, consider the following:

« A MAC addressis considered amulticast MAC addressiif the least significant bit of the most signifi-
cant octet of the addressis enabled. For example, MAC addresses with a prefix of 01, 03, 05, 13, and
so on, are multicast MAC addresses.

« If amulticast prefix valueis not present, then the address istreated as aregular MAC address and not
allowed when using the mac-addr ess-table static-multicast command.

¢ Multicast addresses within the following ranges are not supported:

01:00:5E:00:00:00 to 01:00:5E: 7F:FF:FF
01:80:C2: X X . XX.XX
33:33: XXX XXX XX

« Configuring static multicast addresses is only supported on non-mobile ports.

 In addition to configuring the same static multicast address for multiple ports within agiven VLAN, it
is aso possible to use the same multicast address across multiple VLANS.

» The specified port or link aggregate ID must aready belong to the specified VLAN. Use the
vlan port default command to assign a port or link aggregate to aVLAN before you configure the
static multicast address.

Configuring Static Multicast MAC Addresses

The mac-address-table static-multicast command is used to define a destination multicast MAC address
and assign the address to one or more egress ports within a specified VLAN. For example, the following
command assigns the multicast address 01:25:9a:5c¢:2f:10 to port /24 in VLAN 20:

-> mac-address-table static-multicast 01:25:9a:5c:2f:10 1/24 20

To assign amulticast address to more than one port, enter a range of ports and/or multiple port entries on
the same command line separated by a space. For example, the following command assigns the multicast
address 01:25:9a:5¢:2f:10 to port 1/24 and ports 2/1 through 2/6 in VLAN 20:

-> mac-address-table static-multicast 01:25:9a:5c:2f:10 1/24 2/1-6 20

Use the no form of the mac-addr ess-table static-multicast command to delete static multicast MAC
address entries. For example, the following command del etes a static multicast address that is assigned to
port 2 on slot 3 for VLAN 855:

-> no mac-address-table static-multicast 01:00:02:CE:10:37 3/2 855
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If aaMAC address, slot/port and VLAN ID are not specified with this form of the command, then all
static multicast addresses are deleted. For example, the following command deletes all static MAC
addresses, regardless of their dot/port or VLAN assignments:

-> no mac-address-table static-multicast

To verify the static MAC address configuration and other table entries, use the show mac-address-table
and show mac-addr ess-table static-multicast commands. For more information about these commands,
see the Omni Switch AOS Rel ease 6250/6350/6450 CLI Reference Guide.

Static Multicast MAC Addresses on Link Aggregate Ports

Static multicast MAC addresses are not assigned to physical ports that belong to alink aggregate. Instead,
they are assigned to alink aggregate I1D that represents a collection of physical ports. ThisID is specified
at the time the link aggregate of portsis created and when using the mac-addr ess-table static-multicast
command.

To configure a static multicast MAC address on alink aggregate I D, use the mac-addr ess-table static-
multicast command with the linkagg keyword to specify the link aggregate ID. For example, the follow-
ing command assigns a static multicast MAC address to link aggregate |D 2 associated with VLAN 455:

-> mac-address-table static-multicast 01:95:2A:00:3E:4C linkagg 2 455

For moreinformation about configuring alink aggregate of ports, see Chapter 13, “ Configuring Satic Link
Aggregation” and Chapter 14, “Configuring Dynamic Link Aggregation.”

ASCII-File-Only Syntax

When a static multicast MAC address is configured and saved (typically through the snapshot or write
memory commands), the mac-addr ess-table static-multicast command captured in the ASCI| text file or
boot.cfg file includes an additional group parameter. This parameter indicates the number of the multi-
cast group that the switch has assigned to the multicast MAC address for the given VLAN association. For
example:

-> mac-address-table static-multicast 01:25:9a:5c:2f:10 1/24 2/1-6 20 group 1

In this example, the multicast MAC address, 01:25:9a:5c:2f:10, iSassociated with ports 1/24 and 2/1
through 2/6 in VLAN 20. The additional group parameter value shown in the example indicates that the
switch assigns the multicast-VLAN association created with the mac-addr ess-table static-multicast to
multicast group one.

Note. If the port assigned to amulticast MAC addressis down or administratively disabled when the
configuration snapshot or write memory command is used, the multicast MAC addressis not saved to
the resulting ASCII file or boot.cfg file.

Each multicast MAC address association with aVLAN istreated as a unique instance and is assigned a
multicast group number specific to that instance. Thisis also the case when the same multicast addressis
associated with more than one VLAN; each VLAN association is assigned a multicast group number even
though the MAC address is the same for each instance. Note that up to 1022 multicast address-VLAN
associations are supported per switch.
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Configuring MAC Address Table Aging Time

Source learning aso tracks MAC address age and removes addresses from the MA C address table that
have aged beyond the aging timer value. When a device stops sending packets, source learning keeps track
of how much time has passed since the last packet was received on the device' s switch port. When this
amount of time exceeds the aging time value, the MAC is aged out of the MAC address table. Source
learning always starts tracking MA C address age from the time since the last packet was received.

By default, the aging time is set to 300 seconds (5 minutes) and is configured on a global basis using the
mac-addr ess-table aging-time command. For example, the following sets the aging time for all VLANSs
to 500 seconds:

-> mac-address-table aging-time 500

A MAC address learned on any VLAN port will age out if the time since a packet with that address was
last seen on the port exceeds 500 seconds.

Note. Aninactive MAC address may take up to twice as long as the aging time value specified to age out
of the MAC address table. For example, if an aging time of 60 secondsis specified, the MAC will age out
any time between 60 and 120 seconds of inactivity.

When using the mac-addr ess-table aging-time command in a switch configuration file (for example,
boot.cfg), include an instance of this command specifying the VLAN ID for each VLAN configured on
the switch. Thisis necessary even though al VLANS has the same aging time value.

To set the aging time back to the default value, use the no form of the mac-addr ess-table aging-time
command. For example, the following sets the aging time for all VLANS back to the default of 300
seconds:

-> no mac-address-table aging-time

Note. The MAC address table aging time is also used as the timeout value for the Address Resolution
Protocol (ARP) table. Thistimeout value determines how long the switch retains dynamically learned
ARP table entries. See Chapter 28, “Configuring IP,” for more information.

To display the aging time value for one or all VLANS, use the show mac-addr ess-table aging-time
command. For more information about this command, see the Omni Switch AOS Rel ease 6250/6350/6450
CLI Reference Guide.
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Configuring the Source Learning Status

The source learning status for a port or link aggregate of ports is configurable using the sour ce-lear ning
command. By default, source learning is enabled on a port or link aggregate. To disable the status, use the
sour ce-lear ning command with the disable option. For example:

-> gource-learning port 1/10 disable
-> source-learning port 1/15-20 disable
-> source-learning linkagg 10 disable

To enable the source learning status for a port or link aggregate, use the sour ce-lear ning command with
the enable option. For example:

-> gource-learning port 1/10 enable
-> source-learning port 1/15-20 enable
-> source-learning linkagg 10 enable

Disabling source learning on a port or link aggregate is useful on aring configuration, where a switch
within the ring does not need to learn the MA C addresses that the same switch is forwarding to another
switch within thering,. This functionality is aso useful in Transparent LAN Service configurations, where
the service provider device does not need to learn the MAC addresses of the customer network.
Configuring the source learning statusis not alowed on the following types of switch ports:

« Mobile ports, including 802.1X ports (802.1X is enabled on mobile ports only).

« Ports enabled with Learned Port Security (LPS).

« Member ports of alink aggregate.

Consider the following guidelines when changing the source learning status for a port or link aggregate:

« Disabling source learning on alink aggregate disables MAC address learning on all member ports of
the link aggregate.

« MAC addresses dynamically learned on a port or aggregate are cleared when source learning is
disabled.

« Statically configured MAC addresses are not cleared when source learning is disabled for the port or
aggregate. In addition, configuring a new static MAC address is allowed even when source learning is
disabled.
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Displaying Source Learning Information

To display MAC Address Table entries, statistics, and aging time values, use the show commands listed
bel ow:

show mac-address-table Displaysalist of al MAC addresses known to the MAC address
table, including static MAC addresses.

show mac-address-table static- Displaysalist of al static multicast MAC addresses known to the

multicast MAC address table. Note that only static multicast addresses
assigned to ports that are up and enabled are displayed with this
command.

show mac-addr ess-table count Displays a count of the different types of MAC addresses (learned,
permanent, reset, and timeout). Also includes atotal count of all
addresses known to the MAC address table.

show mac-addr ess-table aging-time Displays the current MAC address aging timer value by switch or
VLAN.

For more information about the resulting displays from these commands, see the Omni Switch AOS Release
6250/6350/6450 CLI Reference Guide. An example of the output for the show mac-address-table and
show mac-address-table aging-time commands is also given in “ Sample MAC Address Table Configura-
tion” on page 2-3.
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3 Configuring Learned
Port Security

Learned Port Security (LPS) provides a mechanism for authorizing source learning of MAC addresses on
Ethernet and Gigabit Ethernet ports.

Learned Port Security (LPS) provides a mechanism for authorizing source learning of MAC addresses on
Ethernet and Gigabit Ethernet ports. L PS does not support link aggregate and tagged (trunked) link
aggregate ports. Using LPS to control source MAC address learning provides the following benefits:

A configurable source learning time limit that appliesto all LPS ports.

A configurable limit on the number of MAC addresses allowed on an LPS port.
Dynamic configuration of alist of authorized source MAC addresses.

Static configuration of alist of authorized source MAC addresses.

Two methods for handling unauthorized traffic: stopping all traffic on the port or only blocking traffic
that violates LPS criteria

In This Chapter

This chapter describes how to configure L PS parameters through the Command Line Interface (CL1). CLI
commands are used in the configuration examples; for more details about the syntax of commands, see the
Omni Switch AOS Rel ease 6250/6350/6450 CLI Reference Guide.

Configuration procedures described in this chapter include:

Enabling LPS for a port on page 3-9.

Specifying a source learning time limit for all LPS ports on page 3-10.

Configuring the maximum number of MAC addresses learned per port on page 3-16.
Configuring the maximum number of filtered MAC addresses |earned per port on page 3-17.
Configuring alist of authorized MAC addresses for an LPS port on page 3-17.

Configuring arange of authorized MAC addresses for an LPS port on page 3-18.

Selecting the security violation mode for an LPS port on page 3-19.

Displaying LPS configuration information on page 3-20.

For more information about source MAC address learning, see Chapter 3, “Managing Source Learning.”
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Learned Port Security Specifications

RFCs supported Not applicable at thistime.

|EEE Standards supported Not applicable at thistime.

Platforms Supported Omni Switch 6250, 6350, 6450

Ports eligible for Learned Port Security Ethernet and Gigabit Ethernet ports (fixed, mobile,
802.1Q tagged and authenticated ports).

Ports not eligible for Learned Port Security Link aggregate ports.
802.1Q (trunked) link aggregate ports.

Minimum number of learned MAC addresses 1

alowed per port

Maximum number of learned MAC addresses 1000

allowed per port

Maximum number of configurable MAC address 1
ranges per LPS port

Maximum number of learned MAC addressesper 16K
switch

Maximum number of configured MACs when 64
MAC-moveisenabled

Maximum bridging MACs when MAC-moveis
enabled

Learned Port Security Defaults

Parameter Description Command Default

LPS status for a port. port-security disabled

Number of learned MAC addresses  port-security maximum 1

allowed on an LPS port.

Maximum number of filtered MAC  port-security max-filtering 5

addresses that the LPS port can

learn.

Source learning time limit. port-security shutdown disabled

Configured MAC addresses per LPS port-security mac none

port.

MAC address range per LPS port. port-security mac-range 00:00:00:00:00:00—
ff.ff . ff . ff . ff.ff

LPS port violation mode. port-security violation restrict

Number of bridged MAC addresses  port-security learn-trap- 5

learned before atrap is sent. threshold
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Sample Learned Port Security Configuration

This section provides a quick tutorial that demonstrates the following tasks:

e Enabling LPS on switch ports.

¢ Defining the maximum number of learned MAC addresses allowed on an LPS port.
¢ Defining the time limit to allow source learning on al LPS ports.

e Selecting amethod for handling unauthorized traffic received on an LPS port.

LPS is supported on Ethernet and Gigabit Ethernet fixed, mobile, tagged and authenticated ports. LPSis
not supported on link aggregate and tagged (trunked) link aggregate ports.

1 Enable LPS on ports 6 through 12 on slot 3, 4, and 5 using the following command:
-> port-security 3/6-12 4/6-12 5/6-12 admin-status enable

2 Set thetotal number of learned MAC addresses allowed on the same ports to 25 using the following
command:

-> port-security 3/6-12 4/6-12 5/6-12 maximum 25

3 Configure the amount of timein which source learning is alowed on all LPS ports to 30 minutes using
the following command:

-> port-security shutdown 30

Optional: Provide infinite learning window mode where the learning window does not expire. Infinite
learning window can be configured for all the LPS learning options when the shutdown value is set to
zero:

-> port-security shutdown 0

Optional: The MAC addresses learned during the learning window are directly converted to static with
learn-as-static option enabled, per port or globally when no-aging is enabled.

-> port-security shutdown 30 no-aging enable learn-as-static enable

Note. See“ Configuring Automatic Conversion of MAC Addresses’ on page 3-15, “Configuring MAC
Movement” on page 3-15, and “ Configuring Infinite Learning Window” on page 3-14 for configuration
options on port-security shutdown command.

4 Select shutdown for the LPS violation mode using the following command:

-> port-security 3/6-12 4/6-12 5/6-12 violation shutdown
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Configuring Learned Port Security

Note. Optional. To verify LPS port configurations, use the show port-security command. For example:

-> show port-security

Legend: Mac Address: * = Duplicate Static

Mac Address: # =
Port: 1/2
Operation Mode
Max MAC bridged
Trap Threshold
Max MAC filtered
Low MAC Range
High MAC Range
Violation
Violating MAC

MAC Address VLAN
___________________ I
00:00:00:00:00:01 1
00:00:00:00:00:02 1
00:00:00:00:00:02 1
00:00:00:00:00:13 1
00:00:00:00:00:14 1
00:00:00:00:00:20 1

Pseudo Static

ENABLED,
6,
DISABLED,
5,
00:00:00:00:00:00,
ff:ff.ff.f£.££:.££,
RESTRICT,

NULL

STATIC
STATIC (*)
STATIC (#)
STATIC

STATIC

STATIC

To verify the new source learning time limit value, use the show port-security shutdown command. For

example:

-> show port-security shu

LPS Shutdown Config
Convert-to-static

No Aging

Boot Up

Learn As Static

Mac Move

Remaining Learning Window

tdown

= 25 min,

= DISABLED,
= ENABLED,
= ENABLED,
= DISABLED,
= DISABLED,
= 882 sec
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Learned Port Security Overview

Learned Port Security (LPS) provides a mechanism for controlling network device access on one or more
switch ports. Configurable LPS parameters alow the user to restrict the source learning of host MAC
addressesto:

e A specific amount of time in which the switch allows source learning to occur on all LPS ports.
e A maximum number of learned MAC addresses allowed on the port.
e A list of configured authorized source MAC addresses allowed on the port.

Additional LPS functionality allows the user to specify how the LPS port handles unauthorized traffic.
The following two options are available for this purpose:

¢ Block only traffic that violates LPS port restrictions; authorized traffic is forwarded on the port.

e Disablethe LPS port when unauthorized traffic is received; al traffic is stopped and a port reset is
required to return the port to normal operation.

LPS functionality is supported on the following Ethernet and Gigabit Ethernet port types:

Fixed (non-mobile)

Mobile

802.1Q tagged

Authenticated

802.1x

The following port types are not supported:
e Link aggregate

e Tagged (trunked) link aggregate
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Configuring Learned Port Security

How LPS Authorizes Source MAC Addresses

When a packet is received on a port that has LPS enabled, switch software checks the following criteriato
determineif the source MAC address contained in the packet is allowed on the port:

Is the source learning time window open?

¢ |sthe number of MAC addresses learned on the port below the maximum number alowed?

¢ |sthe number of MAC addresses |earned on the port below the maximum Filtered MAC allowed?

¢ |sthere aconfigured authorized MAC address entry for the LPS port that matches the packet’s source
MAC address?

Using the above criteria, the following table shows the conditions under which aMAC address is learned
or blocked on an LPS port:

Time Limit Max Number Configured MAC  Result

Open Below No entry No LPS violation; MAC learned

Closed Below No entry No LPS violation; MAC learned as

filtered

Open Above No entry LPSviolation; MAC blocked

Open Below Yes; entry matches  No LPSviolation; MAC learned

Closed Below Yes; entry matches  No LPSviolation; MAC learned

Open Above Yes, entry matches  LPS violation; MAC blocked

Open Below Yes; entry doesn't No LPSviolation; MAC learned
match

Closed Below Yes; entry doesn't LPS violation; MAC blocked
match

Open Above Yes, entry doesn't  LPSviolation; MAC blocked

match

When the learning window expires the system will learn the filtering MA Cs up to the maximum limit and
the LPS port will go on violation.

When a source MAC address violates any of the LPS conditions, the address is considered unauthorized.
The LPS violation mode determines if the unauthorized MAC addressis simply blocked (filtered) on the
port or if the entire port is disabled (see “ Selecting the Security Violation Mode” on page 3-19).
Regardless of which mode is selected, notice is sent to the Switch Logging task to indicate that a violation

has occurred.
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Dynamic Configuration of Authorized MAC Addresses

Once LPS authorizes the learning of a source MAC address, an entry containing the address and the port it
was learned on is made in an LPS database table. Thisentry is then used as criteria for authorizing future
traffic from this source MAC on that same port. In other words, learned authorized MA C addresses
become configured criteriafor an LPS port.

For example, if the source MAC address 00:da:95:00:59:0c is received on port 2/10 and meets the LPS
restrictions defined for that port, then this address and its port are recorded in the LPS table. All traffic that
isreceived on port 2/10 is compared to the 00:da:95:00:59:0c entry. If any traffic received on this port
consists of packets that do not contain a matching source address, the packets are then subject to the LPS
source learning time limit window and the maximum number of addresses allowed criteria

When adynamically learned MAC address is added to the LPS table, it does not become a configured
MAC address entry in the LPS table until the switch configuration file is saved and the switch is rebooted.
If areboot occurs before the switch configuration fileis saved, all dynamically learned MAC addressesin
the LPS table are cleared.

Note. A dynamic MAC address learned on an LPS port is flushed when a port goes down, or MAC ages
out, or the MAC address entry in the LPS table is not saved.

On enabling "no-aging" on an LPS port, the MAC addresses are automatically learned as pseudo static
MAC addresses during the L PS learning window time period. These learned MAC addresses are not
affected by aging and flushing operations that occur during the learning window.

Once the learning window expires, if the ‘ convert-to-static’ option is disabled, these MAC addresses
remain as pseudo static. Elseif the ‘ convert-to-static’ is enabled, the pseudo static MAC addresses are
converted to static address.

Static Configuration of Authorized MAC Addresses

Authorized source MAC address entries can be configured into the L PS table as static addresses. Thistype
of entry issimilar to dynamically configured entries that authorize port access to traffic with a matching
source MAC address.

Static source MAC address entries take precedence over dynamically learned entries. For example, if there
are two static MAC address entries configured for port 2/1 and the maximum number allowed on port 2/1
isten, then only eight dynamically learned MAC addresses are alowed on this port.

Source learning of configured authorized MAC addresses is allowed after the LPS time limit has expired.
However, all learning is stopped if the number of MAC addresses |earned meets or exceeds the maximum
number of addresses allowed, even if the LPStime limit has not expired.

There are two ways to define a static source MAC address entry in the LPS table; specify an individual
MAC address or arange of MAC addresses. See “ Configuring Authorized MAC Addresses’ on page 3-17
and “Configuring an Authorized MAC Address Range” on page 3-18 for more information.

Note. Statically configured authorized MAC addresses are displayed permanently in the MAC address
table for the specified LPS port; they will not be learned on any other port in the same VLAN.
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Static MAC Address M ovement

Y ou can configure same static LPS MAC on multiple LPS ports. A static LPS MAC is allowed to move
between ports belonging to the same VLAN. The system supports a maximum of 64 such entries.

Example:

-> vlan 2

-> vlan 2 port default 1/3

-> vlan 2 port default 1/4

-> port-security 1/3 mac 00:00:00:00:00:01
-> port-security 1/4 mac 00:00:00:00:00:01

Note.
e Static MAC Address movement is not allowed on LPS ports configured as UNI ports.

e System supports static MAC moves only on the LPS ports where static MAC is configured on
different portsin agiven VLAN.

e When static MAC is configured on different LPS portsin aVLAN, the static MAC isvalid only on one
port. This port is either an ingress port or the first port on which LPS static MAC is configured.

Understanding the LPS Table

The LPS database table is separate from the source learning MAC address table. However, whenaMAC is
authorized for learning on an LPS port, an entry is made in the MAC address table in the same manner as
if it was learned on anon-LPS port (see Chapter 3, “Managing Source Learning,” for more information).

In addition to dynamic and configured source MAC address entries, the LPS table also provides the
following information for each eligible LPS port:

e The LPS status for the port; enabled or disabled.

¢ The maximum number of MAC addresses allowed on the port.

¢ The maximum number of MAC addresses that can be filtered on the port.

¢ The violation mode selected for the port; restrict, shutdown or discard.

e Statically configured MAC addresses and MAC address ranges.

e All MAC addresses |earned on the port.

¢ The management status for the MAC address entry; configured or dynamic.

If the LPS port is shut down or the network device is disconnected from the port, the LPS table entries and
the source learning MAC address table entries for the port are automatically cleared. In addition, if an LPS
table entry isintentionally cleared from the table, the MAC address for this entry is automatically cleared
from the source learning table at the same time. To override this behavior, adynamic MAC address can be
converted to a static MAC address using the port-security convert-to-static command.

To view the contents of the LPS table, use the show port-security command. Refer to the OmniSwitch
AOS Release 6250/6350/6450 CLI Reference Guide for more information about this command.
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Configuring Learned Port Security

This section describes how to use Command Line Interface (CLI) command to configure Learned Port
Security (LPS) on a switch. See the “ Sample Learned Port Security Configuration” on page 3-3 for a brief
tutorial on configuring LPS.

Configuring LPS involves the following procedures:

e Enabling LPS for one or more switch ports. This procedure is described in “ Enabling/Disabling
Learned Port Security” on page 3-9.

e Configuring the source learning time window during which MAC addresses are learned. This proce-
dureisdescribed in “ Configuring a Source Learning Time Limit” on page 3-10.

e Configuring the maximum number of bridged MAC addresses allowed on an LPS port. This procedure
is described in “ Configuring the Number of Bridged MAC Addresses Allowed” on page 3-16.

e Configuring the maximum number of filtered MAC addresses allowed on an LPS port. This procedure
is describe in “Configuring the Number of Filtered MAC Addresses Allowed” on page 3-17

e Configuring one or more static authorized MAC addresses. This procedure is described in “ Configur-
ing Authorized MAC Addresses’ on page 3-17.

e Specifying whether or not an LPS port shuts down al traffic or only restricts traffic when an unautho-
rized MAC address is received on the port. This procedure is described in “ Selecting the Security
Violation Mode” on page 3-19.

Enabling/Disabling Learned Port Security

By default, LPSisdisabled on all switch ports. To enable LPS on a port, use the port-security command.
For example, the following command enables LPS on port 1 of sot 4:

-> port-security 4/1 admin-status enable
To enable LPS on multiple ports, specify arange of ports or multiple slots. For example:

-> port-security 4/1-5 admin-status enable
-> port-security 5/12-20 6/10-15 admin-status enable

When LPS is enabled on an active port, all MAC addresses learned on that port prior to the time LPS was
enabled are cleared from the source learning MAC address table.

To disable LPS on a port, use the port-security command with the disable parameter. For example, the
following command disables LPS on arange of ports:

-> port-security 5/21-24 6/1-4 admin-status disable

To convert al learned bridge MAC address on LPS port into static MAC address, use the port-security
chassis command with the convert-to-static parameter. For example:

-> port-security chassis convert-to-static
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To disable all the LPS ports on a chassis, use the port-security chassis disable command, as shown:
-> port-security chassis disable

When LPS s disabled on aport, MAC address entries for that port are retained in the LPS table. The next
time LPS is enabled on the port, the same LPS table entries are again active. If thereis a switch reboot
before the switch configuration is saved, however, dynamic MAC address entries are discarded from the
table.

To disable source learning on the specified LPS port(s), use the port-security command with the locked
parameter. For example, the following command disables source learning on port 3 of dot 4:

-> port-security 4/3 admin-status locked

Use the no form of this command to remove LPS and clear all entries (configured and dynamic) in the
LPS table for the specified port. For example:

-> no port-security 5/10

After LPSisremoved, al the dynamic and static MAC addresses will be flushed and the learning of new
MAC addresses will be enabled.

Configuring a Source Learning Time Limit

By default, the source learning time limit is disabled. Use the port-security shutdown command to set the
number of minutes the source learning window is to remain open for LPS ports. While thiswindow is
open, source MAC addresses that comply with LPS port restrictions are authorized for learning on the
related LPS port. The following actions trigger the start of the source learning timer:

e The port-security shutdown command. Each time this command isissued, the timer restarts even if a
current window is still open or a previous window has expired.

e Switch reboot with a port-security shutdown command entry saved in the boot.cfg file.

The LPS source learning time limit is a switch-wide parameter that appliesto all LPS enabled ports, not
just one or agroup of LPS ports. The following command exampl e sets the time limit value to 30 minutes:

-> port-security shutdown time 30

Once the time limit value expires, source learning of any new dynamic MAC addresses is stopped on all
LPS ports even if the number of addresses |earned does not exceed the maximum allowed.

Note. The LPS source learning time window has a higher priority over the maximum number of MAC
addresses allowed. Therefore, if the learning interval expires before the port has learned the maximum
MAC addresses allowed, the port will not learn anymore MAC addresses.

When the source learning time window expires, all the dynamic MAC addresses learned on the LPS ports
start to age out. To prevent aging out, all dynamic MAC addresses must be converted to static MAC
addresses. The convert-to-static parameter used with the port-security shutdown command enables or
disables the conversion of dynamic MAC addresses to static MAC addresses on L PS ports when the
source learning time window expires.
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To enable the conversion of dynamic MAC addresses to static MAC addresses on LPS ports when the
source learning time window expires, use the port-security shutdown command with the
convert-to-static parameter, as shown:

-> port-security shutdown 30 convert-to-static enable

To disable the conversion of dynamic MAC addresses to static MAC addresses when the source learning
time window expires, use the port-security shutdown command with the convert-to-static parameter, as
shown:

-> port-security shutdown 30 convert-to-static disable

To convert the dynamically learned MAC addresses to static addresses on a specific LPS port at any time
irrespective of the source learning time window, use the port-security convert-to-static command. For
example, to convert the dynamic MAC addresses on port 8 of slot 4 to static ones, enter:

-> port-security 4/8 convert-to-static

When the no-aging parameter is enabled with the port-security shutdown command, all the bridged LPS
MAC addresses learned during the learning window are not aged-out from the system. These MAC
addresses are learned as pseudo static MAC addresses. For example:

-> port-security shutdown 60 no-aging enable

The bridged LPS MACs will be removed from the system when the no port-security command or no
mac-addr ess-table command is issued.

To start the learning window automatically at boot-up time or on switch restart, use the port-security
shutdown command with the boot-up parameter enabled. For example:

-> port-security shutdown 60 boot-up enable

Note.

¢ The number of converted static MAC addresses cannot exceed the maximum number of MAC
addresses allowed on the L PS ports.

¢ The conversion of dynamic MAC addresses to static ones does not apply to L PS mobile and
authenticated ports.

Configuring MAC Movement for Pseudo Static MAC

A pseudo static MAC is allowed to move from one port to another, with 'mac-move' option enabled.
Unlike duplicate static mac, no information will be retained on the old port upon pseudo-static mac move-
ment. This can be used only when 'no-aging' option is enabled. To enable MAC movement for pseudo
static MAC, use the port-security shutdown command with the mac-move parameter. For example, to
enable MAC movement for 20 minutes across al LPS ports within the same VLAN, enter:

-> port-security shutdown 20 no-aging enable mac-move enable
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Learning Window Behavior

The following table displays the behavior of the learning window based on the combination of the

learning options:

port-security
shutdown num

mac-move
disable

mac-move
enable

mac-move
disable

mac-move
enable

lear n-as-static

lear n-as-static

lear n-as-static

lear n-as-static

disable disable enable enable
no-aging enable The MAC s TheMACis TheMACis TheMACis
learned as learned as pseudo learned aspseudo learned as
convert-to-static pseudo static staticandisnot  staticandisnot  pseudo static
enable andisnot sub- subjectto MAC  subjectto MAC  andisnot sub-
jectto MAC aging. For a aging. The MAC jectto MAC
aging. The duplicate MAC  isdirectly learned aging. TheMAC
dynamically (during thelearn- as static MAC isdirectly
learned MAC  ing window) during the learned as static
addressesis MAC movement learning window. MAC during the
converted to will be learning
static MAC. allowed.The window. For a
dynamically duplicate MAC
learned MAC (during the
addressesis con- learning
verted to static window) MAC
MAC. movement will
be allowed.
no-aging disable The MAC is Optionnot sup-  Option not sup-  Option not
learned as ported in this ported in this supportedinthis
convert-to-static pseudo static mode. no-aging  mode. no-aging  mode. no-aging
disable and issubjectto option must be optionmust be  option must be
MAC aging. enabledto allow enabledtoallow enabledtoalow
MAC movement. direct learning of MACmovement
MAC to static and direct learn-
MAC. ing of MAC to
static MAC.

The following table displays the behavior of switch and ports and when learning window is active and
after expiry of learning window.

Behavior during learning
window

1.Learnthe MAC as static

2. update the boot.cfg file with the
new static MAC. At port level
MAC islearned as stetic.

Behavior after expiry

port-security shutdown num of lear ning window.

no-aging enable no action
convert-to-static enable
|ear n-as-static enable

mac-move disable
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port-security shutdown num

Behavior during learning
window

Behavior after expiry
of lear ning window.

no-aging enable
convert-to-static enable

1.For aduplicate MAC learned
during the learning window,

Since convert-to-static
is enabled, pseudo-static

learn-as-static disable mac-movement is allowed MACs are converted to
mac-move enable 2MAC islearned as static on new static.

port.

3.No information is maintained

regarding the old port.
no-aging enable 1. Anew MAC islearned as static MAC learned as
convert to static enable 2.For aduplicate static MAC permanent static. no
lear n-as-static enable mac-movement is allowed. action
mac-move enable 3.Asthe MAC is aready present

on old port as permanent static, the

entry is not deleted, but marked as

duplicate static (*)and MAC onthe

new port is learned as pseudo-

static (#).
no-aging enable MAC learned as stetic in boot.cfg  no action

convert to static disable
learn-as-static enable
mac-move disable

file and at port level with the new
static MAC.

no-aging enable
convert to static disable
lear n-as-static disable
mac-move enable

1.For aduplicate MAC learned
during the learning window,
mac-movement is alowed
2.MAC islearned as static on new
port.

3.No information is maintained
regarding the old port.

The MAC learned as
pseudo-static is not
converted to static.

For example, when:

-> no-aging enable convert-to-static enable mac-move disable learn-as-static

disable

-> no-aging enable convert-to-static enable mac-move enable learn-as-static

disable

The dynamically learned (pseudo-static) MAC addresses automatically convert-to-static after learning

window expires.
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Configuring Infinite Learning Window

In infinite learning window mode the learning window will not expire. Infinite learning window can be
configured for all the LPS learning options by setting the shutdown value to zero. Use the port-security
shutdown command to configure the infinite learning window. For example, to configure the infinite
learning window for no-aging, convert-to-static, and boot-up, enter:

-> port-security shutdown 0 no-aging enable convert-to-static enable boot-up enable

Note. The port-security shutdown 0 default option can be used to set all the options for learning window
to their default values. For example:
-> port-security shutdown 0 default

Note. Infinite L ear ning Window

Infinite learning window has same behavior as learning window, but here the convert-to-static optionis
not valid. Hence when an infinite learning window is enabled, convert-to-static option is disabled
automatically.
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Configuring Automatic Conversion of MAC Addresses

The MAC addresses |earned during the learning window are directly converted to static even if the
convert-to-static option is not enabled.

When 'lear n-as-static' option is enabled, MACs are directly learned as static during learning window even
if convert-to-static option is not enabled per port or globally when learning window is active.

This can be used only when 'no-aging’ option is enabled. To directly convert the MAC addresses to static,
use the port-security shutdown command with the lear n-as-static parameter. For example, to perform
source learning for 20 minutes across all LPS ports and to convert the learned dynamic MAC addresses
directly to static MAC addresses, enter:

-> port-security shutdown 20 no-aging enable learn-as-static enable
Configuring MAC Movement

When mac-moveis enabled, pure static MACs are learned as static on new port and marked as

duplicate MAC entries on old port. Thus duplicate MAC entries are stored on multiple ports.

MAC movement behavior for configured static MACsis as follows:

¢ WhenaMAC islearned as static, the MAC address is stored when it comes to any port other than the
origin port, in any slot in the switch.This entry is stored on al the dots.

e A port specific with forwarding” action is applied. When mac-move is enabled, MACs are stored on
all the ports except the one on which the MAC has come originaly.

e Mac-move can not be enabled if total number of configured MACs are greater than 64 or when total
maximum bridging count at system level is greater than or equal to 64.

¢ When mac-move is disabled then, a port specific entry with action is created in the system for all
duplicate static MACs at that instance.

¢ When mac-move is disabled, the 64 MAC restriction does not apply.

If apseudo static MAC learned is present on more than one port in the same VLAN, the MAC is allowed
to move to the new port and is learned as pseudo-static MAC on the new port.

The option 'mac-move' in learning window, allows pseudo-static MACs to move from one port to another
based on condition applied. This can be used only when 'no-aging' option is enabled.

To enable MAC movement for pseudo-static MAC, use the port-security shutdown command with the
mac-move parameter. For example, to enable MAC movement for 20 minutes across all LPS ports within
the same VLAN, enter:

-> port-security shutdown 20 no-aging enable mac-move enable
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Configuring the Number of Bridged MAC Addresses Allowed

By default, one MAC addressis allowed on an LPS port. To change this number, enter port-security
followed by the port’s slot/port designation, then maximum followed by a number between 1 and 1000.
For example, the following command sets the maximum number of MAC addresses learned on port 10 of
dot 6 to 75:

-> port-security 6/10 maximum 75

To specify amaximum number of MAC addresses allowed for multiple ports, specify arange of ports or
multiple slots. For example:

-> port-security 1/10-15 maximum 10
-> port-security 2/1-5 4/2-8 5/10-14 maximum 25

Configured MAC addresses count towards the maximum number alowed. For example, if there are 10
configured authorized MAC addresses for an LPS port and the maximum number of addresses allowed is
set to 15, then only five dynamically learned MAC address are alowed on this port.

If the maximum number of MAC addresses allowed is reached before the switch LPS time limit expires,
then all source learning of dynamic and configured MAC addresses is stopped on the LPS port.

Configuring the Trap Threshold for Bridged MAC Addresses

The LPS trap threshold value determines how many bridged MAC addresses the port must learn before a
trap is sent. Once thisvalueis reached, atrap is sent for every MAC learned thereafter.

By default, when five bridged MAC addresses are learned on an LPS port, the switch sends atrap. To
change the trap threshold value, use the port-security lear n-trap-threshold command. For example:

-> port-security learn-trap-threshold 10

Sending atrap when this threshold is reached provides notification of newly learned bridged MAC
addresses. Trap contents includes identifying information about the MAC, such as the address itself, the
corresponding | P address, switch identification, and the slot and port number on which the MAC was
learned.
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Configuring the Number of Filtered MAC Addresses Allowed

The MAC addresses entering the LPS enabled port islearnt as filtered MAC when the learning window
expires, or the maximum MAC addresses allowed limit is reached, or the MAC is not in the allowed range
of the MAC addresses for the port. The maximum number of filtered MAC addresses that can be learned
islimited by a configurable parameter "max-filtering". This functionality provides logging of the MAC
addresses that attempted to enter the L PS enabled port after the expiry of the learning window.

By default, five filtered MAC addresses can be learned on an LPS port. To change this number, enter
port-security followed by the port’s slot/port designation, then max-filtering followed by a number

between 0 and 100. For example, the following command sets the maximum number of filtered MAC
addresses learned on port 9 of slot 5 to 18:

-> port-security 5/9 max-filtering 18

To specify amaximum number of filtered MAC addresses learned on multiple ports, specify arange of
ports or multiple slots. For example:

-> port-security 5/9-15 max-filtering 10
-> port-security 1/1-5 7/2-8 2/10-14 max-filtering 25

If the maximum number of filtered MAC addresses allowed is reached, either the LPS port is disabled
(Shutdown Violation mode) or MAC address learning is disabled (Restrict Violation mode). Under both
these modes, SNMP traps are generated and the events are logged in the switch log. For information on
configuring the security violation modes, see “ Selecting the Security Violation Mode” on page 3-19.

Configuring Authorized MAC Addresses

To configure asingle source MAC address entry in the LPS table, enter port-security followed by the
port’s slot/port designation, the keyword mac followed by avalid MAC address, then vlan followed by a
VLAN ID. For example, the following command configures a MAC address for port 4 on dot 6 that
belongsto VLAN 10:

-> port-security 6/4 mac 00:20:da:9f:58:0c vlan 10

Note. If aVLAN is not specified, the default VLAN for the port is used.

Use the no form of this command to clear configured and/or dynamic MAC address entries from the LPS
table. For example, the following command removes a MAC address entry for port 4 of slot 6 that belongs
to VLAN 10 from the LPS table:

-> port-security 6/4 no mac 00:20:da:9f£:58:0c vlan 10

Note that when aMAC addressis cleared from the LPStable, it is automatically cleared from the source
learning MAC address table at the same time.
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Configuring an Authorized MAC Address Range

By default, each LPS port is set to arange of 00:00:00:00:00:00-ff:ff:ff.ff.ff:ff, which includes all MAC
addresses. If this default is not changed, then addresses received on LPS ports are subject only to the
source learning time limit and maximum number of MAC addresses allowed restrictions for the port.

To configure a source MAC address range for an LPS port, enter port-security followed by the port’s
dlot/port designation, then mac-range followed by low and aMAC address, then high and aMAC
address. For example, the following command configures a MAC address range for port 1 on slot 4:

-> port-security 4/1 mac-range low 00:20:da:00:00:10 high 00:20:da:00:00:50

To configure a source MAC address range for multiple ports, specify arange of ports or multiple slots. For
example:

-> port-security 4/1-5 mac-range low 00:20:da:00:00:10 high 00:20:da:00:00:50
-> port-security 2/1-4 4/5-8 mac-range low 00:20:d0:59:0c:9a high
00:20:d0:59:0c:9f

To set the range back to the default values, enter port-security followed by the port’s dot/port designa-
tion, then mac-range. Leaving off the low and high MAC addresses will reset the range back to
00:00:00:00:00:00 and ff:ff.ff:ff:ff:ff. For example, the following command sets the authorized MAC
address range to the default values for port 12 of dot 4:

-> port-security 4/12 mac-range

In addition, specifying alow end MAC and ahigh end MAC is optional. If either one is not specified, the
default value is used. For example, the following commands set the authorized MA C address range on the
specified ports to 00:da:25:59:0c: 10 ff:ff:ff:ff.ff and 00:00:00:00:00:00-00:da:25:00:00:9a:

-> port-security 2/8 mac-range low pp:da:25:59:0c
-> port-security 2/10 mac-range high 00:da:25:00:00:9%9a

Refer to the Omni Switch AOS Release 6250/6350/6450 CLI Reference Guide for more information about
this command.
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Selecting the Security Violation Mode
By default, the security violation mode for an LPS port is set to restrict.

In the restrict mode, the traffic for the MAC addresses learned prior to violation are allowed. The learned
MAC addresses are retained. No other learning is allowed on the port.

In the shutdown mode, the physical link is brought down and no traffic is allowed on the port. All
dynamically learned MAC addresses are removed. After a shutdown occurs, a manual reset is required to
return the port back to normal operation. No traffic is allowed in this violation mode.

In the discard mode, the physical link isup. The port isin discard state and no traffic is allowed on the
port. All dynamically learned MAC addresses are removed. No traffic is alowed in this violation mode.

When a port is shut down or goes into discard mode, disable and enable LPS on that port or use the
port-security release command to restore the port to normal operation. When a port goes into restrict
mode, use the port-security release command to restore the port to normal operation.

To configure the security violation mode for an LPS port, enter port-security followed by the port’s
slot/port designation, then violation followed by restrict or shutdown or discard. For example, the
following command sel ects the shutdown mode for port 1 on slot 4:

-> port-security 4/1 violation shutdown

To configure the security violation mode for multiple LPS ports, specify arange of ports or multiple slots.
For example:

-> port-security 4/1-10 violation shutdown
-> port-security 1/10-15 2/1-10 violation restrict
-> port-security 3/4 violation discard
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Displaying Learned Port Security Information

To display LPS port and table information, use the show commands listed below:

show port-security Displays Learned Port Security (LPS) configuration and table
entries.
show port-security shutdown Displays the amount of time during which source learning can

occur on all LPS ports.
show port-security brief Displays the per port LPS parameters configured for all the ports.

For more information about the resulting display from these commands, see the OmniSwitch AOS Release
6250/6350/6450 CLI Reference Guide. An example of the output for the show port-security and show
port-security shutdown commandsis aso given in “ Sample Learned Port Security Configuration” on

page 3-3.
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In aflat bridged network, a broadcast domain is confined to asingle LAN segment or even a specific
physical location, such as a department or building floor. In a switch-based network, such as one
comprised of Alcatel switching systems, a broadcast domain—or VLAN— can span multiple

physical switches and can include ports from a variety of mediatypes. For example, asingle VLAN could
span three different switches located in different buildings and include 10/100 Ethernet, Gigabit Ethernet,
802.1q tagged ports and/or alink aggregate of ports.

In This Chapter

This chapter describes how to define and manage VLAN configurations through the Command Line
Interface (CLI). CLI commands are used in the configuration examples; for more details about the syntax
of commands, see the OmniSwitch AOS Release 6250/6350/6450 CLI Reference Guide.

Configuration procedures described in this chapter include:

» “Creating/Modifying VLANS’ on page 4-5.

» “Defining VLAN Port Assignments’ on page 4-6.

e “Enabling/Disabling VLAN Mobile Tag Classification” on page 4-8.
» “Enabling/Disabling Spanning Tree for aVLAN”" on page 4-9.

e “Configuring VLAN Router Interfaces’ on page 4-10.

» “Bridging VLANSs Across Multiple Switches” on page 4-10.

« “Verifying the VLAN Configuration” on page 4-12.

For information about statically and dynamically assigning switch portsto VLANS, see Chapter 7,
“Assigning Portsto VLANS.”

For information about defining VLAN rules that allow dynamic assignment of mobile portsto aVLAN,
see Chapter 9, “Defining VLAN Rules.”

For information about Spanning Tree, see Chapter 12, “Configuring Spanning Tree.”

For information about routing, see Chapter 28, “Configuring IP.”
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VLAN Specifications

Note that the maximum limit values provided in the following Specifications table are subject to available
system resources:

RFCs Supported 2674 - Definitions of Managed Objects for Bridges
with Traffic Classes, Multicast Filtering and Virtual
LAN Extensions

|EEE Standards Supported 802.1Q - Virtual Bridged Local Area Networks
802.1D - Media Access Control Bridges

Platforms Supported Omni Switch 6250, 6350, 6450

Maximum VLANS per switch 4094

Maximum VLAN port associations (VPA) 32768

per switch

Maximum 802.1Q VLAN port associations 2500

per switch

Maximum Spanning Tree VLANS per switch 252
Maximum authenticated VLANS per switch 128
MAC Router Mode Supported Single

CLI Command Prefix Recognition All VLAN management commands support prefix
recognition. See the “Using the CLI” chapter in the
Omni Switch AOS Release 6250/6350/6450 Switch
Management Guide for more information.
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VLAN Defaults

Parameter Description Command Default

VLAN identifier (VLAN ID) vlan VLAN 1 predefined on each
switch.

VLAN administrative state vlan Enabled

VLAN description vlan name VLAN identifier (VLAN ID)

VLAN Spanning Tree state vlan stp Enabled (Disabled if VLAN
count exceeds 254)

VLAN mobile tag status vlan mobile-tag Disabled

VLAN IP router interface

ip interface

VLAN 1 router interface.

VLAN port associations

vlan port default

All portsinitially associated
with default VLAN 1.

Sample VLAN Configuration

The following steps provide a quick tutorial that creates VLAN 255. Also included are stepsto definea
VLAN description, IP router interface, and static switch port assignments.

Note. Optional. Creating anew VLAN involves specifying aVLAN ID that is not already assigned to an
existing VLAN. To determine if aVVLAN aready existsin the switch configuration, enter show vlan. If
VLAN 255 does not appear in the show vlan output, then it does not exist on the switch. For example:

-> show vlan

stree mble
vlan type admin oper 1x1 flat auth ip tag name
————-—- - +----- e do-mmmm - +----—- it B Fommm e mmm -
1 std on on on on off NA off VLAN 1
2 gvrp on on off off off NA off GVRPVLAN 2
3 ipmv on on off off off NA off IPMVVLAN 3
4 vstk on on on on off NA off SVLAN 4

1 Create VLAN 255 with adescription (for example, Finance IP Network) using the following

command:

-> vlan 255 name “Finance IP Network”

2 Definean IProuter interface using the following command to assign an | P host address of 21.0.0.10 to
VLAN 255 that enables routing of VLAN traffic to other subnets:

-> ip interface vlan-255 address 21.0.0.10 vlan 255

3 Assign switch ports 2 through 4 on slot 3 to VLAN 255 using the following command:

-> vlan 255 port default 3/2-4
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Note. Optional. To verify the VLAN 255 configuration, use the show vlan command. For example:

-> show vlan 255

Name : Finance IP Network,

Administrative State: enabled,

Operational State : disabled,

1x1 Spanning Tree State : enabled,

Flat Spanning Tree State : enabled,

Authentication : disabled,

IP Router Port : 21.0.0.10 255.0.0.0 forward e2,
Mobile Tag : off

To verify that ports 3/2-4 were assigned to VLAN 255, use the show vlan port command. For example:

-> show vlan 255 port

port type status
________ o e e
3/2 default inactive
3/3 default inactive
3/4 default inactive

VLAN Management Overview

One of the main benefits of using VLANSs to segment network traffic, isthat VLAN configuration and port
assignment is handled through switch software. This eliminates the need to physically change a network
device connection or location when adding or removing devices from the VLAN broadcast domain. The
VLAN management software handles the following VLAN configuration tasks performed on an

Alcatel switch:

e Creating or modifying VLANS.

« Assigning or changing default VLAN port associations (VPAS).

« Enabling or disabling VLAN participation in the current Spanning Tree agorithm.

« Enabling or disabling classification of mobile port traffic by 802.1Q tagged VLAN ID.
« Enabling or disabling VLAN authentication.

e Enabling or disabling unique MAC address assignments for each router VLAN defined.
« Displaying VLAN configuration information.

In addition to the above tasks, VLAN management software tracks and reports the following information
to other switch software applications:

« VLAN configuration changes, such as adding or deleting VLANSs, modifying the status of VLAN prop-
erties (for example, administrative, Spanning Tree, and authentication status), changing the VLAN
description, or configuring VLAN router interfaces.

« VLAN port associations triggered by VLAN management and other switch software applications, such
as 802.1Q VLAN tagging and dynamic mobile port assignment.
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e TheVLAN operationa state, which isinactive until at least one active switch port is associated with
the VLAN.

Creating/Modifying VLANSs

Theinitial configuration for all Alcatel switches consists of adefault VLAN 1 and all switch ports are
initially assigned to this VLAN. When a switching module is added to the switch, the modul €’ s physical
ports are also assigned to VLAN 1. If additional VLANSs are not configured on the switch, then the entire
switch istreated as one large broadcast domain. All ports receives al traffic from all other ports.

Up to 4094 VL ANSs are supported per switch, including default VLAN 1. In compliance with the IEEE
802.1Q standard, each VLAN isidentified by a unique number, referred to as the VLAN ID. The user
specifiesa VLAN ID to create, modify or remove aVLAN and to assign switch portsto aVLAN. When a
packet is received on aport, the port's VLAN ID isinserted into the packet. The packet is then bridged to
other ports that are assigned to the same VLAN ID. In essence, the VLAN broadcast domain is defined by
acollection of ports and packets assigned to its VLAN ID.

The operational status of a VLAN remainsinactive until at least one active switch port is assigned to the
VLAN. Thismeansthat VLAN properties, such as Spanning Tree or router interfaces, also remain inac-
tive. Ports are considered active if they are connected to an active network device. Non-active port assign-
ments are allowed, but do not change the VLAN’s operational state.

Ports are either statically or dynamically assigned to VLANSs. When aport isassignedto aVLAN, a
VLAN port association (VPA) is created and tracked by VLAN management switch software. For more
information about VPAS, see “Defining VLAN Port Assignments’ on page 4-6 and Chapter 7, “ Assigning
Portsto VLANS.”

Adding/Removing a VLAN

Toadd aVLAN to the switch configuration, enter vlan followed by a unique VLAN 1D number between 2
and 4094, an optional administrative status, and an optional description. For example, the following
command creates VLAN 755 with a description:

-> vlan 755 enable name “IP Finance Network”

By default, administrative status and Spanning Tree are enabled when the VLAN is created and the VLAN
ID isused for the description if oneis not specified. Note that quotation marks are required if the descrip-
tion contains multiple words separated by spaces. |f the description consists of only one word or multiple
words separated by another character, such as a hyphen, then quotes are not required.

You can also specify arange of VLAN IDswith the vian command. Use a hyphen to indicate a contigu-
ous range and a space to separate multiple VLAN ID entries. For example, the following command creates
VLANS 10 through 15, 100 through 105, and VLAN 200 on the switch:

-> vlan 10-15 100-105 200 name “Marketing Network”
Toremove aVLAN from the switch configuration, use the no form of the vlan command.

-> no vlan 755
-> no vlan 100-105
-> no vlan 10-15 200
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When aVLAN is deleted, any router interfaces defined for the VLAN are removed and all VLAN port
associations are dropped. For more information about VLAN router interfaces, see “ Configuring VLAN
Router Interfaces’ on page 4-10.

Note that up to 253 Spanning Tree instances per switch are supported in the 1x1 Spanning Tree mode.
Since each VLAN with Spanning Tree enabled uses one of these instances, only 253 VLANS can have an
active Spanning Tree instance at any given time.

To create more than 253 VLANS on a switch running in the 1x1 Spanning Tree mode, use the vlan stp
disable, vlan 1x1 stp disable, or vlan flat stp disable command to create aVLAN with Spanning Tree
disabled. See “Enabling/Disabling Spanning Tree for aVLAN" on page 4-9 for more information.

Toview alist of VLANs already configured on the switch, use the show vlian command. See “Verifying
the VLAN Configuration” on page 4-12 for more information.

Enabling/Disabling the VLAN Administrative Status

To enable or disable the administrative status for an existing VLAN, enter vlian followed by an existing
VLAN ID and either enable or disable.

-> vlan 755 disable
-> vlan 255 enable

When the administrative status for aVLAN is disabled, VLAN port assignments are retained but trafficis
not forwarded on these ports. If any rules were defined for the VLAN, they are also retained and continue
to classify mobile port traffic. See Chapter 9, “Defining VLAN Rules,” for more information.

Modifying the VLAN Description

To change the description for aVLAN, enter vian followed by an existing VLAN ID and the keyword
name followed by the new description (up to 32 characters). For example, the following command
changes the description for VLAN 455 to “Marketing |P Network”:

-> vlan 455 name “Marketing IP Network”

Note that quotation marks are required if the description consists of multiple words separated by spaces. If
the description consists of only one word or words are separated by another character, such as a hyphen,
then quotes are not required. For example,

-> vlan 455 name Marketing-IP-Network

Defining VLAN Port Assignments

Alcatel switches support static and dynamic assignment of physical switch portsto aVLAN. Regardless of
how aport is assigned to a VLAN, once the assignment occurs, a VLAN port association (VPA) is created
and tracked by VLAN management software on each switch. To view current VLAN port assignmentsin
the switch configuration, use the show vlan port command.

Methods for statically assigning portsto VLANs include the following:

« Using thevlan port default command to define a new configured default VLAN for both non-mobile
(fixed) and mobile ports. (See “Changing the Default VLAN Assignment for a Port” on page 4-7.)
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« Using the vlan 802.1q command to define tagged VLANSs for non-mobile ports. This method allows
the switch to bridge traffic for multiple VLANSs over one physical port connection. (See Chapter 24,
“Configuring 802.1Q.")

« Configuring ports as members of alink aggregate that is assigned to a configured default VLAN. (See
Chapter 25, “Configuring Static Link Aggregation,” and Chapter 26, “Configuring Dynamic Link
Aggregation,” for more information.)

Dynamic assignment applies only to mobile ports. When traffic is received on a mobile port, the packets
are classified using one of the following methods to automatically determine VLAN assignment (see
Chapter 7, “Assigning Portsto VLANS,” for more information):

» Packet istagged with aVLAN ID that matchesthe ID of another VLAN that has mobile tagging
enabled. (See “Enabling/Disabling VLAN Mobile Tag Classification” on page 4-8.)

« Packet contents matches criteriadefined in aVLAN rule. (See “Configuring VLAN Rule Classifica-
tion” on page 4-8 and Chapter 9, “Defining VLAN Rules.”)

Changing the Default VLAN Assignment for a Port

To assign a switch port to anew default VLAN, enter vlian followed by an existing VLAN ID number,
port default, then the slot/port designation. For example, the following command assigns port 5 on slot 2
to VLAN 955:

-> vlan 955 port default 2/5

All portsinitially belong to default VLAN 1. When the vlan port default command is used, the port’s
default VLAN assignment is changed to the specified VLAN. In the above example, VLAN 955 is now
the default VLAN for port 5 on slot 2 and this port is no longer associated with VLAN 1.

Thevlan port default command is also used to change the default VLAN assignment for an aggregate of
ports. The link aggregate control number is specified instead of a slot and port. For example, the follow-
ing command assigns link aggregate 10 to VLAN 755:

-> vlan 755 port default 10

For more information about configuring an aggregate of ports, see Chapter 25, “Configuring Static Link
Aggregation,” and Chapter 26, “Configuring Dynamic Link Aggregation.”

Use the no form of the vlan port default command to remove adefault VPA. When thisis done, VLAN 1
isrestored as the port’s default VLAN.

-> vlan 955 no port default 2/5

Configuring Dynamic VLAN Port Assignment
Configuring the switch to allow dynamic VLAN port assignment requires the following steps:

1 Usethevlan port mobile command to enable mobility on switch ports that participates in dynamic
VLAN assignment. See Chapter 7, “ Assigning Portsto VLANS,”for detailed procedures.

2 Enable/disable mobile port properties that determine mobile port behavior. See Chapter 7, “ Assigning
Portsto VLANS,” for detailed procedures.

3 Create VLANS that receives and forward mobile port traffic. See “ Adding/Removing aVLAN” on
page 4-5 for more information.
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4 Configure the method of traffic classification (VLAN rules or tagged VLAN ID) that triggers dynamic
assignment of mobile ports to the VLANS created in Step 3. See “ Configuring VLAN Rule Classification”
on page 4-8 and “Enabling/Disabling VLAN Mobile Tag Classification” on page 4-8.

Once the above configuration steps are completed, dynamic VLAN assignment occurs when a device
connected to amobile port starts to send traffic. This traffic is examined by switch software to determine
which VLAN hasto carry the traffic based on the type of classification, if any, defined for a particular
VLAN.

Note that VLAN mobile tag classification takes precedence over VLAN rule classification. If amobile
port receives traffic that matchesaVLAN rule and also has an 802.1Q VLAN ID tag for aVLAN with
mobile tagging enabled, the port is dynamically assigned to the mobile tag VLAN and not the matching
rule VLAN.

See Chapter 7, “Assigning Portsto VLANS,” and Chapter 9, “Defining VLAN Rules,” for more informa-
tion and examples of dynamic VLAN port assignment.

Configuring VLAN Rule Classification

VLAN rule classification triggers dynamic VLAN port assignment when traffic received on a mobile port
matches the criteria defined in aVLAN rule. Different rule types are available for classifying different
types of network device traffic. It is possible to define multiple rules for one VLAN and rules for multiple
VLANS.

Thefollowing table provides alist of commands used to define the various types of VLAN rules. For more
detailed information about rule criteria and classification, see Chapter 9, “Defining VLAN Rules.”

Rule Types Command

DHCP vlan dhcp mac
vlan dhcp mac range
vlan dhcp port
vlan dhcp generic

MAC address vlan mac

vlan mac range
Network address vianip

vlan protocol
Protocol vlan protocol
Port vlan port

Enabling/Disabling VLAN Mobile Tag Classification

Use the vlan mobile-tag command to enable or disable the classification of mobile port packets based on
802.1Q VLAN ID tag. For example, the following commands enable the mobile tag attribute for VLAN
1525 and disableit for VLAN 224:

-> vlan 1525 mobile-tag enable
-> vlan 224 mobile-tag disable

If amobile port that is statically assigned to VLAN 10 receives an 802.1Q tagged packet withaVLAN ID
of 1525, the port and packet are dynamically assigned to VLAN 1525. In this case, the maobile port now
hasaVLAN port association defined for VLAN 10 and for VLAN 1525. |f a maobile port, however,
receives atagged packet containing aVLAN ID tag of 224, the packet is discarded because the VLAN
mobile tag classification attributeis disabled on VLAN 224.
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In essence, the VLAN mobile tag attribute provides a dynamic 802.1Q tagging capability. Mobile ports
can now receive and process 802.1Q tagged packets destined for a VLAN that has this attribute enabled.
Thisfeature al so allows the dynamic assignment of mobile ports to more than one VLAN at the sametime,
as discussed in the above example.

VLAN mobile tagging differs from 802.1Q tagging as follows:

VLAN Mobile Tag 802.1Q Tag

Allows mobile portsto receive 802.1Q  Not supported on mobile ports.

tagged packets.

Enabled on the VLAN that receives Enabled on fixed ports; tags port traffic
tagged mobile port traffic. for destination VLAN.

Triggers dynamic assignment of tagged  Statically assigns (tags) fixed portsto one
mobile port traffic to one or more or more VLANS.

VLANSs.

If 802.1Q tagging is required on afixed (non-mobile) port, then the vian 802.1q command is still used to
statically tag VLANSs for the port. See Chapter 24, “ Configuring 802.1Q,” for more information.

Enabling/Disabling Spanning Tree for a VLAN

The spanning tree operating mode set for the switch determines how VLAN ports are evaluated to identify
redundant data paths. If the Spanning Tree switch operating mode is set to flat, then VLAN port connec-
tions are checked against other VLAN port connections for redundant data paths. Note that the single flat
mode STP instance is referred to as instance 1 or the CIST (Common and Internal Spanning Tree)
instance, depending on which STP protocol is active.

In the flat mode, if STPinstance 1 or the CIST instance is disabled, then it is disabled for al configured
VLANSs. However, disabling STP on an individual VLAN excludes only that VLAN's ports from the flat
STP agorithm.

If the Spanning Tree operating mode is set to 1x1, there is a single Spanning Tree instance for each VLAN
broadcast domain. Enabling or disabling STP on aVLAN in this mode includes or exclude the VLAN
from the 1x1 STP algorithm.

Thevlan stp command is used to enable/disable a Spanning Tree instance for an existing VLAN. In the
following examples, Spanning Treeis disabled on VLAN 255 and enabled on VLAN 755:

-> vlan 255 stp disable
-> vlan 755 stp enable

Note the following when using the vlan stp command. For more information about the vian stp command,
see the Omni Switch AOS Release 6250/6350/6450 CLI Reference Guide:

« If the VLAN ID specified with this command isthat of aVLAN that does not exist, the VLAN is auto-
matically created.

« Thiscommand configuresthe VLAN STP status for both the 1x1 and flat Spanning Tree modes. Using
the 1x1 or flat parameter with this command, configures the STP status only for the mode specified by
the parameter.
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« Upto 253 Spanning Tree instances per switch are supported in the 1x1 Spanning Tree mode. Since
each VLAN with Spanning Tree enabled uses one of these instances, only 253 VLANSs can have an
active Spanning Tree instance at any given time.

» To create morethan 253 VLANSs on a switch running in the 1x1 Spanning Tree mode, use the vlan stp
disable, vlan 1x1 stp disable, or vlan flat stp disable form of this command to create a VLAN with
Spanning Tree disabled.

STP does not become operationally active on aVLAN unlessthe VLAN is operationally active, which
occurs when at least one active port is assigned to the VLAN. Also, STP is enabled/disabled on individual
ports. So even if STPisenabled for the VLAN, a port assigned to that VLAN must also have STP enabled.
See Chapter 12, “Configuring Spanning Tree.”

Configuring VLAN Router Interfaces

Network device traffic is bridged (switched) at the Layer 2 level between ports that are assigned to the
same VLAN. However, if a device needs to communicate with another device that belongs to a different
VLAN, then Layer 3 routing is necessary to transmit traffic between the VLANS. Bridging makes the deci-
sion on where to forward packets based on the packet’ s destination MAC address; routing makes the deci-
sion on where to forward packets based on the packet’ s | P network address (for example, |P - 21.0.0.10).

Alcatel switches support routing of 1P traffic. A VLAN isavailable for routing when at least one router
interface is defined for that VLAN and at |east one active port is associated with the VLAN. Up to eight IP
interfaces can be configured for each VLAN. The maximum number of |P interfaces allowed for the entire
switch is 4094.

If aVLAN does not have arouter interface, the ports associated with that VLAN arein essence firewalled
from other VLANS. For information about how to configure router interfaces, see Chapter 28, “Configur-
ing IP.”

What is Single MAC Router Mode?

The switch operates only in single MAC router mode. In this mode, each router VLAN is assigned the
same MAC address, which is the base chassis MAC address for the switch. This eliminates the need to
alocate additional MAC addresses if more than 32 router VLANS are defined. The number of router
VLANSs allowed then is based on the I P interface configuration. See “ Configuring VLAN Router Inter-
faces’ on page 4-10 for more information.

To determine the total number of VLANS configured on the switch, and the number of VLANswith [P
router interfaces configured, use the show vlan router mac status command. For more information about
this command, see the OmniSwitch AOS Release 6250/6350/6450 CLI Reference Guide.

Bridging VLANs Across Multiple Switches

To create a VLAN bridging domain that extends across multiple switches:
1 CreateaVLAN on each switch with the same VLAN ID number (for example, VLAN 10).

2 |f using mobile portsfor end user device connections, define VLAN rules that classifies mobile port
trafficinto the VLAN created in Step 1.
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3 On each switch, assign the ports that provides connections to other switchesto the VLAN created in
Step 1.

4 On each switch, assign the ports that provides connections to end user devices (for example, worksta-
tions) to the VLAN created in Step 1. (If using mobile ports, this step occurs automatically when the
device connected to the mobile port starts to send traffic.)

5 Connect switches and end user devices to the assigned ports.

The following diagram shows the physical configuration of an example VLAN bridging domain:

Switch B Switch C

138.0.0.4

e 271 B T
VLAN 10
309

2/3

VLAN 10

L CFTHTATT

Switch A

138.0.0.5

138.00.2
VLAN Bridging Domain: Physical Configuration

In the above diagram, VLAN 10 exists on all four switches and the connection ports between these
switches are assigned to VLAN 10. The workstations can communicate with each other because the ports
to which they are connected are also assigned to VLAN 10. It isimportant to note that connection cables
do not have to connect to the same port on each switch. The key is that the port must belong to the same
VLAN on each switch. To carry multiple VLANS between switches across a single physical connection
cable, use the 802.1Q tagging feature (see Chapter 24, “Configuring 802.1Q").

The connection between Switch C and D is shown with a broken line because the ports that provide this
connection are in ablocking state. Spanning Tree is active by default on all switches, VLANSs and ports.
The Spanning Tree algorithm determined that if all connections between switches were active, a network
loop would exist that could cause unnecessary broadcast traffic on the network. The path between Switch
C and D was shut down to avoid such aloop. See Chapter 12, “ Configuring Spanning Tree,” for informa-
tion about how Spanning Tree configures network topol ogies that are loop free.

The following diagram shows the same bridging domain example as seen by the end user workstations.
Because traffic between these workstations is bridged across physical switch connections within the
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VLAN 10 domain, the workstations are basically unaware that the switches even exist. Each workstation
believes that the others are all part of the same VLAN, even though they are physically connected to
different switches.

VLAN 10

138.0.0.5

VLAN Bridging Domain: Logical View

Creating aVLAN bridging domain across multiple switches and/or stacks of switches allowsVLAN
members to communicate with each other, even if they are not connected to the same physical switch. This
ishow alogica grouping of users can traverse a physical network setup without routing and is one of the
many benefits of using VLANS.

Verifying the VLAN Configuration

To display information about the VLAN configuration for a single switch or a stack of switches, use the
show commands listed bel ow:

show vlan Displaysalist of all VLANs configured on the switch and the status of
related VLAN properties (for example, admin and Spanning Tree status
and router port definitions).

show vlan port Displaysalist of VLAN port assignments.
show ip interface Displays VLAN IP router interface information.

show vlan router mac status  Displays the current MAC router operating mode (single or multiple)
and VLAN router port statistics.

For more information about the resulting displays from these commands, see the Omni Switch AOS Release
6250/6350/6450 CLI Reference Guide. An example of the output for the show vlan and show vlan port
commandsis also givenin “Sample VLAN Configuration” on page 4-3.

page 4-12 OmniSwitch AOS Release 6250/6350/6450 Network Configuration Guide ~ May 2016



5 Configuring GVRP

The GARP VLAN Registration Protocol (GVRP) facilitates in controlling virtual local area networks
(VLANS) inalarge network. It is an application of Generic Attribute Registration Protocol (GARP) and
provides VLAN registration service. GVRP enables devices to dynamically learn their VLAN
memberships.

GVRP is compliant with 802.1Q standard. It dynamically learns and propagates VLAN membership
information across a bridged network. GV RP dynamically maintains and updates the registration and
de-registration of VLANSs and prunes unnecessary broadcast and unicast traffic. From the GVRP
information, a device can continuously update its knowledge of the set of VLANSs that currently have
active nodes and on the ports through which those nodes can be reached.

In This Chapter

This chapter describes the basic components of GV RP and their configuration through the Command Line
Interface (CLI). CLI commands are used in the configuration examples; for more details about the syntax
of commands, see the OmniSwitch AOS Rel ease 6250/6350/6450 CLI Reference Guide.

Configuration procedures described in this chapter include:
e Enabling GVRP on page 5-7.

e Enabling Transparent Switching on page 5-8.

« Configuring Maximum Number of VLANS on page 5-8.
e Configuring GV RP Registration on page 5-9.

« Configuring GVRP Applicant Mode on page 5-10.

« Modifying GVRP Timers on page 5-10.

* Restricting VLAN Registration on page 5-11.

* Redtricting Static VLAN Registration on page 5-12.

e Restricting VLAN Advertisements on page 5-12.
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GVRP Specifications

|EEE Standards Supported |EEE Std. 802.1D - 2004, Media Access Control
(MAC) Bridges
|EEE Draft Std. P802.1Q-REV/D5.0

Platforms Supported Omni Switch 6250, 6450
Maximum GVRP VLANSs 256

GVRP Defaults

The following table lists the defaults for GVRP configuration:

Parameter Description Command Default Value/Comments

Global status of GVRP gvrp disabled

Status of GVRP on specified port gvrp port disabled

Transparent switching gvrp transparent switching disabled

Maximum number of VLANSs gvrp maximum vlan 1024

Registration mode of the port gvrp registration normal

Applicant mode of the port gvrp applicant participant

Timer value for Join timer, Leavetimer, gvrp timer Join timer value: 600 ms

or LeaveAll timer Leave timer value: 1800 ms
LeaveAll timer value:
30000 ms

Restrict dynamic VLAN registration gvrp restrict-vlian-registration not restricted

Restrict VLAN advertisement gvrp restrict-vlan-advertise-  not restricted

ment

Restrict static VLAN registration gvrp static-vlan restrict not restricted

Maximum VLANSs learned through gvrp maximum vlan 256

GVRP

GARP Overview

GARP was introduced to avoid manual configuration of devices and applicationsin alarge network. It
enables dynamic configuration of devices and applicationsin a network. It also provides a generic
framework whereby devicesin abridged LAN can register and de-register attribute values, such asVLAN
identifiers, with each other. These attributes are propagated through devices in the bridged LAN. GARP
consists of:

GARP Information Declaration (GID)—The part of GARP that generates data from the switch.
GARP Information Propagation (GIP)—The part of GARP that distributes datato different switches.
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A GARP applicant may or may not choose to actively participate in declaring and registering an attribute
value. By declaring an attribute, a GARP applicant indicates to other applicants that it is either associated
with the attribute or it isinterested to know about the other applicants associated with that attribute. A
GARP applicant that declares attributes is referred to as an active member. A passive member is an appli-
cant interested in an attribute but does not initiate GARP PDUs when it is aware that other applicants have
also registered the attribute.

The following messages are used in GARP:

Joinln and JoinEmpty—Used by an applicant (including itself) associated with an attribute. Receiving
Joinln messages from other applicants or transmitting JoinEmpty messages enables an applicant to regis-
ter the attribute.

L eaveln and L eaveEmpty—Used by an applicant to withdraw its declaration when it is no more associ-
ated with an attribute.

L eaveAll—Used for periodic declarations and registration maintenance. An applicant periodically sends
LeaveAll messages, which enable other applicants to indicate their attributes' registered states.

These messages indicate the current state of the sender applicant device to other GARP applicant devices.
With thisinformation, these GARP applicant devices can modify their behavior associated with the attri-
bute (declare and withdraw).

GVRP Overview

GVRP, an application of GARP, is designed to propagate VLAN information from device to device. With
GVRP, asingle switch is manually configured with all the desired VLANSs for the network, and all the
other switches on the network learn those VLANSs dynamically. An end station can be plugged into a
switch and be connected to its desired VLAN. However, end stations need GV RP-aware Network
Interface Cards (NIC) to make use of GVRP.

GVRP sends information encapsulated in an Ethernet frame to a specific MAC address
(01:80:C2:00:00:21). Based on the received registration information (Join message of GARP), VLAN
information is |learned on a system. GVRP enables new dynamic VLANSs on adevice or dynamically regis-
tersaport to an existing VLAN. In effect, based on the received registration information of aVLAN, the
port becomes associated with that VLAN. Similarly, whenever de-registration information isreceived for a
VLAN (Leave message of GARP) on a particular port, the association of that VLAN with the port may get
deleted.

A GVRP-enabled port sends GV RP PDUs advertising the VLAN. Other GV RP-aware ports receiving
advertisements over alink can dynamically join the advertised VLAN. All ports of adynamic VLAN
operate as tagged ports for that VLAN. Also, a GV RP-enabled port can forward an advertisement for a
VLAN it learned about from other ports on the same switch. However, that forwarding port does not join
that VLAN until an advertisement for that VLAN is received on that port.
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The following illustration shows dynamic VLAN advertisements:

3 4 5

1 2
[ "’5 EEI[::::::[::::::]% [ "’5 EEI[::::::[::::::]% [ "’5 EE[::::::][::::::]% %
Switch A Switch B Switch C

Static VLAN: 10, 20, 30 Static VLAN Static VLAN End Station

Dynamic VLAN Dynamic VLAN Dynamic VLAN
Static VLAN 50

Initial Configuration of GVRP

Switch A has 3 VLANSs configured as static VLANS (10, 20, and 30). Other switches on the same network
learns these 3 VLANSs as dynamic VLANS. Also, the end station connected on port 5 is statically config-
ured for VLAN 50. Port 1 on Switch A is manually configured for VLANSs 10, 20, and 30. Hence, asthe
diagram above shows,

1 Port 1 on Switch A advertises VLAN IDs (VIDs) 10, 20, and 30.

2 Port 2 on Switch B receives the advertisements. VLANS 10, 20, and 30 are created as dynamic VLANSs
on this switch and Port 2 becomes a member of VLANS 10, 20, and 30.

3 Port 3 on Switch B istriggered to advertise VLANS 10, 20, and 30, but does not become a member of
these VLANS.

4 Port 4 on Switch C receives the advertisements. VLANS 10, 20, and 30 are created as dynamic VLANSs
on this switch and Port 4 becomes a member of VLANS 10, 20, and 30.

5 Port 5 advertises VLANS 10, 20, and 30, but this port is not a member of these VLANS.

Note. Default VLAN (VLAN 1) exists on all switches, but it is not considered here.

The above sequence of advertisements and registration of VLANSs results in the following configuration:

_ [ ]

1 2 3 4 5

Switch A Switch B Switch C -
Static VLAN: 10, 20, 30 Static VLAN Static VLAN End Station
Dynamic VLAN Dynamic VLAN: 10, 20, 30 Dynamic VLAN: 10, 20, 30 Static VLAN 50

Dynamic Learning of VLANSs 10, 20, and 30
Here, the end station advertisesitself asamember of VLAN 50. As the above diagram shows,

1 Port 5 receives the advertisement and Switch C creates VLAN 50 as adynamic VLAN. Port 5 of
Switch C becomes a member of VLAN 50.

2 Port 4 advertises VLAN 50, but is not amember of VLAN 50.

3 Port 3 of Switch B receives the advertisement, Switch B creates the dynamic VLAN 50, and Port 3
becomes a member of VLAN 50.
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4 Port 2 advertises VLAN 50, but is not amember of thisVVLAN.

5 Port 1 on Switch A receives the advertisement, creates dynamic VLAN 50. Port 1 becomes a member
of VLAN 50.

The resulting configuration is depicted below:

1 2 3 4 5

[ "’5 EE[::::::[::::::J% [ "’5 EEI[::::::[::::::]% [ "’5 EE[::::::][::::::]% 5
Switch A Switch B Switch C

Static VLAN: 10, 20, 30 Static VLAN Satic VLAN End Station
Dynamic VLAN: 50 Dynamic VLAN: 10, 20, 30, 50 Dynamic VLAN: 10, 20, 30, 50

Static VLAN 50

Dynamic L earning of VLAN 50

Note. Every port on aswitch is not amember of al the VLANSs. Only those ports that receive the
advertisement become members of the VLAN being advertised.

Quick Steps for Configuring GVRP

1 CreateaVLAN using the vlan command. For example:
-> vlan 5 name "vlan-7"

2 Assign aport tothe VLAN using the vlan port default command. For example:
-> vlan 5 port default 3/2

3 Propagate the VLAN out of the assigned port using the vian 802.1q command. For example, the
following command propagates VLAN 5 out of port 3/2;

-> vlan 5 802.1gq 3/2
4 Enable GVRP globally on the switch by using the gvr p command.
-> gvrp

5 Enable GVRP on the port by using the gvrp port command. For example, the following command
enables GVRP on port 3/2 of the switch:

-> gvrp port 3/2

6 Restrict a port from becoming a member of the statically created VLAN by using the
gvrp static-vlan restrict command. For example, the following command restricts port 3/5 from becom-
ing amember of static VLAN 10:

-> gvrp static-vlan restrict port 3/5 10

7 To view the global configuration details of the router, enter the show gvrp configuration command.
The globally configured details is displayed as shown:

-> show gvrp configuration
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GVRP Enabled : yes,
Transparent Switching Enabled : no,
Maximum VLAN Limit : 256

8 Toview GVRP configuration for a specific port, enter the show gvr p configuration linkagg/port
command.The configuration details of the particular port is displayed as shown:

-> show gvrp configuration port 1/21

Port 1/21:
GVRP Enabled : yes,
Registrar Mode : normal,
Applicant Mode : participant,
Join Timer (msec) : 600,
Leave Timer (msec) : 1800,
LeaveAll Timer (msec) : 30000,
Legacy Bpdu : disabled

VLAN Memberships:

VLAN Id Static Restricted Restricted
Registration Registration Applicant
——————————————— e e i

1 LEARN FALSE FALSE
2 LEARN FALSE FALSE

11 LEARN FALSE FALSE

12 LEARN FALSE FALSE

13 LEARN FALSE FALSE

14 LEARN FALSE FALSE

15 LEARN FALSE FALSE

16 LEARN FALSE FALSE

17 LEARN FALSE FALSE

18 LEARN FALSE FALSE

19 LEARN FALSE FALSE

20 LEARN FALSE FALSE

51 RESTRICT FALSE FALSE

52 RESTRICT FALSE FALSE

53 LEARN TRUE FALSE

54 LEARN TRUE FALSE

55 LEARN FALSE TRUE

56 LEARN FALSE TRUE

57 LEARN FALSE FALSE

58 LEARN FALSE FALSE

59 LEARN FALSE FALSE

60 LEARN FALSE FALSE
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Configuring GVRP

This section describes how to configure GV RP using Alcatel’s Command Line Interface (CLI) commands.

Enabling GVRP

GVRP s used primarily to prune unnecessary broadcast and unknown unicast traffic, and dynamically
create and manage VLANSs. GVRP has to be globally enabled on a switch before it can start forwarding
GVRP frames.

To enable GVRP globally on the switch, enter the gvrp command at the CLI prompt as shown:
-> gvrp
To disable GVRP globally on the switch, use the no form of the gvrp command as shown:

-> no gvrp

Note. Disabling GVRP globally leads to the deletion of all learned VLANS.

GVRP can be enabled on ports regardless of whether it is globally enabled or not. However, for the port to
become an active participant, you have to enable GVRP globally on the switch. By default, GVRPis
disabled on the ports. To enable GV RP on a specified port, use the gvrp port command.

For example, to enable GVRP on port 2 of dlot 1, enter:
-> gvrp port 1/2
Similarly, to enable GV RP on aggregate group 2, enter:
-> gvrp linkagg 2
To disable GVRP on a specific port, use the no form of the command as shown:;

-> no gvrp port 1/2

Note. GVRP can be configured only on fixed, 802.1 Q and aggregate ports. It cannot be configured on
mirror, aggregable, mobile, and MSTI Trunking ports.
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Enabling Transparent Switching

A switch in the GV RP transparent mode floods GV RP frames to other switches transparently when GVRP
is globally disabled on the switch. However, the switch does not advertise or synchronizeits VLAN
configuration based on received VLAN advertisements. By default, transparent switching is disabled on
the switch.

Note. If GVRP isglobally enabled on a switch, transparent switching has no effect on the switch.

Y ou can configure the switch to propagate GV RP frames transparently using the gvrp transparent
switching command, as shown:

-> gvrp transparent switching

Use the no form of this command to disable the transparent switching capability of the switch. For exam-
ple:

-> no gvrp transparent switching

Note. When both GVRP and GV RP transparent switching are globally disabled, the switch discards the
GVRP frames.

Configuring the Maximum Number of VLANs

A switch can create dynamic VLANSs using GV RP. By default, the maximum number of dynamic VLANs
that can be created using GVRP is 1024. If the VLAN limit to be set is less than the current number of
dynamically learned VLANS, then the new configuration takes effect only after the GVRP is disabled and
enabled again on the switch. If this operation is not done, the VLANSs learned earlier is maintained. To
modify the maximum number of dynamic VLANSs the switch is allowed to create, use the gvrp maxi-
mum vlan command as shown:

-> gvrp maximum vlan 150

Here, the number of dynamic VLANS the switch can create is set to a maximum of 150.

Note. A maximum of 4094 dynamic VLANS can be created using GV RP.

These dynamically created VLANSs do not support the following operations:

» Authentication

e IProuting

« Configuring default VLAN on any port

« Enabling/Disabling classification of tagged packets received on mobile ports (vlan mobile-tag)
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Configuring GVRP Registration

GVRP alows a port to register and de-register both static and dynamic VLANS. Every device hasalist of
all the switches and end stations that can be reached at any given time. When an attribute for adeviceis
registered or de-registered, the set of reachable switches and end stations, also called participants, is modi-
fied. Dataframes are propagated only to registered devices. This prevents attempts to send data to devices
that are not reachable.

The following sections describe GV RP registration on switches:

Setting GVRP Normal Registration

The normal registration mode allows dynamic creation, registration, and de-registration of VLANson a
device. The norma mode is the default registration mode.

To configure aport in normal mode, use the gvr p registration command. For example, to configure port 2
of dot 3 in normal mode, enter the following:

-> gvrp registration normal port 3/2

To view the registration mode of the port, use the show gvrp configuration linkagg/port command. For
example:

-> show gvrp configuration port 3/2

Setting GVRP Fixed Registration

The fixed registration mode allows only manual registration of the VLANSs and prevents dynamic or static
de-registration of VLANSs on the port.

To configure a port to fixed mode, use the gvrp registration command. For example, to configure port 2
of dot 3 to fixed mode, enter the following:

-> gvrp registration fixed port 3/2
To view the registration mode of the port, enter the following:

-> show gvrp configuration port 3/2

Note. The registration mode for the default VLANS of all the portsin the switch is set to fixed.

Setting GVRP Forbidden Registration

The forbidden registration mode prevents any VLAN registration or de-registration. If dynamic VLANsS
previously created are present, they must be de-registered.

To configure aport to forbidden mode, use the gvr p registration command. For example, to configure
port 2 of slot 3 to forbidden mode, enter the following:

-> gvrp registration forbidden port 3/2

To view the registration mode of the port, use the show gvrp configuration linkagg/port command. For
example, to view the mode of port 1/21, enter the following:

-> show gvrp configuration port 3/2
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The GVRP registration mode of the port can be set to default value by using the no form of
gvrp registration command.

To set the GVRP registration mode of port 3/2 to default mode (normal mode) enter the following
command:

-> no gvrp registration port 3/2

Configuring the GVRP Applicant Mode

The GVRP applicant mode determines whether or not GVRP PDU exchanges are allowed on a port,
depending on the Spanning Tree state of the port. This mode can be configured to be participant, non-
participant or active. By default, the port isin the participant mode.

To prevent undesirable Spanning Tree Protocol topology reconfiguration on a port, configure the GVRP
applicant mode as active. Ports in the GV RP active applicant state send GVRP VLAN declarations even
when they are in the STP blocking state. This prevents the STP bridge protocol data units (BPDUSs) from
being pruned from the other ports.

To set the applicant mode of a port to active, use the gvrp applicant command. For example, to set the
applicant mode of port 3/2 to active, enter the following:

-> gvrp applicant active port 3/2

When a port is set to participant mode, GVRP protocol exchanges are allowed only if the port is set to the
STP forwarding state.

To set the applicant mode of port 3/2 to participant mode, enter the following:
-> gvrp applicant participant port 3/2

When a port is set to non-participant mode, GVRP PDUs are not sent through the STP forwarding and
blocking ports.

To set the applicant mode of port 3/2 to non-participant mode, enter the following:
-> gvrp applicant non-participant port 3/2

The applicant mode of the port can be set to the default value by using the no form of the gvrp applicant
command. To set the GV RP applicant mode of port 3/2 to the default mode (participant mode), enter the
following command:

-> no gvrp applicant port 3/2

Modifying GVRP timers

GVRP timers control the timing of dynamic VLAN membership updates to connected devices. The
following are the various timersin GVRP:

 Join timer—The maximum time a GV RP instance waits before making declaration for VLANS.

« Leavetimer—The wait time taken to remove the port from the VLAN after receiving a Leave message
on that port.

e LeaveAll timer—Thetime a GVRP instance takes to generate L eaveAll messages. The LeaveAll
message instructs the port to modify the GVRP state of all its VLANsto L eave.
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The default values of the Join, Leave, and LeaveAll timers are 200 ms, 600 ms, and 10000 ms,
respectively.

When you set the timer values, the value for the Leave timer has to be greater than or equal to thrice the
Join timer value (Leave>=Join * 3). The LeaveAll timer value must be greater than the Leave timer value
(LeaveAll > Leave). If you attempt to set atimer value that does not adhere to these rules, an error

message is displayed.

For example, if you set the Leave timer to 900 ms and attempt to configure the Join timer to 450 ms, an
error isreturned. Y ou need to set the Leave timer to at least 1350 ms and then set the Join timer to 450 ms.

To modify the Join timer value, use the gvrp timer command. For example, to modify the Join timer value
of port 3/2, enter the following:

-> gvrp timer join 400 port 3/2

The Join timer value of port 3/2 is now set to 400 ms.

To set the Join timer to the default value, use the no form of the command as shown:
-> no gvrp timer join port 3/2

To set the Leave timer value of port 3/2 to 1200 ms, enter the command as shown:
-> gvrp timer leave 1200 port 3/2

To set the LeaveAll timer of port 3/2 to 1400 ms, enter the command as shown:
-> gvrp timer leaveall 1200 port 3/2

To view the timer value assigned to a particular port, use the show gvrp timer command. For example, to
view the timer value assigned to port 1/21, enter the command as shown:

-> show gvrp configuration port 1/21

Note. Set the same GVRP timer value on all the connected devices.

Restricting VLAN Registration

Restricted VLAN registration restricts GV RP from dynamically registering specific VLAN(s) on a switch.
It decides whether VL ANSs can be dynamically created on a device or only be mapped to the ports (if the
VLANs are already statically created on the device).

By default, the dynamic VLAN registrations are not restricted and the VLAN can either be created on the
device or mapped to ancther port.

Torestrict aVLAN from to be dynamically learned on the device, configure the dynamic VLAN
registrations by using the gvrp restrict-vlan-registration command as follows:

-> gvrp restrict-vlan-registration port 3/1 4

Here, VLAN 4 cannot be learned by the device dynamically. However, if the VLAN aready exists on the
deviceasastatic VLAN, it can be mapped to the receiving port.
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To allow dynamic VLAN registrations on the port, use the no form of the gvrp restrict-vlan-registration
command as shown:

-> no gvrp restrict-vlan-registration port 3/1 4

Restricting Static VLAN Registration

Ports can be exempted from becoming members of statically created VLANS. To restrict a port from
becoming a member of a statically configured VLAN, use the gvrp static-vlan restrict command as
shown:

-> gvrp static-vlan restrict port 1/2 5

Note. This command does not apply to dynamic VLANS.

Here, the port 1/2 is restricted from becoming a GV RP member of VLAN 5.

To restrict a port from becoming a member of arange of statically created VLANS, enter the
gvrp static-vlan restrict command as shown:

-> gvrp static-vlan restrict port 1/2 5-9
Here, port 1/2 isrestricted from becoming a GVRP member of VLANs51t0 9.

A port can be alowed to become a member of statically created VLANSs using the no form of the
gvrp static-vlan restrict command. To alow port 3/1 to become a member of a statically created VLAN,
enter the command as shown:

-> no gvrp static-vlan restrict 3/1

Restricting VLAN Advertisement

VLANSs learned by a switch through GVRP can either be propagated to other switches or be blocked. This
helps prune VLANSs that have no members on a switch. If the applicant mode is set to participant or
active, you can use the gvr p restrict-vlan-adver tissment command to restrict the propagation of VLAN
information on a specified port as shown:

-> gvrp restrict-vlan-advertisement port 3/1 4
Here, VLAN 4 isnot allowed to propagate on port 1 of ot 3.

To enable the propagation of dynamic VLANS on the specified port, use the no form of the command. To
restrict VLAN 4 from being propagated to port 3/1, enter the command as shown:

-> no gvrp restrict-vlan-advertisement port 3/1 4
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Verifying GVRP Configuration

A summary of the commands used for verifying GVRP configuration is given here:
clear gvrp statistics Clears GVRP dtatistics for all the ports, an aggregate of ports, or a spe-
cific port.

show gvrp last-pdu-origin Displays the source MAC address of the last GV RP message received
on a specified port or an aggregate of ports.

show gvrp configuration Displaysthe global configuration for GVRP.
show gvrp configuration port  Displays the GVRP configuration status for all the ports.

show gvrp configuration link- Displays the GVRP configuration for a specific port or an aggregate of
agg/port ports.

show gvrp timer Displays the timer values configured for all the ports or a specific port.

For more information about the displays that result from these commands, see the OmniSwitch AOS
Release 6250/6350/6450 CLI Reference Guide.
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6 Configuring MVRP

Multiple VLAN Registration Protocol (MVRP) is standards-based Layer 2 network protocol for
automatic configuration of VLAN information on switches. It was defined in the 802.1ak amendment to
802.1Q-2005.

MV RP provides a method to share VLAN information dynamically and configure the needed VLANS
within alayer 2 network. For example, in order to add a switch port to aVLAN, only the end port, or the
VLAN-supporting network device connected to the switchport, has to be reconfigured, and all necessary
VLAN trunks are dynamically created on the other MV RP-enabled switches. MV RP helps to maintain
VLAN configuration dynamically based on current network configurations.

In This Chapter

This chapter describes the MV RP feature and how to configure it through the Command Line Interface
(CL1). CLI commands are used in the configuration examples; for more details about the syntax of
commands, see the OmniSwitch AOS Rel ease 6250/6350/6450 CLI Reference Guide. This chapter
provides an overview of MV RP and includes the following information:

e “Enabling MVRP” on page 6-10

“Enabling Transparent Switching” on page 6-11

e “Configuring the Maximum Number of VLANS" on page 6-11
e “Configuring MV RP Registration” on page 6-12

e “Configuring the MVRP Applicant Mode” on page 6-14

e “Modifying MVRP Timers’ on page 6-15

® “Restricting VLAN Registration” on page 6-16

® “Restricting Static VLAN Registration” on page 6-16

e “Restricting VLAN Advertisement” on page 6-17
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MVRP Specifications

|EEE Standards Supported |EEE 802.1ak-2007 Amendment 7: Multiple Registration Protocol
|EEEStd802.1Q-2005 Corrigendum 2008

Platforms Supported Omni Switch 6250, 6350, 6450

Maximum MVRP VLANSs 256
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MVRP Defaults

The following table lists the defaults for MV RP configuration.

Parameter Description Command Default Value/Comments
VLAN dynamic registration mode  vlan registration-mode MVRP

Enables or disables MVRP globally mvrp disabled

on aswitch.

Enables or disablesMVRPonspe-  mvrp port disabled

cific ports

Transparent switching mvrp port disabled

Maximum number of VLANSs mvrp maximum vian 256

Registration mode of the port mvrp registration normal

Applicant mode of the port mvrp applicant active

Timer value for join timer.

mvrp timer join

600 milliseconds

Timer value for leave timer.

mvrp timer leave

1800 milliseconds

Timer value for leaveall timer.

mvrp timer leaveall

30000 milliseconds

Timer value for periodic timer.

mvrp timer periodic-timer

1 second

Restrict dynamic VLAN registration

mvrp restrict-vlan-registration

not restricted

Restrict VLAN advertisement

mvrp restrict-vlan-advertise-
ment

not restricted

Restrict static VLAN registration

mvrp static-vlan-restrict

By default, ports are assigned
to the static VLAN based on
MV RP PDU processing.

OmniSwitch AOS Release 6250/6350/6450 Network Configuration Guide

May 2016

page 6-3



Quick Steps for Configuring MVRP Configuring MVRP

Quick Steps for Configuring MVRP

The following steps provide a quick tutorial on how to configure MV RP. Each step describes a specific
operation and provides the CLI command syntax for performing that operation.

1 CreateaVLAN using the vlan command. For example:
-> vlan 5 name "vlan-5"

2 Assign aport to the VLAN using the vlian port default command. For example:
-> vlan 5 port default 1/2

3 Tag the port with one or more VLANS using the vlian 802.1q command. For example:
-> vlan 7 802.1q 1/2

4 Enable MVRP globally on the switch by using the mvrp command.

-> mvrp enable

Note. If MVRP is configured, GVRP cannot be configured on that switch and GVRP frames are ignored
by the switch.

5 Enable MVRP on the port by using the mvrp port command. For example, the following command
enables MV RP on port 1/2 of the switch:

-> mvrp port 1/2 enable

6 (Optional) Restrict a port from becoming a member of the statically created VLAN by using the mvrp
static-vlan-restrict command. For example, the following command restricts port 1/5 from becoming a
member of static VLAN 10:

-> mvrp port 1/5 static-vlan-restrict vlan 10

Note. To view the global configuration details of the router, enter the show mvrp configuration
command. The globally configured details are displayed as shown:

-> show mvrp configuration
MVRP Enabled : vyes,
Transparent Switching Enabled: no,

Maximum VLAN Limit : 256

To view the MV RP configuration for a specific port, enter the show mvrp port command. The configura-
tion data of the particular port is displayed as shown:

-> show mvrp port 1/2

Port 1/2:

MVRP Enabled : no,

Registrar Mode : normal,
Applicant Mode : participant,

Join Timer (msec) : 600,
Leave Timer (msec) : 1800,
LeaveAll Timer (msec) : 30000,
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Periodic Timer (sec) : 1,
Periodic Tx Status : disabled

See the Omni Switch AOS Rel ease 6250/6350/6450 CLI Reference Guide for information about the fields
in thisdisplay.
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MRP Overview

Multiple Registration Protocol (MRP) was introduced as a replacement for GARP with the IEEE
802.1a8k-2007 amendment. The Multiple VLAN Registration Protocol (MV RP) definesa MRP
Application that provides the VLAN registration service.

MV RP provides a mechanism for dynamic maintenance of the contents of dynamic VLAN registration
Entriesfor each VLAN, and for propagating the information they contain to other bridges. This
information allows MV RP-aware devices to dynamically establish and update their knowledge of the set
of VLANSs that currently have active members, and through which ports those members can be reached.
The main purpose of MVRP isto alow switches to automatically discover some of the VLAN
information that would otherwise need to be manually configured.

MVRP Overview

MV RP acts as an MRP application, sending and receiving MV RP information encapsulated in an ethernet
frame on a specific MAC address. MVRP allows both end stations and bridgesin a bridged local area
network to issue and revoke declarations relating to membership of VLANs. Each MV RP device that
receives the declaration in the network creates or updates adynamic VLAN registration entry in the
filtering database to indicate that the VLAN is registered on the reception port.

In thisway, MV RP provides a method to share VLAN information within alayer 2 network dynamically,
and configure the needed VL ANSs. For example, in order to add a switch port to aVVLAN, only theend
port, or the VLAN-supporting network device connected to the switchport, need be reconfigured, and all
necessary VLAN trunks are dynamically created on the other MV RP-enabled switches. Without using
MVRP, either amanual configuration of VLAN trunks or use of a manufacturer-specific proprietary
method is necessary. In short, MVRP helpsto maintain VLAN configuration dynamically based on current
network configurations.
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How MVRP Works

An MVRP enabled port sends MRPDUSs advertising the VLAN enabling another MV RP aware port
receiving advertisements over alink to join the advertised VLAN dynamically. All ports of adynamic
VLAN operate as tagged ports for that VLAN.

An MVRP enabled port can forward an advertisement for aVVLAN it learned about from other ports on the
same switch. However, the forwarding port does not joins that VLAN on its own until an advertisement
for that VLAN isreceived on that same port.

The following example illustrates the VLAN advertisements and Dynamic Joining.

1 2 3 4 5
[ "; EE[:’:’:’:’:’:f:':’:’:’:’:l‘ / [ "’; EE[:’:’:’:’:’:[:’:’:’:’:’:]‘ / [ "; EEI[:’:’:’:’:’:]f:’:’:’:’:’:]‘ ; %
Switch A Switch B Switch C
Static VLAN: 10, 20, 30 Static VLAN Static VLAN End Station
Dynamic VLAN Dynamic VLAN Dynamic VLAN

Static VLAN 50

Initial Configuration of MVRP

Switch A has 3 VLANSs configured as static VLANS (10, 20, and 30). Other switches on the same network
learn these 3 VLANSs as dynamic VLANS. Also, the end station connected on port 5 is statically
configured for VLAN 50. Port 1 on Switch A is manually configured for VLANS 10, 20, and 30. All the
ports are in the same Spanning tree instance and are in forwarding state. Hence, as the

Initial Configuration of MVRP diagram shows,

1 Port 1 on Switch A advertises VLAN IDs (VIDs) 10, 20, and 30.

2 Port 2 on Switch B receives the advertisements. VLANS 10, 20, and 30 are created as dynamic VLANs
on this Switch B and Port 2 becomes a member of VLANSs 10, 20, and 30.

3 Port 3 on Switch B istriggered to advertise VLANSs 10, 20, and 30, but does not become a member of
these VLANS.

4 Port 4 on Switch C receives the advertisements. VLANSs 10, 20, and 30 are created as dynamic VLANs
on Switch C and Port 4 becomes amember of VLANS 10, 20, and 30.

5 Port 5 advertises VLANS 10, 20, and 30, but this port is not a member of these VLANS.

Note. Default VLAN (VLAN 1) exists on all switches, but it is not considered here.
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The configuration sequence of advertisements and registration of VLANSs resultsin the following

configuration.
1 2 3 4 5
‘ "5 EEI[:’:’:’:’:’:[:’:’:’:’:’:]‘ / ‘ "’5 EE[:i:i:i:i:i:[:i:i:i:i:i:]‘ / [ "’5 E[:ii:i:ﬁi:][:ﬁ:ﬁ:ﬁ:ﬁ:i:]‘ F 5
Switch A Switch B Switch C )
Siatic VLAN: 10, 20, 30 Static VLAN Static VLAN End Sation
Dynamic VLAN Dynamic VLAN: 10, 20, 30 Dynamic VLAN: 10, 20, 30 Satic VLAN 50

Dynamic L earning of VLANSs 10, 20, and 30

Here, the end station advertisesitself as amember of VLAN 50. Asthe Dynamic L earning of VL ANSs 10, 20,
and 30 diagram shows,

1 Port 5 receives the advertisement and Switch C creates VLAN 50 as adynamic VLAN. Port 5 of
Switch C becomes a member of VLAN 50.

2 Port 4 advertises VLAN 50, but is not amember of VLAN 50.

3 Port 3 of Switch B receives the advertisement, Switch B creates the dynamic VLAN 50, and Port 3
becomes a member of VLAN 50.

4 Port 2 advertises VLAN 50, but is not amember of thisVLAN.

5 Port 1 on Switch A receives the advertisement, creates dynamic VLAN 50. Port 1 becomes a member
of VLAN 50.

The resulting configuration is depicted as follows:

1 2 3 4 5
[ "5 EEI[:::i:i:i:i:[:ii:ﬁ:ﬁ:ﬁ:]‘ ] [ "’5 EE[::::::[::::::]% [ "’; aa[:j;j:j::;::][::;;;;j:]‘ }j 5
Switch A Switch B Switch C
Static VLAN: 10, 20, 30 Static VLAN Static VLAN End Sation
Dynamic VLAN: 50 Dynamic VLAN: 10, 20, 30, 50 Dynamic VLAN: 10, 20, 30, 50

Static VLAN 50

Dynamic L earning of VLAN 50

Note. Every port on a switch is not amember of all the VLANS. Only those ports that receive the
advertisement become members of the VLAN being advertised.
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Interaction With Other Features

This section contains important information about how other Omni Switch features interact with MVRP.
Refer to the specific chapter for each feature to get more detailed information about how to configure and
use the feature.

GVRP

If MVRP s configured, GVRP cannot be configured and the GVRP frames are ignored on that switch.
MVRP is functionally independent of the GVRP.

When the device has legacy GVRP commands in the boot.cfg (for example, during image upgrade from a
previous rel ease which does not support MV RP) and the default mode is configured for MV RP, the GVRP
commands are still accepted and the VLAN registration mode is internally changed to GV RP.

There is an option to change the operational mode between MV RP and GV RP. But, when you change the
mode, it results in the complete deletion of static as well as dynamic configurations of the existing
operational mode.

STP

MVRP feature is supported only in STP flat mode. If MVRP is configured in the system with STP flat
mode, then STP mode cannot be changed to 1x1 mode. When atopology change is detected by STP,
MAC addresses for the dynamic VPAs learned by MVRP is aso deleted.

IPM VLAN

MVRP is not supported on IP Multicast VLANs (IPMVLANS). If MVRP PDU for IPMVLAN
registration is received on standard/network port, the PDUs are discarded. IPMVLAN is not advertised by
MV RP.
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Configuring MVRP

This section describes how to configure MV RP using the Command Line Interface (CLI) commands.

Enabling MVRP

MVRP s used primarily to prune unnecessary broadcast and unknown unicast traffic, and dynamically
create and manage VLANs. MVRP hasto be globally enabled on a switch before it can start forwarding
MVRP frames. When MVRP is configured on a switch, GV RP cannot be configured on that switch and
when aport is enabled for MVRP, it cannot be converted as a mobile, mirroring, aggregate, VPLS Access,
or aVLAN stacking User port.

To enable MVRP globally on the switch, enter the mvrp command at the CL1 prompt as shown:
-> mvrp enable
To disable MVRP globally on the switch, use disable option of the mvrp command as shown:

-> mvrp disable

Note. Disabling MV RP globally leads to the deletion of all learned VLANS.

MV RP can be enabled on ports regardless of whether it is globally enabled or not. However, for the port to
become an active participant, MVRP must be globally enabled on the switch. By default, MVRPis
disabled on the ports. To enable MV RP on a specified port, use the mvrp port command.

For example, to enable MVRP on port 2 of dot 1, enter:
-> mvrp port 1/2 enable
Similarly, to enable MV RP on aggregate group 10, enter:
-> mvrp linkagg 10 enable
To disable MV RP on a specific port, use disable option of the mvrp port command as shown:

-> mvrp port 1/2 enable

Note. MV RP can be configured only on fixed, 802.1 Q and aggregate ports. It cannot be configured on
mirror, aggregate, mobile, VPLS Access, and VLAN Stacking User ports.
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Enabling Transparent Switching

A switch in the MV RP transparent mode floods MV RP frames to other switches transparently when
MVRP s globally disabled on the switch. However, the switch does not advertise or synchronize its
VLAN configuration based on received VLAN advertisements. By default, transparent switching is
disabled on the switch.

Note. If MVRP is globally enabled on a switch, transparent switching does not have any effect on the
switch.

Y ou can configure the switch to propagate MV RP frames transparently using the mvrp port command, as
shown:

-> mvrp transparent-switching enable

Use the disable option of this command to disable the transparent switching capability of the switch. For
example:

-> mvrp transparent-switching disable

Note. When both MV RP and MV RP transparent switching are globally disabled, the switch discards the
MVRP frames.

Configuring the Maximum Number of VLANs

A switch can create dynamic VLANs using MV RP. By default, the maximum number of dynamic VLANSs
that can be created using MVRP is 256. If the VLAN limit to be set is less than the current number of
dynamically learned VLANS, then the new configuration will take effect only after the MV RP is disabled
and enabled again on the switch. If this operation is not done, the VLANS learned earlier are maintained.

To modify the maximum number of dynamic VLANSs the switch is allowed to create, use the mvrp maxi-
mum vlan command as shown:

-> mvrp maximum vlan 150
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Configuring MVRP Registration

MVRP alows aport to register and de-register both static and dynamic VLANS. Every device hasalist of
all the switches and end stations that can be reached at any given time. When an attribute for adeviceis
registered or de-registered, the set of reachable switches and end stations, also called participants, is modi-
fied. Dataframes are propagated only to registered devices, thereby preventing attempts to send data to
devices that are not reachable.

The following sections describe MV RP registration on switches:

Setting MVRP Normal Registration

The normal registration mode allows dynamic creation, registration, and de-registration of VLANson a
device. The norma mode is the default registration mode.

To configure aport in norma mode, use the mvrp registration command. For example, to configure port
2 of dot 1 in norma mode, enter the following:

-> mvrp port 1/2 registration normal

To view the registration mode of the port, use the show mvrp port command. For example:

-> show mvrp port 1/2

MVRP Enabled : no,
Registrar Mode : normal,
Applicant Mode : participant,
Join Timer (msec) : 600,

Leave Timer (msec) : 1800,
LeaveAll Timer (msec) : 30000,
Periodic Timer (sec) : 1,

Periodic Tx status : disabled
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Setting MVRP Fixed Registration

The fixed registration mode allows only manual registration of the VLANSs and prevents dynamic or static
de-registration of VLANS on the port.

To configure a port to fixed mode, use the mvrp registration command. For example, to configure port 2
of dot 1 to fixed mode, enter the following:

-> mvrp port 1/2 registration fixed

To view the registration mode of the port, use the show mvrp port command. For example,

-> show mvrp port 1/2

MVRP Enabled

: no,
Registrar Mode : fixed,
Applicant Mode : participant,
Join Timer (msec) : 600,

Leave Timer (msec) : 1800,
LeaveAll Timer (msec) : 30000,
Periodic Timer (sec) : 1,

Periodic Tx status : disabled

Note. The registration mode for the default VLANS of al the portsin the switch is set to normal.

Setting MVRP Forbidden Registration

The forbidden registration mode prevents any VLAN registration or de-registration. If dynamic VLANs
previously created are present, they will be de-registered.

To configure a port to forbidden mode, use the mvr p registration command. For example, to configure
port 2 of dot 1 to forbidden mode, enter the following:

-> mvrp port 1/2 registration forbidden

To view the registration mode of the port, use the show mvrp port command. For example,

-> show mvrp port 1/2
MVRP Enabled

: no,
Registrar Mode : forbidden,
Applicant Mode : participant,
Join Timer (msec) : 600,

Leave Timer (msec) : 1800,
LeaveAll Timer (msec) : 30000,
Periodic Timer (sec) -1,

Periodic Tx status : disabled

To view the MVRP configurations for all the ports, including timer values, registration and applicant

modes, enter the following:

-> show mvrp port enabled

Port Join Leave LeaveAll Periodic Registration Applicant Periodic Tx Status
Timer Timer Timer Timer Mode Mode
(msec) (msec) (msec) (sec)
e e B e e e e +-------
1/1 600 1800 30000 2 fixed active enabled

OmniSwitch AOS Release 6250/6350/6450 Network Configuration Guide

May 2016 page 6-13



Configuring MVRP Configuring MVRP

1/2 600 1800 30000 2 fixed active enabled
1/7 600 1800 30000 2 fixed active enabled
1/8 600 1800 30000 2 fixed active enabled
2/24 600 1800 30000 2 fixed active enabled

Configuring the MVRP Applicant Mode

The MV RP applicant mode determines whether MV RP PDU exchanges are allowed on a port, depending
on the Spanning Tree state of the port. This mode can be configured to be participant, nonparticipant, or
active. By default, the port isin the participant mode.

To prevent undesirable Spanning Tree Protocol topology reconfiguration on a port, configure the MVRP
applicant mode as active. Ports in the MV RP active applicant state send MVRP VLAN declarations even
when they are in the STP blocking state, thereby preventing the STP bridge protocol data units (BPDUS)
from being pruned from the other ports.

To set the applicant mode of a port to active, use the mvrp applicant command. For example, to set the
applicant mode of port 1/2 to active, enter the following:

-> mvrp port 1/2 applicant active

When a port is set to participant mode, MV RP protocol exchanges are allowed only if the port is set to the
STP forwarding state.

To set the applicant mode of port 1/2 to participant mode, enter the following:
-> mvrp port 1/2 applicant participant

When a port is set to non-participant mode, MV RP PDUs are not sent through the STP forwarding and
blocking ports.

To set the applicant mode of port 1/2 to non-participant mode, enter the following:
-> mvrp port 1/2 non-participant

The applicant mode of the port can be set to the default value by using the mvr p applicant command. To
set the MV RP applicant mode of port 1/2 to the default mode (active mode), enter the following
command:

-> mvrp port 1/2 active
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Modifying MVRP Timers

MV RP timers control the timing of dynamic VLAN membership updates to connected devices. The
following are the various timersin MVRP:

e Join timer—The maximum time an MV RP instance waits before making declaration for VLANS.

e | eavetimer—The wait time taken to remove the port from the VLAN after receiving a L eave message
on that port.

e | eaveAll timer—Thetime an MV RP instance takes to generate LeaveAll messages. The LeaveAll
message instructs the port to modify the MV RP state of all its VLANsto L eave.

e Periodic timer—The time frequency with which the messages are transmitted again and again.

The default values of the Join, Leave, and LeaveAll timers are 600 ms, 1800 ms, and 30000 ms,
respectively.

When you set the timer values, the value for the Leave timer must be greater than or equal to twice the
Join timer value plus 100 milliseconds.(L eave>=Join * 2 +100). The LeaveAll timer value must be
greater than or equal to the Leavetimer value (L eaveAll >= L eave). If you attempt to set atimer value
that does not adhere to these rules, an error message is displayed.

For example, if you set the Leave timer to 1700 ms and attempt to configure the Join timer to 400 ms, an
error isreturned. Set the Leave timer to at least 1800 ms and then set the Join timer to 600 ms.

To modify the Join timer value, use the mvrp timer join command. For example, to modify the Join timer
value of port 1/2, enter the following:

-> mvrp port 1/2 timer join 600
The Join timer value of port 1/2 is now set to 600 ms.
To set the Leave timer value of port 1/2 to 1800 ms, enter the command as shown:
-> mvrp port 1/2 timer leave 1800
To set the LeaveAll timer of port 1/2 to 30000 ms, enter the command as shown:
-> mvrp port 1/2 timer leaveall 30000
To set the Periodic timer of port 1/2 to 1 second, enter the command as shown:
-> mvrp port 1/2 timer periodic-timer 1
To view the timer value assigned to a particular port, use the show mvrp timer command.

-> gshow mvrp port 1/2 timer

Join Timer (msec) : 600,
Leave Timer (msec) : 1800,
LeaveAll Timer (msec) : 30000,
Periodic-Timer (sec) 1

Note. Set the same MV RP timer value on all the connected devices.
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Restricting VLAN Registration

Restricted VLAN registration restricts MV RP from dynamically registering specific VLAN or VLANson
aswitch. It decides whether VLANS can be dynamically created on adevice or only be mapped to the
ports (if the VLANs are already statically created on the device).

By default, the dynamic VLAN registrations are not restricted and the VLAN can either be created on the
device or mapped to ancther port.

Torestrict aVLAN from being dynamically learned on the device, you can configure the dynamic VLAN
registrations by using the mvrp restrict-vlan-registration command as shown:

-> mvrp port 1/1 restrict-vlan-registration vlan 4

Here, VLAN 4 cannot be learned by the device dynamically. However, if the VLAN exists on the device
asastatic VLAN, it can be mapped to the receiving port.

To allow dynamic VLAN registrations on the port, use the no form of the
mvrp restrict-vlan-registration command as shown:

-> no mvrp port 1/1 restrict-vlan-registration vlan 4

Restricting Static VLAN Registration

Ports can be exempted from becoming members of statically created VLANS. To restrict a port from
becoming a member of a statically configured VLAN, use the mvrp static-vlan-restrict command as
shown:

-> mvrp port 1/9 static-vlan-restrict vlan 5

Note. This command does not apply to dynamic VLANS.

Here, the port 1/9 isrestricted from becoming a MV RP member of VLAN 5.

To restrict a port from becoming a member of arange of statically created VLANS, enter the
mvrp static-vlan-restrict command as shown:

-> mvrp port 1/9 static-vlan-restrict vlan 5-9
Here, port 1/9 isrestricted from becoming a MV RP member of VLANs5t0 9.

A port can be alowed to become a member of statically created VLANSs using the no form of the mvrp
static-vlan-restrict command. To alow port 1/2 to become a member of a statically created VLAN, enter

the command as shown:

-> no mvrp port 1/2 static-vlan-restrict vlan 5
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Restricting VLAN Advertisement

VLANSslearned by a switch through MV RP can either be propagated to other switches or be blocked. This
helps prune VLANSs that have no members on a switch. If the applicant modeis set to participant or active,
you can use the mvr p restrict-vlan-adver tissment command to restrict the propagation of VLAN
information on a specified port as shown:

-> mvrp port 1/1 restrict-vlan-advertisement vlan 5
Here, VLAN 5 isnot allowed to propagate on port 1 of ot 1.

To enable the propagation of dynamic VLANSs on the specified port, use the no form of the command. To
restrict VLAN 5 from being propagated to port 1/1, enter the command as shown:

-> no mvrp port 1/1 restrict-vlan-advertisement vlan 5
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Verifying the MVRP Configuration

A summary of the commands used for verifying the MVRP configuration is given here:

show mvrp last-pdu-origin

show mvrp configuration
show mvrp linkagg

show mvrp port

show mvrp vlan-restrictions
show mvrp timer

show mvrp statistics

mvrp clear-statistics

Displays the source MAC address of the last MV RP message
received on specific ports or aggregates.

Displaysthe global configuration for MVRP.

Displays the MV RP configuration for a specific port or an aggregate
of ports.

Displays the MV RP configurations for all the ports, including timer
values, registration and applicant modes.

Displaysthelist of VLANS learned through MV RP and their details.

Displays the timer values configured for all the ports or a specific
port.

Displaysthe MV RP statistics for all the ports, aggregates, or specific
ports.

Clears MVRP statistics for all the ports, an aggregate of ports, or a
specific port.

For more information about the output details that result from these commands, see the OmniSwitch AOS
Rel ease 6250/6350/6450 CL| Reference Guide.
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fo VLANSs

Initially al switch ports are non-mobile (fixed) and are assigned to VLAN 1, which is also their config-
ured default VLAN. When additional VLANS are created on the switch, ports are assigned to the VLANSs
so that traffic from devices connected to these portsis bridged within the VLAN domain. Switch ports are
either statically or dynamically assigned to VLANS.

Methods for statically assigning portsto VLANs include the following:

« Using thevlan port default command to define a new configured default VLAN for both non-mobile
(fixed) and mobile ports. (See “ Statically Assigning Portsto VLANS' on page 7-4.)

« Using thevlan 802.1q command to define tagged VLANS for non-mobile ports. This method allows
the switch to bridge traffic for multiple VLANS over one physical port connection. (See Chapter 24,
“Configuring 802.1Q.")

« Configuring ports as members of alink aggregate that is assigned to a configured default VLAN. (See
Chapter 25, “Configuring Static Link Aggregation,” and Chapter 26, “Configuring Dynamic Link
Aggregation.”)

Dynamic assignment applies only to mobile ports. When traffic is received on a mobile port, the packets
are classified using one of the following methods to determine VLAN assignment (see “ Dynamically
Assigning Portsto VLANS’ on page 7-5 for more information):

» Packet istagged with aVLAN ID that matchesthe ID of another VLAN that has mobile tagging
enabled.

» Packet contents matches criteriadefined inaVLAN rule.

Regardless of how a port isassigned to aVLAN, once the assignment occurs, a VLAN port association
(VPA) iscreated and tracked by VLAN management software on each switch.

In This Chapter

This chapter describes how to statically assign ports to a new default VLAN and configure mobile ports
for dynamic assignment through the Command Line Interface (CLI). CLI commands are used in the
configuration examples; for more details about the syntax of commands, see the OmniSwitch AOS Release
6250/6350/6450 CLI Reference Guide.

Configuration procedures described in this chapter include:
« Statically assigning portsto VLANSs on page 7-4.
« Dynamically assigning portsto VLANSs (port mobility) page 7-10.

« Configuring mobile port properties (including authentication) on page 7-16.
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Port Assignment Specifications

Note that the maximum limit values provided in the following Specifications table are subject to available

System resources:

|EEE Standards Supported 802.1Q—Virtual Bridged Local Area Networks
802.1D—Media Access Control Bridges
Platforms Supported Omni Switch 6250, 6350, 6450

Maximum VLANS per switch

4094 (based on switch configuration and available
resources).

Maximum VLAN port associations (VPA)
per switch

32768

Maximum 802.1Q VLAN port associations
per switch

2500

Switch ports eligible for port mobility.

Untagged Ethernet and gigabit Ethernet ports that are
not members of alink aggregate.

Switch ports eligible for dynamic VLAN
assignment.

Mobile ports.

Switch ports eligible for static VLAN
assignment.

Non-mobile (fixed) ports.
Mobile ports.

Uplink ports.

Link aggregate of ports.
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Port Assignment Defaults

Parameter Description

Command

Default

Configured default VLAN

vlan port default

All portsinitialy associated
with default VLAN 1.

Port mobility vlan port maobile Disabled
Bridge mobile port traffic that vlan port default vian Disabled
doesn’t match any VLAN rules on

the configured default VLAN

Drop mobile port dynamic VLAN  vlan port default vlan restore Enabled
assignments when learned mobile

port traffic that triggered the assign-

ment ages out

Enable Layer 2 authentication onthe vlan port authenticate Disabled
mobile port

Enable 802.1x port-based access vlan port 802.1x Disabled

control on amobile port

Sample VLAN Port Assignment

The following steps provide a quick tutoria that createsa VLAN, statically assign portsto the VLAN, and
configure mobility on some of the VLAN ports:

1 Create VLAN 255 with adescription (for example, Finance |P Network) using the following

command:

-> vlan 255 name "Finance IP Network"

2 Assign switch ports 2 through 5 on slot 3to VLAN 255 using the following command:

-> vlan 255 port default 3/2-5

VLAN 255 is now the configured default VLAN for ports 2 through 5 on slot 3.

3 Enable mohility on ports 4 and 5 on dot 3 using the following command:

-> vlan port mobile 3/4-5

4 Disablethe default VLAN parameter for mobile ports 3/4 and 3/5 using the following command:

-> vlan port 3/4-5 default vlan disable

With this parameter disabled, VLAN 255 does not carry any traffic received on 3/4 or 3/5 that does not
match any VLAN rules configured on the switch.

Note. Optional. To verify that ports 2 through 5 on slot 3 were assigned to VLAN 255, enter show vian
followed by 255 then port. For example:

-> show vlan 255 port
port type status
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________ I
3/2 default inactive
3/3 default inactive
3/4 default inactive
3/5 default inactive

To verify the mobile status of ports4 and 5 on slot 3 and determine which mobile port parameters are
enabled, enter show vlan port mobile followed by a slot and port number. For example:

-> show vlan port mobile 3/4
Mobility : on,
Config Default Vlan: 255,
Default Vlan Enabled: off,

Default Vlan Perm : on,
Default Vlan Restore: on,
Authentication . off,
Ignore BPDUs : off

Statically Assigning Ports to VLANSs

Thevlan port default command is used to statically assign both mobile and non-mobile ports to another
VLAN. When the assignment is made, the port drops the previous VLAN assignment. For example, the
following command assigns port 2 on slot 3, currently assigned to VLAN 1, to VLAN 755:

-> vlan 755 port default 3/2

Port 3/2 is now assigned to VLAN 755 and no longer associated with VLAN 1. In addition, VLAN 755is
now the new configured default VLAN for the port.

A configured default VLAN isthe VLAN statically assigned to a port. Any time the vlan port default
command is used, the VLAN assignment is static and a new configured default VLAN is defined for the
port. This command is also the only way to change a non-mobile port VLAN assignment. In addition, non-
mobile ports can only retain one VLAN assignment, unlike mobile ports that can dynamically associate
with multiple VLANSs. See “Dynamically Assigning Portsto VLANS’ on page 7-5 for more information
about mobile ports.

Additional methods for statically assigning portsto VLANSs include the following:

» Using the vlan 802.1g command to define tagged VLANSs for non-mobile ports. This method allows
the switch to bridge traffic for multiple VLANSs over one physical port connection. (See Chapter 24,
“Configuring 802.1Q,” for more information.)

« Configuring ports as members of alink aggregate that is assigned to a configured default VLAN. (See
Chapter 25, “Configuring Static Link Aggregation,” and Chapter 26, “Configuring Dynamic Link
Aggregation,” for more information.)

When a port is statically assigned to aVLAN, aVLAN port association (VPA) is created and tracked by
VLAN management software on each switch. To display alist of all VPAS, use the show vlan port
command. For more information, see “Verifying VLAN Port Associations and Mobile Port Properties’ on
page 7-18.
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Dynamically Assigning Ports to VLANSs

Mobile ports are the only types of ports that are eligible for dynamic VLAN assignment. When traffic
received on a mobile port matches pre-defined VLAN criteria, the port and the matching traffic are
assigned to the VLAN without user intervention.

By default, all switch ports are non-mobile (fixed) ports that are statically assigned to a specific VLAN
and can only belong to one default VLAN at atime. The vlan port mobile command is used to enable
mobility on a port. Once enabled, switch software classifies mobile port traffic to determine the appropri-
ate VLAN assignment. Depending on the type of traffic classification used (VLAN rulesor VLAN ID
tag), mobile ports can also associate with more than one VLAN.

VLANSs do not have a mobile or non-mobile distinction and there is no overall switch setting to invoke the
mobile port feature. Instead, mobility is enabled on individual switch ports and rules are defined for indi-
vidual VLANSs o classify mobile port traffic.

When a port is dynamically assigned to aVLAN, aVLAN port association (VPA) is created and tracked
by VLAN management software on each switch. To display alist of al VPAS, use the show vlan port
command. For more information, see “Verifying VLAN Port Associations and Mobile Port Properties’ on
page 7-18.

How Dynamic Port Assignment Works
Traffic received on mobile portsis classified using one of the following methods:

« Packet istagged with aVLAN ID that matchesthe ID of another VLAN that has mobile tagging
enabled. (See“VLAN Mobile Tag Classification” on page 7-5 for more information.)

» Packet contents matches criteriadefined inaVLAN rule. (See“VLAN Rule Classification” on
page 7-8 for more information.)

Classification triggers dynamic assignment of the mobile port and qualifying traffic to the VLAN with the
matching criteria. The following sections further explain the types of classification and provide examples.

VLAN Mobile Tag Classification

VLAN mobile tag classification provides a dynamic 802.1Q tagging capability. This features allows
mobile ports to receive and process 802.1Q tagged packets destined for aVLAN that has maobile tagging
enabled.

The vlan mobile-tag command is used to enable or disable mobile tagging for a specific VLAN (see
Chapter 4, “Configuring VLANS,” for more information). If 802.1Q tagging is required on afixed (non-
mobile) port, then the vlan 802.1q command is still used to statically tag VLANs for the port (see
Chapter 24, “ Configuring 802.1Q,” for more information).

Consider the following when using VLAN mobile tag classification:

« Using mobile tagging allows the dynamic assignment of mobile ports to one or more VLANS at the
sametime.

 If amobile port receives atagged packet withaVLAN ID of aVLAN that does not have mobile
tagging enabled or the VLAN does not exist, the packet is dropped.

« VLAN mobhile tag classification takes precedence over VLAN rule classification. If a mobile port
receives traffic that matchesa VLAN rule and also has an 802.1Q VLAN ID tag for aVLAN with
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mobile tagging enabled, the port is dynamically assigned to the mobile tag VLAN and not the match-
ing rule VLAN.

 |If the administrative status of amobiletag VLAN is disabled, dynamic mobile port assignments are
retained but traffic on these portsisfiltered for the disabled VLAN. However, the VLAN mobile tag
attribute remains active and continues to classify mobile port traffic for VLAN membership.

The following example shows how mobile ports are dynamically assigned using VLAN mobile tagging to
classify mobile port traffic. This example includes diagrams showing the initial VLAN port assignment
configuration and a diagram showing how the configuration looks after mobile port traffic is classified.

Intheinitial VLAN port assignment configuration shown below,

« All three ports have workstations that are configured to send packets with an 802.1Q VLAN ID tag for
three different VLANs (VLAN 2, 3, and 4).

« Mohility is enabled on each of the workstation ports.
¢ VLAN listhe configured default VLAN for each port.

« VLANSs2, 3, and 4 are configured on the switch, each one has VLAN mobile tagging enabled.

OmniSwitch

oo
 ; o0
000
oo

000
oo0

VLAN 2 o
Mobile Tag Enabled

VLAN 4
Mobile Tag Enabled

VLAN 1
Default VLAN

VLAN 3
Mobile Tag Enabled

VLANID Tag=2 VLANID Tag=3 VLANID Tag=4

VLAN Mobile Tag Classification: Initial Configuration

As soon as the workstations start sending traffic, switch software checks the 802.1Q VLAN ID tag of the
frames and looks for aVLAN that has the same ID and aso has maobile tagging enabled. Since the work-
stations are sending tagged packets destined for the mobile tag enabled VLANS, each port is assigned to
the appropriate VLAN without user intervention. As the diagram on page 7-7 shows,
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e Port lisassignedto VLAN 2, because the workstation is transmitting tagged packets destined for
VLAN 2.

« Port 2isassigned to VLAN 3 because the workstation is transmitting tagged packets destined for
VLAN 3.

« Port 3isassigned to VLAN 4 because the workstation is transmitting tagged packets destined for
VLAN 4.

« All three ports, however, retain their default VLAN 1 assignment, but now have an additional VLAN
port assignment that carries the matching traffic on the appropriate rule VLAN.

OmniSwitch

waaa 00
OO0

aaaa00 0
oo0

000
oo0

VLAN 4
IP Network 140.0.0.0

VLAN 2
IP Network 130.0.0.0

VLAN 1
Default VLAN

VLAN 3
IP Network 138.0.0.0

130.0.0.1

Dynamic VPA
Default VLAN - — — — — — -

Tagged Mobile Port Traffic Triggers Dynamic VLAN Assignment
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VLAN Rule Classification

VLAN rule classification triggers dynamic VLAN port assignment when traffic received on a mobile port
matches the criteria defined in aVLAN rule. Different rule types are available for classifying different
types of network device traffic (see Chapter 9, “Defining VLAN Rules,” for more information).

Note the following items when using VLAN rule classification:

IP network address rules are applied to traffic received on both mobile and fixed ports. If traffic
contains asource | P address that is included in the subnet specified by the rule, the traffic is dropped.
This does not occur, however, if the IP network address rule is configured on the default VLAN for the
fixed port.

If the contents of a mobile port frame matches the values specified in both an | P network address rule
and a port-protocol binding rule, the IP network address rule takes precedence. However, if the
contents of such frame violates the port-protocol binding rule, the frame is dropped. See Chapter 9,
“Defining VLAN Rules,” for more information about rule precedence.

When an active device is disconnected from a mobile port and connected to a fixed port, the source
MAC address of that deviceis not learned on the fixed port until the MAC address has aged out and no
longer appears on the mobile port.

If aVLAN isadministratively disabled, dynamic mobile port assignments are retained but traffic on
these portsisfiltered for the disabled VLAN. However, VLAN rules remain active and continue to
classify mabile port traffic for VLAN membership.

When aVLAN is deleted from the switch configuration, all rules defined for that VLAN are automati-
cally removed and any static or dynamic port assignments are dropped.

The following example illustrates how mobile ports are dynamically assigned using VLAN rulesto clas-
sify mobile port traffic. This example includes diagrams showing theinitial VLAN port assignment
configuration and a diagram showing how the configuration looks after mobile port traffic is classified.

Intheinitial VLAN port assignment configuration shown on page 7-9,

All three ports have workstations that belong to three different IP subnets (130.0.0.0, 138.0.0.0, and
140.0.0.0).

Mohility is enabled on each of the workstation ports.
VLAN 1isthe configured default VLAN for each port.

Three additional VLANSs are configured on the switch, each one has an I P network address rule defined
for one of the IP subnets.
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OmniSwitch
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VLAN 4
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VLAN 3
IP Network 138.0.0.0

138.0.05
VLAN Rule Classification: Initial Configuration

As soon as the workstations start sending traffic, switch software checks the source subnet of the frames
and looks for a match with any configured IP network address rules. Since the workstations are sending
traffic that matchesa VLAN rule, each port is assigned to the appropriate VLAN without user interven-
tion. Asthe diagram on page 7-10 shows,

e Port lisassignedto VLAN 2, because the workstation is transmitting | P traffic on network 130.0.0.0
that matchesthe VLAN 2 network address rule.

» Port 2isassigned to VLAN 3 because the workstation is transmitting | P traffic on network 138.0.0.0
that matches the VLAN 3 network address rule.

» Port 3isassigned to VLAN 4 because the workstation is transmitting | P traffic on network 140.0.0.0
that matches the VLAN 4 network address rule.
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OmniSwitch

VLAN 4
IP Network 140.0.0.0

VLAN 2
IP Network 130.0.0.0

VLAN 1

Default VLAN VLAN3

IP Network 138.0.0.0

130.0.0.1 138.0.0.1 140.0.0.1

Dynamic VPA
Default VLAN - — — — — — -

Mabile Port Traffic Triggers Dynamic VLAN Assignment

Configuring Dynamic VLAN Port Assignment
Dynamic VLAN port assignment requires the following configuration steps:

1 Usethevlan port mobile command to enable mobility on switch ports that participatesin dynamic
VLAN assignment. See “Enabling/Disabling Port Mobility” on page 7-11 for detailed procedures.

2 Enable/disable mobile port properties that determine mobile port behavior. See “Configuring Mobile
Port Properties’ on page 7-16 for detailed procedures.

3 Create VLANSsthat receives and forward mobile port traffic. See Chapter 4, “ Configuring VLANS,” for
more information.

4 Configure the method of traffic classification (VLAN rules or tagged VLAN ID) that triggers dynamic
assignment of amobile port to the VLANSs created in Step 3. See “VLAN Rule Classification” on page 7-8
and “VLAN Mobile Tag Classification” on page 7-5 for more information.

Once the above configuration steps are completed, dynamic VLAN assignment occurs when a device
connected to a mobile port starts to send traffic. Thistraffic is examined by switch software to determine
which VLAN should carry the traffic based on the type of classification, if any, defined for a particular
VLAN. See“Dynamically Assigning Portsto VLANS’ on page 7-5 for more information and examples of
dynamic VLAN port assignment.
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Enabling/Disabling Port Mobility

To enable mobility on a port, use the vlan port mobile command. For example, the following command
enables mobility on port 1 of dot 4:

-> vlan port mobile 4/1

To enable mobility on multiple ports, specify arange of ports and/or multiple slots.
-> vlan port mobile 4/1-5 5/12-20 6/10-15

Use the no form of this command to disable port mobility.
-> vlan no port mobile 5/21-24 6/1-4

Only Ethernet and gigabit Ethernet ports are eligible to become mobile ports. If any of the following
conditions are true, however, these ports are considered non-mobile ports and are not available for
dynamic VLAN assignment:

« The mobile status for the port is disabled (the default).
« Theportisan 802.1Q tagged port.
« The port belongsto alink aggregate of ports.

¢ Spanning Tree is active on the port and the BPDU ignore statusis disabled for the port. (See “Ignoring
Bridge Protocol Data Units (BPDU)” on page 7-11 for more information.)

« Theportis configured to mirror other ports.

Note. Mobile ports are automatically trusted ports regardless of the QoS settings. See Chapter 39,
“Configuring QoS,” for more information.

Use the show vlan port mobile command to display alist of ports that are mobile or are eligible to
become mobile. For more information about this command, see the OmniSwitch AOS Rel ease 6250/6350/
6450 CLI| Reference Guide.

Ignoring Bridge Protocol Data Units (BPDU)

By default, ports that send or receive Spanning Tree Bridge Protocol Data Units (BPDU) are not eligible
for dynamic VLAN assignment. If the switch sees BPDU on a port, it does not attempt to classify the
port’ s traffic. The vlan port mobile command, however, provides an optional BPDU ignor e parameter. If
this parameter is enabled when mobility is enabled on the port, the switch does not look for BPDU to
determineif the port is eligible for dynamic assignment.

When BPDU ignoreis disabled and the maobile port receives a BPDU, mobility is shut off on the port and
the following occurs:

« The Switch Logging featureis notified of the port’s change in mobile status (see Chapter 44, “Using
Switch Logging,” for more information).

« The port becomes afixed (non-mobile) port that is associated only with its configured default VLAN.
e Theportisincluded in the Spanning Tree agorithm.

« Mobility remains off on the port even if the port’slink is disabled or disconnected. Rebooting the
switch, however, restores the port’ s original mobile status.
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When BPDU ignoreis enabled and the mobile port receives a BPDU, the following occurs:
« The port retains its mobile status and remains eligible for dynamic VLAN assignment.

e Theport is not included in the Spanning Tree agorithm.

Note. Enabling BPDU ignore is not recommended. In specific cases whereit is required, such as connect-
ing legacy networks to mobile port networks, make sure that ignoring BPDU on a mobile port does not
cause network loops to go undetected. Connectivity problems could aso result if a mobile BPDU port
dynamically moves out of its configured default VLAN where it provides traffic flow to/from the network.

The following command enables mobility and BPDU ignore on port 8 of slot 3;
-> vlan port mobile 3/8 BPDU ignore enable

Enabling mobility on an active port that sends or receives BPDU (for example, ports that connect two
switches and Spanning Treeis enabled on both the ports and their assigned VLANS) is not allowed. If
mohility is required on this type of port, enable mobility and the BPDU ignor e parameter when the port is
not active.

Understanding Mobile Port Properties

Dynamic assignment of mobile ports occurs without user intervention when mobile port traffic matches
VLAN criteria. When ports are dynamically assigned, however, the following configurable mobile port
properties affect how a port uses its configured default VLAN and how long it retains a VLAN port associ-
ation (VPA):

Mabile Port Property |f enabled If disabled

Default VLAN Port traffic that does not match any VLAN Port traffic that does not match any
rules configured on the switchisflooded  VLAN rulesis discarded.
on the port’s configured default VLAN.

Restore default VLAN Port does not retain a dynamic VPA when  Port retains adynamic VPA when
the traffic that triggered the assignment the qualifying traffic ages out of the
ages out of the switch MAC addresstable switch MAC address table.
(forwarding database).

The effects of enabling or disabling mobile port properties are described through the following diagrams:
« How Mobile Port Traffic that Does Not Match any VLAN Rulesis Classified on page 7-14.
« How Mobile Port VLAN Assignments Age on page 7-15.

What is a Configured Default VLAN?

Every switch port, mobile or non-mobile, has a configured default VLAN. Initialy, thisisVLAN 1 for all
ports, but is configurable using the vlan port default command. For more information, see “ Statically
Assigning Portsto VLANS’ on page 7-4.

To view current VPA information for the switch, use the show vlan port command. Configured default
VLAN associations are identified with avalue of default in the type field. For more information, see
“Verifying VLAN Port Associations and Mobile Port Properties’ on page 7-18.
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What is a Secondary VLAN?

All mobile ports start out with a configured default VL AN assignment. When mobile port traffic matches
VLAN criteria, the port is assigned to that VLAN. Secondary VLANs are any VLAN aport is subse-
guently assigned to that is not the configured default VLAN for that port.

A mobile port can obtain more than one secondary VLAN assignment under the following conditions:

« Mobile port receives untagged frames that contain information that matches rules on more than one
VLAN. For example, if amobile port receives |P and RIP frames and there is an | P protocol rule on
VLAN 10 and an RIP protocol rule on VLAN 20, the mobile port is dynamically assigned to both
VLANS. VLANSs 10 and 20 become secondary VLAN assignments for the mobile port.

« Mobile port receives 802.1Q tagged frames that contain aVLAN ID that matchesaVLAN that has
VLAN mobile tagging enabled. For example, if amobile port receives frames tagged for VLAN 10, 20
and 30 and these VL ANs have mobile tagging enabled, the mobile port is dynamically assigned to all
three VLANS. VLANSs 10, 20, and 30 become secondary VLAN assignments for the mobile port.

VLAN Management software on each switch tracks VPAs. When a mobile port link is disabled and then
enabled, al secondary VLAN assignments for that port are automatically dropped and the port’ s original
configured default VLAN assignment is restored. Switch ports are disabled when a device is disconnected
from the port, a configuration change is made to disable the port, or switch power isturned off.

To view current VPA information for the switch, use the show vlan port command. Dynamic secondary
VLAN associations are identified with avalue of mobile in the type field. For more information, see
“Verifying VLAN Port Associations and Mobile Port Properties’ on page 7-18.
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Configuring Mobile Port Properties

Mobile port properties indicate mobile port status and affect port behavior when the port is dynamically
assigned to one or more VLANS. For example, mobile port properties determine the following:

« Should the configured default VLAN forward or discard port traffic that does not match any VLAN
rule criteria.

« Should the port retain or drop a dynamic VPA when traffic that triggered the assignment stops and the
source MAC address learned on the port for that VLAN is aged out. (See Chapter 2, “Managing Source
Learning,” for more information about the aging of MAC addresses.)

This section contains procedures for using the following commands to configure mobile port properties.
For more details about the syntax of commands, see the Omni Switch AOS Rel ease 6250/6350/6450 CLI
Reference Guide.

Command Description

vlan port default vian Enables or disables forwarding of mobile port traffic on the port’s con-
figured default VLAN that does not match any existing VLAN rules.

vlan port default vian restore  Enables or disables the retention of VLAN port assignments when
mobile port traffic ages out.

vlan port authenticate Enables or disables authentication on a mobile port.
vlan port 802.1x Enables or disables 802.1X port-based access control on amobile port.

Use the show vlan port mobile command to view the current status of these properties for one or more
mobile ports. See “Verifying VLAN Port Associations and Mobile Port Properties’ on page 7-18 for more
information.

Enable/Disable Default VLAN

To enable or disable forwarding of mobile port traffic that does not match any VLAN rules on the port’s
configured default VLAN, enter vlan port followed by the port’s slot/port designation then default vlian
followed by enable or disable. For example,

-> vlan port 3/1 default vlan enable
-> vlan port 5/2 default vlan disable

To enable or disable the configured default VLAN on multiple ports, specify arange of ports and/or multi-
pledots.

-> vlan port 2/1-12 3/10-24 4/3-14 default vlan enable

Note. It is recommended that mobile ports with their default VLAN disabled should not shareaVLAN
with any other types of ports (for example, mobile ports with default VLAN enabled or non-mobile, fixed
ports).

See “Understanding Mobile Port Properties’ on page 7-12 for an overview and illustrations of how this
property affects mobile port behavior.
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Enable/Disable Default VLAN Restore

To enable or disable default VLAN restore, enter vian port followed by the port’s slot/port designation
then default vlan restor e followed by enable or disable. For example,

-> vlan port 3/1 default vlan restore enable
-> vlan port 5/2 default vlan restore disable

To enable or disable default VLAN restore on multiple ports, specify arange of ports and/or multiple slots.
-> vlan port 2/1-12 3/10-24 4/3-14 default vlan restore enable

Note the following when changing the restore default VLAN status for a mobile port:

« If ahubis connected to a mobile port, enabling default VLAN restore on that port is recommended.

e VLAN port rule assignments are exempt from the effects of the restore default VLAN status. See
Chapter 9, “Defining VLAN Rules,” for more information about using port rulesto forward mobile
port traffic.

»  When amobile port link is disabled and then enabled, all secondary VPAs for that port are automati-
cally dropped regardless of the restore default VLAN status for that port. Switch ports are disabled
when adeviceis disconnected from the port, a configuration change is made to disable the port, or
switch power isturned off.

See “Understanding Mobile Port Properties’ on page 7-12 for an overview and illustrations of how this
property affects mobile port behavior.

Enable/Disable 802.1X Port-Based Access Control

To enable or disable 802.1X on amobile port, enter vian port followed by the port’s slot/port designa-
tion then 802.1x followed by enable or disable. For example,

-> vlan port 3/1 802.1x enable
-> vlan port 5/2 802.1x disable

To enable or disable 802.1X on multiple ports, specify arange of ports and/or multiple slots.

-> vlan port 6/1-32 8/10-24 9/3-14 802.1x enable
-> vlan port 5/3-6 9/1-4 802.1x disable

Only mobile ports are eligible for 802.1X port-based access control. If enabled, the mobile port partici-
pates in the authentication and authorization process defined in the IEEE 802.1X standard and supported
by Alcatel switches. For more information, see Chapter 37, “Configuring 802.1X.”

page 7-17 OmniSwitch AOS Release 6250/6350/6450 Network Configuration Guide ~ May 2016



Verifying VLAN Port Associations and Mobile Port Properties Assigning Ports to VLANs

Verifying VLAN Port Associations and Mobile
Port Properties

Todisplay alist of VLAN port assignments or the status of mobile port properties, use the show
commands listed below:

show vlan port Displaysalist of VLAN port assignments, including the type and status
for each assignment.

show vlan port mobile Displays the mobile status and current mobile parameter values for each
port.

Understanding ‘show vian port’ Output

Each line of the show vlan port command display correspondsto asingle VLAN port association (VPA).
In addition to showing the VLAN 1D and slot/port number, the VPA type and current status of each associ-

ation are also provided.

The VPA type indicates that one of the following methods was used to create the VPA:

Type Description

default The port was statically assigned to the VLAN using the vlian port default
command. The VLAN is now the port’s configured default VLAN.

gtagged The port was statically assigned to the VLAN using the vlan 802.1q com-
mand. The VLAN isastatic secondary VLAN for the 802.1Q tagged port.

mobile The port is mobile and was dynamically assigned when traffic received on

the port matched VLAN criteria (VLAN rules or tagged VLAN ID). The
VLAN isadynamic secondary VLAN assignment for the mobile port.

mirror The port is assigned to the VLAN because it is configured to mirror another
port that is assigned to the same VLAN. For more information about the
Port Mirroring feature, see Chapter 43, “Diagnosing Switch Problems.”

The VPA status indicates one of the following:

Satus Description

inactive Port is not active (administratively disabled, down, or nothing connected to
the port) for the VPA.

blocking Port is active, but not forwarding traffic for the VPA.

forwarding Port isforwarding all traffic for the VPA.

filtering Mobile port traffic is filtered for the VPA; only traffic received on the port
that matches VLAN rulesisforwarded. Occurs when amobile port’'sVLAN
isadministratively disabled or the port’s default VLAN statusis disabled.
Does not apply to fixed ports.
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The following example uses the show vlan port command to display VPA information for all portsin
VLAN 200:

-> show vlan 200 port

port type status
________ I
3/24 default inactive
5/11 mobile forwarding

5/12 gtagged blocking
The above example output provides the following information:
« VLAN 200 isthe configured default VLAN for port 3/24, which is currently not active.

¢ VLAN 200 isasecondary VLAN for mobile port 5/11, which is currently forwarding traffic for this
VPA.

 VLAN 200isan 802.1Q tagged VLAN for port 5/12, which is an active port but currently blocked
from forwarding traffic.

Another example of the output for the show vlan port command is also givenin “Sample VLAN Port
Assignment” on page 7-3. For more information about the resulting display from this command, see the
Omni Switch AOS Rel ease 6250/6350/6450 CLI Reference Guide.

Understanding ‘show vlan port mobile’ Output

The show vlan port mobile command provides information regarding a port’s mobile status. If the port is
mobile, the resulting display also provides the current status of the port’s mobile properties. The follow-
ing example displays mobile port status and property values for ports 8/2 through 8/5:

-> show vlan port mobile

cfg ignore
port mobile def authent enabled restore bpdu
——————— B i e e s
8/2 on 200 off off on off
8/3 on 200 off on off off
8/4 on 200 on-8021x on of f of f

Note that the show vlan port mobile command only displays ports that are mobile or are eligible to
become mobile ports. For example, ports that are part of alink aggregate or are configured for 802.1Q
VLAN tagging are not included in the output of this command.

Another example of the output for the show vlan port mobile command isaso given in “Sample VLAN
Port Assignment” on page 7-3. For more information about the resulting display from this command, see
the Omni Switch AOS Release 6250/6350/6450 CLI Reference Guide.
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8 Configuring Port
Mapping

Port Mapping is a security feature, which controls communication between peer users. Each session
comprisesasession ID, a set of user ports, and/or a set of network ports. The user ports within a session
cannot communicate with each other and can only communicate via network ports. In a port mapping
session with user port set A and network port set B, the portsin set A can only communicate with the ports
inset B. If set B isempty, the portsin set A can communicate with rest of the portsin the system.

A port mapping session can be configured in the unidirectional or bidirectional mode. In the unidirec-
tional mode, the network ports can communicate with each other within the session. In the bidirectional
mode, the network ports cannot communicate with each other. Network ports of a unidirectional port
mapping session can be shared with other unidirectional sessions, but cannot be shared with any sessions
configured in the bidirectional mode. Network ports of different sessions can communicate with each
other.

In This Chapter

This chapter describes the port mapping security feature and explains how to configure the same through
the Command Line Interface (CL1I).

Configuration procedures described in this chapter include:

» Creating/Deleting a Port Mapping Session—see “Creating a Port Mapping Session” on page 8-3 or
“Deleting a Port Mapping Session” on page 8-3.

« Enabling/Disabling a Port Mapping Session—see “Enabling a Port Mapping Session” on page 8-4 or
“Disabling a Port Mapping Session” on page 8-4.

« Configuring a Port Mapping Direction—see “Configuring Unidirectional Port Mapping” on page 8-4
and “Restoring Bidirectional Port Mapping” on page 8-4.

« Configuring an example Port Mapping Session—see “ Sample Port Mapping Configuration” on
page 8-5.

« Verifying aPort Mapping Session—see “Verifying the Port Mapping Configuration” on page 8-6.
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Port Mapping Specifications

Platforms Supported Omni Switch 6250, 6350, 6450

Ports Supported Ethernet (10 Mbps)/Fast Ethernet (100 Mbps)/Gigabit
Ethernet (1 Gb/1000 Mbps)

Mapping Sessions Eight sessions supported per standalone switch and
stack.

Port Mapping Defaults

The following table shows port mapping default values.

Parameter Description CLI Command Default Value/Comments
Mapping Session port mapping user-port network-port No mapping sessions
Creation

Mapping Status port mapping Disabled

configuration

Port Mapping Direction  port mapping Bidirectional

Quick Steps for Configuring Port Mapping

Follow the steps below for aquick tutorial on configuring port mapping sessions. Additional information
on how to configure each command is given in the subsections that follow.

1 Create a port mapping session with/without, user/network ports with the port mapping user-port
networ k-port command. For example;

-> port mapping 8 user-port 1/2 network-port 1/3
2 Enable the port mapping session with the port mapping command. For example:

-> port mapping 8 enable

Note. Y ou can verify the configuration of the port mapping session by entering show port mapping
followed by the session ID.

-> show port mapping 3

SessionID USR-PORT NETWORK-PORT

You can also verify the status of a port mapping session by using the port mapping dynamic-proxy-arp
command.

page 8-2 OmniSwitch AOS Release 6250/6350/6450 Network Configuration Guide ~ May 2016



Creating/Deleting a Port Mapping Session Configuring Port Mapping

Creating/Deleting a Port Mapping Session

Before port mapping can be used, it is necessary to create a port mapping session. The following subsec-
tions describe how to create and delete a port mapping session with the port mapping user-port
network-port and port mapping command, respectively.

Creating a Port Mapping Session

To create a port mapping session either with or without the user ports, network ports, or both, use the
port mapping user-port network-port command. For example, to create a port mapping session 8 with a
user port on slot 1 port 2 and a network port on slot 1 port 3, you would enter:

-> port mapping 8 user-port 1/2 network-port 1/3

Y ou can create a port mapping session with link aggregate network ports. For example, to create a port
mapping session 3 with network ports of link aggregation group 7, you would enter:

-> port mapping 3 network-port linkagg 7

Y ou can specify al the ports of aslot to be assigned to a mapping session. For example, to create a port
mapping session 3 with all the ports of slot 1 as network ports, you would enter:

-> port mapping 3 network-port slot 1

Y ou can specify arange of ports to be assigned to a mapping session. For example, to create a port
mapping session 4 with ports 5 through 8 on slot 2 as user ports, you would enter:

-> port mapping 4 user-port 2/5-8

Deleting a User/Network Port of a Session

To delete a user/network port of a port mapping session, use the no form of the port mapping user-port
network-port command. For example, to delete a user port on slot 1 port 3 of a mapping session 8, you
would enter:

-> port mapping 8 no user-port 1/3
Similarly, to delete the network ports of link aggregation group 7 of a mapping session 4, you would enter:

-> port mapping 4 no network-port linkagg 7

Deleting a Port Mapping Session

To delete a previously created mapping session, use the no form of the port mapping command. For
example, to delete the port mapping session 6, you would enter:

-> no port mapping 6

Note. You must delete any attached ports with the port mapping user-port network-port command
before you can delete a port mapping session.
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Enabling/Disabling a Port Mapping Session

By default, the port mapping session is disabled. The following subsections describe how to enable and
disable the port mapping session with the port mapping command.

Enabling a Port Mapping Session

To enable a port mapping session, enter port mapping followed by the session ID and enable.
For example, to enable the port mapping session 5, you would enter:

-> port mapping 5 enable

Disabling a Port Mapping Session

To disable a port mapping session, enter port mapping followed by the session ID and disable.
For example, to disable the port mapping session 5, you would enter:

-> port mapping 5 disable

Configuring a Port Mapping Direction

By default, port mapping sessions are bidirectional. The following subsections describe how to configure
and restore the directional mode of a port mapping session with the port mapping command.

Configuring Unidirectional Port Mapping

To configure aunidirectional port mapping session, enter port mapping followed by the session ID and
unidirectional. For example, to configure the direction of a port mapping session 6 as unidirectional, you
would enter:

-> port mapping 6 unidirectional

Restoring Bidirectional Port Mapping

To restore the direction of a port mapping session to its default (that is, bidirectional), enter port mapping
followed by the session ID and bidirectional. For example, to restore the direction (that is, bidirectional)
of the port mapping session 5, you would enter:

-> port mapping 5 bidirectional

Note. To change the direction of an active session with network ports, delete the network ports of the
session, change the direction, and recreate the network ports.
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Sample Port Mapping Configuration

This section provides an example port mapping network configuration. In addition, atutorial is also
included that provides steps on how to configure the example port mapping session using the Command
Line Interface (CL1).

Example Port Mapping Overview

The following diagram shows a four-switch network configuration with active port mapping sessions. In
the network diagram, the Switch A is configured as follows:

« Port mapping session 1 is created with user ports 2/1, 2/2 and network ports 1/1, 1/2 and is configured
in the unidirectional mode.

 Port mapping session 2 is created with user ports 3/1, 3/2, and 3/3 and network port 1/3.

The Switch D is configured by creating a port mapping session 1 with user ports 2/1, 2/2 and network
ports 1/1.

3/1 3/2 3/3 2/1
Switch A Switch C
1 1/1 11 — 3/1
1 i 312
Switch D
A 2/1
& C 22

@
[y

O — g Port mapping session 1
— —p PoOrt mapping session 2
Example Port Mapping Topology
In the above exampl e topol ogy:

« Ports 2/1 and 2/2 on Switch A do not interact with each other and do not interact with the ports on
Switch B.

e Ports 2/1, 2/2, and 3/1 on Switch B interact with all the ports of the network except with ports 2/1 and
2/2 on Switch A.

« Ports 2/1 and 2/2 on Switch D do not interact with each other but they interact with all the user ports on
Switch A except 3/1, 3/2, and 3/3. They also interact with all the ports on Switch B and Switch C.

e Ports 3/1, 3/2, and 2/1 on Switch C can interact with all the user ports on the network except 3/1, 3/2,
and 3/3 on Switch A.
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Example Port Mapping Configuration Steps

The following steps provide a quick tutorial that configures the port mapping session shown in the
diagram on page 8-5.

1 Configure session 1 on Switch A in the unidirectional mode using the following command:
-> port mapping 1 unidirectional
2 Create two port mapping sessions on Switch A using the following commands:
-> port mapping 1 user-port 2/1-2 network-port 1/1-2
-> port mapping 2 user-port 3/1-3 network-port 1/3
3 Enable both the sessions on Switch A using the following commands:
-> port mapping 1 enable
-> port mapping 2 enable
Similarly, create and enable a port mapping session 1 on Switch D by entering the following commands:
-> port mapping 1 user-port 2/1-2 network-port 1/1

-> port mapping 1 enable

Verifying the Port Mapping Configuration

To display information about the port mapping configuration on the switch, use the show commands listed
bel ow:

port mapping dynamic-proxy- Displays the status of one or more port mapping sessions.
arp

show port mapping Displays the configuration of one or more port mapping sessions.

For more information about the displays that result from these commands, see the OmniSwitch AOS
Release 6250/6350/6450 CLI Reference Guide.
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9 Defining VLAN Rules

VLAN rules are used to classify mobile port traffic for dynamic VLAN port assignment. Rules are defined
by specifying aport, MAC address, protocol, network address, or DHCP criteriato capture certain types of
network device traffic. It is also possible to define multiple rules for the same VLAN. A mobile port is
assigned to aVLAN if itstraffic matches any one VLAN rule.

Thereis an additional method for dynamically assigning mobile portsto VLANSs that involves enabling
VLAN mobile tagging. This method is similar to defining rulesin that the feature is enabled on the VLAN
that is going to receive the mobile port tagged traffic. The difference, however, isthat tagged packets
received on mobile ports are classified by their 802.1Q VLAN ID tag and not by whether or not their
source MAC, network address, or protocol type matches VLAN rule criteria

In This Chapter

This chapter contains information and procedures for defining VLAN rules through the Command Line
Interface (CLI). CLI commands are used in the configuration examples; for more details about the syntax
of commands, see the OmniSwitch AOS Rel ease 6250/6350/6450 CLI Reference Guide. Refer to

Chapter 4, “Configuring VLANS,” and Chapter 7, “ Assigning Portsto VLANS,” for information about the
VLAN mobile tagging feature.

Configuration procedures described in this chapter include:

« Defining DHCP rules on page 9-9.

« Defining MAC address rules on page 9-10.

» Defining IP network address rules on page 9-11.

« Defining protocol rules on page 9-12.

« Defining forwarding-only port rules on page 9-13.

« Verifying the VLAN rule configuration on page 9-17.

For information about creating and managing VLANS, see Chapter 4, “Configuring VLANS."

For information about enabling port mobility and defining mobile port properties, see Chapter 7, “Assign-
ing Portsto VLANS.”
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VLAN Rules Specifications

Note that the maximum limit values provided in the following specifications table are subject to available

System resources.

|EEE Standards Supported 802.1Q—Virtual Bridged Local Area Networks
802.1v-VLAN Classification by Protocol and Port
802.1D—Media Access Control Bridges

Platforms Supported Omni Switch 6250, 6350, 6450

Maximum number of VLANS per switch

4094 (based on switch configuration and available
resources)

Maximum number of rules per VLAN

Unlimited

Maximum number of rules per switch

8129 of each rule type with the following exceptions:
« 1 DHCP generic rule (only one is needed)

+ 256 MAC and IPrules

¢ 96 MAC and 16 IP rules (OS6350)

« 8 port-protocol rules

Switch portsthat are eligible for VLAN rule
classification (dynamic VLAN assignment)

Mobile 10/100 Ethernet and gigahit ports.

Switch portsthat are not eligible for VLAN
rule classification

Non-mobhile (fixed) ports.
Uplink/stack ports.
802.1Q tagged fixed ports.
Link aggregate ports.

CLI Command Prefix Recognition

All VLAN management commands support prefix
recognition. See the “Using the CLI” chapter in the
Omni Switch AOS Rel ease 6250/6350/6450 Switch
Management Guide for more information.

VLAN Rules Defaults

Parameter Description Command Default
IP network address rule subnet mask vian ip The IP address class range;
ClassA, B, or C.
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Sample VLAN Rule Configuration

The following steps provide a quick tutorial that creates an |P network address and DHCP MAC range
rule for VLAN 255. The remaining sections of this chapter provide further explanation of all VLAN rules
and how they are defined.

1 Create VLAN 255 with adescription (for example, Finance |P Network) using the following
command:

-> vlan 255 name "Finance IP Network"

2 Definean IP network address rulefor VLAN 255 that captures mobile port traffic containing a network
21.0.0.0 IP source address. For example:

-> vlan 255 ip 21.0.0.0

3 DefineaDHCP MAC rangerule for VLAN 255 that captures mobile port DHCP traffic that contains a
source MAC address that falls within the range specified by the rule. For example:

-> vlan 255 dhcp mac 00:DA:95:00:59:10 00:DA:95:00:59:9F

Note. Optional. To verify that the rulesin thistutorial were defined for VLANSs 255, 355, and 1500, enter
show vlan rules. For example:

-> show vlan rules

type vlan rule

_________________ o o oo e o e e mCee__ -
ip-net 255 21.0.0.0, 255.0.0.0

dhcp-mac-range 255 00:da:95:00:59:10, 00:da:95:00:59:9f

VLAN Rules Overview

The mobile port feature available on the switch allows dynamic VLAN port assignment based on VLAN
rules that are applied to mobile port traffic.When a port is defined as a mobile port, switch software
compares traffic coming in on that port with configured VLAN rules. If any of the mobile port traffic
matches any of the VLAN rules, the port and the matching traffic become a member of that VLAN.

VLANSs do not have a mobile or non-mobile distinction and there is no overall switch setting to invoke the
mobile port feature. Instead, mobility is enabled on individual switch ports and rules are defined for indi-
vidual VLANSs to capture mobile port traffic. Refer to Chapter 7, “ Assigning Portsto VLANS,” for more
information about using mobile ports and dynamic VLAN port assignments.

VLAN Rule Types

There are several types of configurable VLAN rules available for classifying different types of network
devicetraffic. Thereisno limit to the number of rules allowed per VLAN and up to 8,129 of each rule

typeisallowed per switch. See“ Configuring VLAN Rule Definitions’ on page 9-8 for instructions on
how to create aVLAN rule.
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The type of rule defined determines the type of traffic that triggers a dynamic port assignment to the
VLAN and the type of traffic the VLAN forwards within its domain. Refer to the following sections (listed
in the order of rule precedence) for a description of each type of VLAN rule:

Rule See

DHCP MAC Address “DHCP Rules’ on page 9-5

DHCP MAC Range

DHCP Port

DHCP Generic

MAC Address “MAC Address Rules’ on page 9-5
MAC Address Range

Network Address “Network Address Rules’ on page 9-5
Protocol “Protocol Rules’ on page 9-5

Port “Port Rules’ on page 9-6

Use the show vlan rules command to display alist of rules already configured on the switch. For more
information about this command, refer to the Omni Switch AOS Release 6250/6350/6450 CLI Reference
Guide.
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DHCP Rules

Dynamic Host Configuration Protocol (DHCP) frames are sent from client workstations to request an IP
address from a DHCP server. The server responds with the same type of frames, which contain an IP
address for the client. If clients are connected to mobile ports, DHCP rules are used to classify thistype of
traffic for the purposes of transmitting and receiving DHCP frames to and from the server.

When a mobile port receives a DHCP frame that matches a DHCP rule, the port is temporarily assigned to
the VLAN long enough to forward the DHCP requests within the VLAN broadcast domain. The source
MAC address of the DHCP frame, however, is not learned for that VLAN port association. As aresult, the
show mac-addr ess-table command output does not contain an entry for the DHCP source MAC address.
The show vlan port command output, however, contains an entry for the temporary VLAN port associa-
tion that occurs during this process.

Once a device connected to amobile port receives an IP address from the DHCP server, the VLAN port
assignment triggered by the device’ s DHCP frames matching a VLAN DHCP rule is dropped unless regu-
lar port traffic matches another rule on that same VLAN. If this match occurs, or the traffic matches arule
on another VLAN, then the source MAC address of the mobile port’ s framesislearned for that VLAN
port association.

DHCP rules are most often used in combination with IP network address rules. A DHCP client hasan IP
address of all zeros (0.0.0.0) until it receives an IP address from a DHCP server, so initially it would not
match any IP network address rules.

MAC address rules, and protocol rules also capture DHCP client traffic. The following DHCP rule types
are available:

« DHCPMAC Address
« DHCPMAC Range

« DHCP Port

» DHCP Generic

MAC Address Rules

MAC address rules determine VLAN assignment based on adevice' s source MAC address. Thisisthe
simplest type of rule and provides the maximum degree of control and security. Members of the VLAN
consists of devices with specific MAC addresses. In addition, once adevice joinsaMAC address rule
VLAN, itisnot eigible to join multiple VLANSs even if device traffic matches other VLAN rules.

MAC address rules also capture DHCP traffic, if no other DHCP rule exists that would classify the DHCP
traffic into another VLAN. Therefore, it is not necessary to combine DHCP rules with MAC address rules
for the same VLAN.

Network Address Rules
An P network address rule determines VLAN mobile port assignment based on a device' s source |P
address.

Protocol Rules

Protocol rules determine VLAN assignment based on the protocol a device uses to communicate. When
defining this type of rule, there are several generic protocol values to select from: IP, AppleTalk, or
DECNEt. If none of these are sufficient, it is possible to specify an Ethernet type, Destination and Source
Service Access Protocol (DSAP/SSAP) header values, or a Sub-network Access Protocol (SNAP) type.
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Note that specifying a SNAP protocol type restricts classification of mobile port traffic to the ethertype
value found in the |EEE 802.2 SNAP LL C frame header.

IP protocol rules also capture DHCP traffic, if no other DHCP rule exists that would classify the DHCP
traffic into another VLAN. Therefore, it is not necessary to combine DHCP rules with I P protocol rulesfor
thesame VLAN.

Port Rules

Port rules are fundamentally different from all other supported rule types, in that traffic is not required to
trigger dynamic assignment of the mobile port to a VLAN. As soon as this type of ruleis created, the spec-
ified port isassigned to the VLAN only for the purpose of forwarding broadcast types of VLAN traffic to
adevice connected to that same port.

Port rules are mostly used for silent devices, such as printers, that require VLAN membership to receive
traffic forwarded from the VLAN. These devices usually don’t send traffic, so they do not trigger dynamic
assignment of their mobile portsto aVLAN.

It is also possible to specify the same port in more than one port rule defined for different VLANS. The
advantage to thisisthat traffic from multiple VLANs is forwarded out the one mobile port to the silent

device. For example, if port 3 on slot 2 is specified in aport rule defined for VLANSs 255, 355, and 755,
then outgoing traffic from all three of these VLANS s forwarded on port 2/3.

Port rules only apply to outgoing maobile port traffic and do not classify incoming traffic. If a mobile port
is specified in aport rule, itsincoming traffic is still classified for VLAN assignment in the same manner
as al other mobile port traffic.

VLAN assignments that are defined using port rules are exempt from the port’s default VLAN restore
status. See Chapter 7, “Assigning Portsto VLANS,” for more information regarding a port’s default
VLAN restore status and other mobile port properties.

Understanding VLAN Rule Precedence

In addition to configurable VLAN rule types, there are two internal rule types for processing mobile port
frames. One is referred to as frame type and is used to identify Dynamic Host Configuration Protocol
(DHCP) frames. The second internal ruleis referred to as default and identifies frames that do not match
any VLAN rules.

Note. Another type of mobile traffic classification, referred to as VLAN mobile tagging, takes precedence
over al VLAN rules. If amobile port receives an 802.1Q packet that containsa VLAN ID tag that
matches aVLAN that has mobile tagging enabled, the port and its traffic are assigned to this VLAN, even
if the traffic matches a rule defined on any other VLAN. See Chapter 7, “Assigning Portsto VLANS,” for
more information about VLAN mobile tag classification.

The VLAN rule precedence table on page 9-7 provides alist of all VLAN rules, including the two internal
rules mentioned above, in the order of precedence that switch software applies to classify mobile port
frames. The first column lists the rule type names, the second and third columns describe how the switch
handles frames that match or don’t match rule criteria. The higher theruleisin thelist, the higher its level
of precedence.
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When aframeis received on a mobile port, switch software starts with rule one in the rule precedence
table and progresses down the list until there is a successful match between rule criteriaand frame

contents.

Precedence Sep/Rule Type Condition Result

1. Frame Type Frameisa DHCP frame. Goto Step 2.
Frameis not aDHCP frame. Skip Steps 2, 3, 4, and 5.

2. DHCPMAC DHCP frame containsamatching  Frame source is assigned to the
source MAC address. rule’'s VLAN, but not learned.

3. DHCP MAC Range DHCP frame contains a source Frame sourceis assigned to the
MAC address that fallswithin a rule’'s VLAN, but not learned.
specified range of MAC addresses.

4. DHCP Port DHCP frame matches the port Frame sourceis assigned to the
specified in therule. rule’'s VLAN, but not learned.

5. DHCP Generic DHCP frame. Frame source is assigned to the

rule’'s VLAN, but not learned.

6. MAC Address Frames contain amatching source  Frame source is assigned to the
MAC address. rulesVLAN.

7. MAC Range Frame contains a source MAC Frame source is assigned to the
address that fallswithin aspecified rule’'sVLAN.
range of MAC addresses.

8. Network Address Frame contains amatching IP sub- Frame source is assigned to the
net address, or rulesVLAN.

9. Protocol Frame contains a matching proto-  Frame sourceis assigned to the
col type. rulesVLAN.

10. Default Frame does not match any rules. Frame sourceis assigned to

mobile port’s default VLAN.
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Configuring VLAN Rule Definitions

Note the following when configuring rules for aVLAN:

The VLAN must aready exist. Use the vlan command to create anew VLAN or the show vian
command to verify aVLAN isalready configured. Refer to Chapter 4, “ Configuring VLANS,” for

more information.

Which type of ruleis needed; DHCP, MAC address, protocol, network address, or port. Refer to
“VLAN Rule Types’ on page 9-3 for asummary of rule type definitions.

IP network address rules are applied to traffic received on both mobile and fixed ports. If traffic
contains asource | P address that is included in the subnet specified by the rule, the traffic is dropped.
This does not occur, however, if the IP network address rule is configured on the default VLAN for the

fixed port.

If mobile port traffic matches rules defined for more than one VLAN, the mobile port is dynamically
assigned to the VLAN with the higher precedence rule. Refer to “Understanding VLAN Rule Prece-
dence” on page 9-6 for more information.

It is possible to define multiple rules for the same VLAN, aslong as each rule is different. If mobile
port traffic matches only one of the rules, the port and traffic are dynamically assigned to that VLAN.

Thereis no limit to the number of rules defined for asingle VLAN and up to 8129 rules are allowed

per switch.

It is possible to create a protocol rule based on Ether type, SNAP type, or DSAP/SSAP values.

However, using predefined rules (such as MAC address, network address, and generic protocol rules) is
recommended to ensure accurate results when capturing mobile port traffic.

When an active device is disconnected from a mobile port and connected to afixed port, the source
MAC address of that device is not learned on the fixed port until the MAC address has aged out and no
longer appears on the mobile port.

When aVLAN isadministratively disabled, static port and dynamic mobile port assignments are
retained but traffic on these portsis not forwarded. However, VLAN rules remain active and continue
to classify mobile port traffic for VLAN membership.

When aVLAN is deleted from the switch configuration, all rules defined for that VLAN are automati-
cally removed and any static or dynamic port assignments are dropped.

Refer to the following sections (listed in the order of rule precedence) for instructions on how to define
each type of VLAN rule:

Rule See
DHCP MAC Address “Defining DHCP MAC Address Rules’” on page 9-9
DHCP MAC Range “Defining DHCP MAC Range Rules’ on page 9-9
DHCP Port “Defining DHCP Port Rules’ on page 9-10
DHCP Generic “Defining DHCP Generic Rules’ on page 9-10
MAC Address “Defining MAC Address Rules’ on page 9-10
MAC Address Range “Defining MAC Range Rules’ on page 9-11
Network Address “Defining IP Network Address Rules’ on page 9-11 and
“Defining Protocol Rules’ on page 9-12
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Rule See
Protocol “Defining Protocol Rules’ on page 9-12
Port “Defining Port Rules’ on page 9-13

Todisplay alist of VLAN rules aready configured on the switch, use the show vlan rules command. For
more information about this command, refer to the Omni Switch AOS Rel ease 6250/6350/6450 CLI Refer-
ence Guide.

Defining DHCP MAC Address Rules

DHCP MAC address rules capture DHCP frames that contain a source MAC address that matches the
MAC address specified in the rule. See “ Application Example: DHCP Rules’ on page 9-14 for an exam-
ple of how DHCP port rules are used in atypical network configuration.

To definea DHCP MAC address rule, enter vlian followed by an existing VLAN ID then dhcp mac
followed by avalid MAC address. For example, the following command definesa DHCP MAC address
rulefor VLAN 255:

-> vlan 255 dhcp mac 00:00:da:59:0c:11

Only one MAC address is specified when using the vian dhcp mac command to create a DHCP MAC
rule. Therefore, to specify multiple MAC addresses for the same VLAN, create a DHCP MAC rule for
each address. If dealing with alarge number of MAC addresses in sequential order, consider using a
DHCP MAC range rule described in the next section.

Use the no form of the vian dhcp mac command to remove a DHCP MAC addressrule.

-> vlan 255 no dhcp mac 00:00:da:59:0c:11

Defining DHCP MAC Range Rules

A DHCP MAC rangeruleis similar to aDHCP MAC address rule, but allows the user to specify arange
of MAC addresses. Thisis useful when it is necessary to define rules for alarge number of sequential
MAC addresses. One DHCP MAC range rule could serve the same purpose as 10 or 20 DHCP MAC
address rules, requiring less work to configure.

DHCP frames that contain a source MAC address that matches the low or high end MAC or that falls
within the range specified by the low and high end MAC trigger dynamic port assignment to the rule’s
VLAN. To definea DHCP MAC range rule, enter vian followed by an existing VLAN ID then

dhcp mac range followed by valid low and high end MAC addresses. For example, the following
command creates a DHCP MAC range rule for VLAN 1100:

-> vlan 1100 dhcp mac range 00:00:da:00:00:01 00:00:da:00:00:09

Only valid source MAC addresses are allowed for the low and high end boundary MACs. For example,
multicast addresses (for example, 01:00:00:¢5:09:1a) are ignored even if they fall within a specified MAC
range and are not allowed as the low or high end boundary MAC. If an attempt is made to use a multicast
address for one of the boundary MACs, an error message is displayed and the rule is not created.

Use the no form of the vian dhcp mac range command to remove a DHCP MAC range rule. Note that it
isonly necessary to enter the low end MAC address to identify which rule to remove.

-> vlan 1000 no dhcp mac range 00:00:da:00:00:01
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Defining DHCP Port Rules

DHCP port rules capture DHCP frames that are received on a mobile port that matches the port specified
intherule. See“ Application Example: DHCP Rules’ on page 9-14 for an example of how DHCP port
rules are used in atypical network configuration.

To define aDHCP port rule, enter vlian followed by an existing VLAN ID then dhcp port followed by a
slot/port designation. For example, the following command defines a DHCP port rule for VLAN 255:

-> vlan 255 dhcp port 2/3

To specify multiple ports and/or slots, use a hyphen to specify arange of ports and a space to specify
multiple slots. For example,

-> vlan 255 dhcp port 4/1-5 5/12-20 6/10-15
Use the no form of the vian dhcp port command to remove a DHCP port rule.

-> vlan 255 no dhcp port 2/10-12 3/1-5 6/1-9

Defining DHCP Generic Rules

DHCP generic rules capture all DHCP traffic that does not match an existing DHCP MAC or DHCP port
rule. If none of these other rules exist, then all DHCP frames are captured regardless of the port they came
in on or the frame’s source MAC address. Only one rule of thistypeis alowed per switch.

To define a DHCP generic rule, enter vlan followed by an existing VLAN ID then dhcp generic. For
example,

-> vlan 255 dhcp generic
Use the no form of the vian dhcp generic command to remove a DHCP generic rule.

-> vlan 255 no dhcp generic

Defining MAC Address Rules

MAC address rules capture frames that contain a source MAC address that matches the MAC address
specified in the rule. The mobile port that receives the matching traffic is dynamically assigned to the
rule’sVLAN. Using MAC address rules, however, limits dynamic port assignment to asingle VLAN. A
mobile port can only belong to one MAC address rule VLAN, even if it sends traffic that matches rules
defined for other VLANS.

For example, if VLAN 10 hasa MAC address rule defined for 00:00:2a:59:0c:f1 and VLAN 20 has an IP
protocol rule defined, mobile port 4/2 sending 1P traffic with a source MAC address of 00:00:2a:59:0c:f1
isonly assigned to VLAN 10. All mobile port 4/2 traffic is forwarded on VLAN 10, even though its traf-
fic also matchesthe VLAN 20 IP protocol rule.

To definea MAC address rule, enter vian followed by an existing VLAN ID then mac followed by avalid
MAC address. For example, the following command definesaMAC addressrule for VLAN 255:

-> vlan 255 mac 00:00:da:59:0c:11

Only one MAC address is specified when using the vlan mac command to create a MAC addressrule.
Therefore, to specify multiple MAC addresses for the same VLAN, create a separate rule for each address.
If dealing with alarge number of MAC addresses, consider using MAC address range rules described in
the next section.
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Use the no form of the vlan mac command to remove a MAC addressrule.

-> vlan 255 no mac 00:00:da:59:0c:11

Defining MAC Range Rules

A MAC rangeruleissimilar to aMAC address rule, but allows the user to specify arange of MAC
addresses. Thisis useful when it is necessary to define rules for alarge number of sequential MAC
addresses. One MAC range rule could serve the same purpose as 10 or 20 MAC address rules, requiring
less work to configure.

Frames that contain a source MAC address that matches the low or high end MAC or that falls within the
range specified by the low and high end MAC trigger dynamic port assignment to the rule’ sVLAN. Asis
the case with MAC address rules, dynamic port assignment is limited to asingle VLAN. A mobile port
can only belong to one MAC rangerule VLAN, even if it sends traffic that matches rules defined for other
VLANS.

To defineaMAC range rule, enter vlan followed by an existing VLAN ID then mac range followed by
valid low and high end MAC addresses. For example, the following command createsaMAC rangerule
for VLAN 1000:

-> vlan 1000 mac range 00:00:da:00:00:01 00:00:da:00:00:09

Only valid source MAC addresses are allowed for the low and high end boundary MACs. For example,
multicast addresses (for example, 01:00:00:¢5:09:14a) are ignored even if they fall within a specified MAC
range and are not allowed as the low or high end boundary MAC. If an attempt is made to use a multicast
address for one of the boundary MACs, an error message is displayed and the rule is not created.

Use the no form of the vian mac range command to remove aMAC range rule. Note that it is only neces-
sary to enter the low end MAC address to identify which rule to remove.

-> vlan 1000 no mac range 00:00:da:00:00:01

Defining IP Network Address Rules

IP network address rules capture frames that contain a source | P subnet address that matches the I P subnet
address specified in therule. If DHCP is used to provide client workstations with an |P address, consider
using one of the DHCP rulesin combination with an |P network address rule. See “ Application Example:
DHCP Rules’ on page 9-14 for an example of how IP network address and DHCP rules are used in atypi-
cal network configuration.

Note. IP network address rules are applied to traffic received on both mobile and fixed (non-mobile) ports.
Asaresult, fixed port traffic that contains an | P address that isincluded in the | P subnet specified by the
rule is dropped. However, if the |P network address rule VLAN is also the default VLAN for the fixed
port, then the fixed port traffic is forwarded and not dropped.

To define an |P network address rule, enter vlian followed by an existing VLAN ID thenip followed by a
valid IP network address and an optional subnet mask. For example, the following command creates an |P
network address rule for VLAN 1200:

-> vlan 1200 ip 31.0.0.0 255.0.0.0

In this example, frames received on any mobile port must contain a network 31.0.0.0 source IP address
(for example, 31.0.0.10, 31.0.0.4) to qualify for dynamic assignment to VLAN 1200.
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If asubnet mask is not specified, the default class for the IP addressis used (Class A, B, or C). For exam-
ple, either one of the following commands creates an | P network address rule for network 134.10.0.0:

-> vlan 1200 ip 134.10.0.0 255.255.0.0
-> vlan 1200 ip 134.10.0.0

The pool of available internet |P addressesis divided up into three classes, as shown in the following table.
Each class includes arange of 1P addresses. The range an | P network address belongs to determines the
default class for the IP network when a subnet mask is not specified.

Network Range Class
1.0.0.0- 126.0.0.0 A
128.1.0.0 - 191.254.0.0 B
192.0.1.0 - 223.255.254.0 C

Use the no form of the vlian ip command to remove an | P network address rule.

-> vlan 1200 no ip 134.10.0.0

Defining Protocol Rules

Protocol rules capture frames that contain a protocol type that matches the protocol value specified in the
rule. There are several generic protocol parameter values to select from; 1P Ethernet-11, IP SNAP, Ether-
net |1, DECNet, and AppleTalk. If none of these are sufficient to capture the desired type of traffic, use the
Ethertype, DSAP/SSAP, or SNAP parameters to define a more specific protocol type value.

To define a protocol rule, enter vlian followed by an existing VLAN ID then protocol followed by avalid
protocol parameter value. For example, the following commands define a protocol rule for VLAN 1503
and VLAN 1504:

-> vlan 1503 protocol ip-snap
-> vlan 1504 protocol dsapssap £0/£0

The first example command specifies that frames received on any mobile port must contain an IP SNAP
protocol type to qualify for dynamic assignment to VLAN 1503. The second command specifies that
frames received on any mobile port must contain a DSAP/SSAP protocol value of fO/f0 to qualify for
dynamic assignment to VLAN 1504.

If an attempt is made to define an ethertype rule with a protocol type value that is equal to the value
already captured by one of the generic IP protocol rule, a message displays recommending the use of the
I P generic rule. The following example shows what happens when an attempt is made to create a protocol
rule with an ethertype value of 0800 (IP Ethertype):

-> vlan 200 protocol ethertype 0800
ERROR: Part of ip ethernet protocol class - use <vlan # protocol ip-e2> instead

The following table lists keywords for specifying a protocol type:

protocol type keywords

ip-e2 ethertype
ip-snap dsapssap
decnet snap
appletalk
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Note that specifying a SNAP protocol type restricts classification of mobile port traffic to the ethertype
value found in the |EEE 802.2 SNAP LL C frame header.

Use the no form of the vlan protocol command to remove a protocol rule.

-> vlan 1504 no protocol dsapssap f0/f0

Defining Port Rules

Port rules do not require mobile port traffic to trigger dynamic assignment. When this type of ruleis
defined, the specified mobile port isimmediately assigned to the specified VLAN. Asaresult, port rules
are often used for silent network devices, which do not trigger dynamic assignment because they do not
send traffic.

Port rules only apply to outgoing maobile port broadcast types of traffic and do not classify incoming traf-
fic. In addition, multiple VLANSs can have the same port rule defined. The advantage to thisis that broad-
cast traffic from multiple VLANSs is forwarded out one physical mobile port. When amobile port is
specified in a port rule, however, itsincoming traffic is still classified for VLAN assignment in the same
manner as al other mobile port traffic.

To define aport rule, enter vian followed by an existing VLAN 1D then port followed by a mobile
dlot/port designation. For example, the following command creates a port rule for VLAN 755:

-> vlan 755 port 2/3
In this example, all traffic on VLAN 755 is flooded out mobile port 2 on slot 3.

Note that it is possible to define a port rule for a non-mobile (fixed, untagged) port, however, theruleis
not active until mobility is enabled on the port.

Use the no form of the vlan port command to remove a port rule.

-> vlan 755 no port 2/3
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Application Example: DHCP Rules

This application example shows how Dynamic Host Configuration Protocol (DHCP) port and MAC
address rules are used in a DHCP-based network. DHCP is built on a client-server model in which adesig-
nated DHCP server allocates network addresses and delivers configuration parameters to dynamically
configured clients.

Since DHCP clientsinitialy have no IP address, assignment of these clientsto a VLAN presents a prob-
lem. The switch determines VLAN membership by looking at traffic from source devices. Since the first
traffic transmitted from a source DHCP client does not contain the actual address for the client (because
the server has not allocated the address yet), the client may not have the same VLAN assignment as its
server.

Before the introduction of DHCP port and MAC address rules, various strategies were deployed to use
DHCP with VLANS. Typically these strategies involved I P protocol and network address rules along with
DHCP Relay functionality. These solutions required the grouping of all DHCP clientsin a particular
VLAN through a common IP policy.

DHCP port and MAC address rules simplify the configuration of DHCP networks. Instead of relying on
I P-based rules to group all DHCP clients in the same network as a DHCP server, you can manually place
each individual DHCP client in the VLAN or mobile group of your choice.

The VLANSs

This application example contains three (3) VLANSs. These VLANs are called Test, Production, and
Branch. The Test VLAN connects to the main network, the Production VLAN, through an external router.
The configuration of thisVLAN is self-contained, making it easy to duplicate for testing purposes. The
Test VLAN contains its own DHCP server and DHCP clients. The clients gain membership to the VLAN
through DHCP port rules.

The Production VLAN carries most of the traffic in this network. It does not contain a DHCP server, but
does contain DHCP clients that gain membership through DHCP port rules. Two external routers connect
thisVLAN to the Test VLAN and a Branch VLAN. One of the external routers—the one connected to the
Branch VLAN—has DHCP Relay functionality enabled. It is through this router that the DHCP clientsin
the Production VLAN access the DHCP server in the Branch VLAN.

The Branch VLAN contains a number of DHCP client stations and its own DHCP server. The DHCP
clients gain membership to the VLAN through both DHCP port and MAC address rules. The DHCP server
alocates |P addresses to all Branch and Production VLAN clients.
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DHCP Servers and Clients

DHCP clients must communicate with a DHCP server at initialization. The most reliable way to ensure
this communication is for the server and its associated clients to share the same VLAN. However, if the
network configuration does not lend itself to this solution (as the Production VLAN does not in this appli-
cation example), then the server and clients can communicate through a router with DHCP Relay enabled.

The DHCP servers and clientsin this example are either in the same VLAN or are connected through a
router with DHCP Relay. All clientsin the Test VLAN receive | P addresses from the server in their
VLAN (Server 1). Likewise, all clientsin the Branch VLAN receive | P addresses from their local server
(Server 2). The DHCP clientsin the Production VLAN do not have alocal DHCP server, so they must
rely on the DHCP Relay functionality in external Router 2 to obtain their | P addresses from the DHCP
server in the Branch VLAN.

Both DHCP servers are assigned to their VLANS through I P network address rules.

The following table summarizes the VLAN architecture and rules for al devicesin this network configu-
ration. The diagram on the following page illustrates this network configuration.

Device VLAN Membership Rule Used/Router Role

DHCP Server 1 Test VLAN IP network address rule=10.15.0.0

DHCP Server 2 Branch VLAN IP network address rule=10.13.0.0

External Router 1 Test VLAN Connects Test VLAN to Production VLAN
Production VLAN

External Router 2 Production VLAN DHCP Relay provides access to DHCP server in
Branch VLAN Branch VLAN for clientsin Production VLAN.

DHCP Client 1 Test VLAN DHCP Port Rule

DHCP Client 2 Test VLAN DHCP Port Rule

DHCP Client 3 Production VLAN DHCP Port Rule

DHCP Client 4 Production VLAN DHCP Port Rule

DHCP Client 5 Branch VLAN DHCP Port Rule

DHCP Client 6 Branch VLAN DHCP Port Rule

DHCP Client 7 Branch VLAN DHCP MAC Address Rule

DHCP Client 8 Branch VLAN DHCP MAC Address Rule
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OmniSwitch

Server 1
10.15.14.16

Router 1
No DHCP
Relay

Router 2
DHCP
Relay On

Server 2
10.13.15.17

Test VLAN
IP Subnet 10.15.X.X
DHCP Port Rules

Production VLAN

IP Subnet 10.15.128.X

DHCP Port Rules

Branch VLAN
IP Subnet 10.13.X.X

DHCP Port/MAC Rules

DHCP Port
Rule

Client 3
DHCP
Port Rule

Client 4
DHCP
Port Rule

Client 5
DHCP
Port Rule

Client 6
DHCP
Port Rule

Client 7
DHCP
MAC

DHCP Servers

Both DHCP servers become membersin their
respective VLANS via | P subnet rules.

Routers

Router 1 provides connectivity between the Test
VLAN and the Production VLAN. It does not
have Bootup functionality enabled so it cannot
connect DHCP servers and clients from different
VLANS.

Router 2 connects the Production VLAN and the
Branch VLAN. With DHCP Relay enabled, this
router can provide connectivity between the
DHCP server in the Branch VLAN and the DHCP
clientsin the Production VLAN.

Client 8
DHCP
MAC

DHCP Clients

Clients 1 to 6 are assigned to their respective
VLANS through DHCP port rules. Clients 3 and
4arenotinaVLAN with aDHCP server so they
must rely on the server in the Branch VLAN for
initial addressing information. Clients 7 and 8
share a port with other devices, so they are
assigned to the Branch VLAN via DHCP MAC
addressrules.

DHCP Port and MAC Rule Application Example
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Verifying VLAN Rule Configuration

To display information about VLAN rules configured on the switch, use the following show command,;

show vlan rules Displaysalist of rulesfor one or all VLANS configured on the switch.

For more information about the resulting display from this command, see the OmniSwitch AOS Release
6250/6350/6450 CLI Reference Guide. An example of the output for the show vian rules command is aso
givenin“Sample VLAN Rule Configuration” on page 9-3.
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10 Configuring VLAN
Stacking

VLAN Stacking provides a mechanism to tunnel multiple customer VLANs (CVLAN) through a service
provider network using one or more service provider VLANSs (SVLAN) by way of 802.1Q double-tagging
or VLAN Trandation. This feature enables service providers to offer their customers Transparent LAN
Services (TLS). This serviceis multipoint in nature to support multiple customer sites or networks
distributed over the edges of a service provider network.

Standard VLAN support on NNI ports' allows any standard (non-service) VLAN to be associated to NNI
ports of type untagged or 8021q tagged. However, VLAN 1, cannot be associated as untagged member to
aNNI port. 802.1q services, QinQ service and untagged services can be configured using the same uplink
NNI port. This alows the customer to use an untagged management VLAN to manage the switch through
NNI ports.

Thisimplementation of VLAN Stacking offers the following functionality:

e An Ethernet service-based approach that is similar to configuring avirtual private LAN service
(VPLS).

 Ingress bandwidth sharing across User Network Interface (UNI) ports.
 Ingress bandwidth rate limiting on aper UNI port, per CVLAN, or CVLAN per UNI port basis.

e Builtin UNI profiles IEEE-FWD-ALL and IEEE-DROP-ALL to tunnel or discard all IEEE multicast
MAC addresses traffic associated to UNI port.

« Multiple TPIDs (0x8100, 0x88a8 & 0x9100) supported and interpreted on UNI ports.
e L2 control frames with up to 8 VLAN tag headers are accepted and on UNI ports.

« Custom L2 protocol entry for proprietary protocol with multicast MAC addresses for specific packet
control.

¢ CVLAN (inner) tag 802.1p-bit mapping to SVLAN (outer) tag 802.1p bit.
¢ CVLAN (inner) tag DSCP mapping to SVLAN (outer) tag 802.1p hit.

» Profilesfor saving and applying traffic engineering parameter values.
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Configuring VLAN Stacking

In This Chapter

This chapter describes the basic components of VLAN Stacking and how to define a service-based or
port-based configuration through the Command Line Interface (CLI). CLI commands are used in the
configuration examples; for more details about the syntax of commands, see the OmniSwitch AOS Release
6250/6350/6450 CLI Reference Guide.

This chapter provides an overview of VLAN Stacking and includes the following topics:

“VLAN Stacking Specifications’ on page 10-3.

“VLAN Stacking Defaults’” on page 10-3.

“VLAN Stacking Overview” on page 10-4.

“Interaction With Other Features’ on page 10-10.
“Configuring VLAN Stacking Services’ on page 10-14
“Configuring Custom L2 Protocol” on page 10-26
“Configuring MAC-Tunneling for SYVLAN” on page 10-29
“VLAN Stacking Application Examples’ on page 10-30.
“Wire-Speed Ethernet Loopback Test” on page 10-33.
“Control Protocol Tunneling Frame Statistics” on page 10-27
“Control HW Tunneling” on page 10-28

page 10-2
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VLAN Stacking Specifications

|EEE Standards Supported |EEE 802.1Q, 2003 Edition, | EEE Standardsfor Local
and metropolitan area networks -Virtual Bridged
Local AreaNetworks
P802.1ad/D6.0 (C/LM) Sandard for Local and
Metropolitan Area Networks - Virtual Bridged Local
Area Networks - Amendment 4: Provider Bridges

Platforms Supported Omni Switch 6250, 6450
Maximum number of SVLANs 4093 (VLAN 2 through 4094)
Maximum number of UNI port associationswith 128

CVLANS.

Maximum number of custom L2 protocol entries 64

Maximum number of custom L2 protocol entries 16
associated per UNI profile

Maximum number of VLAN tags accepted from

the incoming dataframe header:

- Preserve Mode 7
-Translate Mode 8

Maximum number of NNI TPID valuesthat can 3 (other than 0x8100, 0x9100 & 0x88a8)
be configured

Features not supported on VLAN Stacking ports ~ Group Mobility, Authentication, and L3 Routing

VLAN Stacking Defaults

Parameter Description Command Default Value/Comments
SVLAN administrative and ethernet-service svlan Enabled

Spanning Tree status.

IPMVLAN administrative and ethernet-serviceipmvlan Enabled

Spanning Tree status.

Vendor TPID and legacy BPDU ether net-service nni TPID = 0x8100

support for STPor GVRPona legacy STP BPDU = dropped.
VLAN Stacking network port. legacy GVRP BPDU = dropped.
Acceptable frametypeson aVLAN  ethernet-service sap cvlan None.

Stacking user port.

Traffic engineering profile attributes  ether net-ser vice sap-profile ingress bandwidth = shared

foraVLAN Stacking Service Access ingress bandwidth mbps= 0

Point (SAP). CVLAN tagis preserved.
SVLAN priority mapping =0
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Parameter Description

Command

Default Value/Comments

Treatment of customer protocol
control frames ingressing on a
VLAN Stacking user port.

ether net-service uni-profile

Processed Frames:
802.3ad, UDLD, OAM,
LACP Marker

Tunneled Frames:
STP, GVRP, MVRP

Discarded Frames:

802.1x, 802.1ab, AMAP, VTP
VLAN, Uplink Fast, PVST,
PAGP, DTP, CDP

Treatment of L2 protocol

control frames having a destination
magc-address of 01-80-C2-00-00-XX
after associating aVLAN Stacking
UNI profile with a UNI port.

ieee-fwd-all:

forward all frames as normal
data without mac tunneling.
ieee-drop-all:

discard al such frames

ethernet-service uni uni-
profile

VLAN Stacking Overview

VLAN Stacking provides a mechanism for defining a transparent bridging configuration through a service
provider network. The major components of VLAN Stacking are described as follows:

Provider Edge (PE) Bridge—An ethernet switch that resides on the edge of the service provider
network. The PE Bridge interconnects customer network space with service provider network space. If
the switch transports packets between a customer-facing port and a network port or between two
customer-facing ports, it is considered a PE bridge.

Transit Bridge—An ethernet switch that resides inside the service provider network and provides a
connection between multiple provider networks. It employs the same SVLAN on two or more network
ports. This SVLAN does not terminate on the switch itself; traffic ingressing on a network port is
switched to other network ports. The same switch can function as a PE Bridge and a Transit Bridge.

Tunnel (SVLAN)—A tunnel, also referred to asan SVLAN, isalogical entity that connects customer
networks by transparently bridging customer traffic through a service provider network. The tunnel is
defined by an SVLAN tag that is appended to al customer traffic. Thisimplementation provides the
following three types of SVLANS, which are both defined by the type of traffic that they carry:

« an SVLAN that carries customer traffic
« an SVLAN that carries provider management traffic
e anlIPMulticast VLAN (IPMVLAN) that distributes multicast traffic

Network Network Interface (NNI)—An NNI isaport that resides on either a PE Bridge or a Transit
Bridge and connectsto a service provider network. Traffic ingressing on a network port is considered
SVLAN traffic and is switched to a customer-facing port or to another network port.

User Network Interface (UNI)—A UNI isaport that resides on a PE bridge that connectsto a
customer network and carries customer traffic. The UNI can consist of asingle port or an aggregate of
ports, and can accept tagged or untagged traffic.

page 10-4
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The following illustration shows how VLAN Stacking is used to tunnel customer traffic through a service
provider network:

Provider
LAN

Customer A
Site 2

Provider Edge 2

Bt Gt &

Customer A
Sitel

Transit Bridge

EMAN

Customer B
Site2

Provider Edge 1

A

=
010t
=8

Provider Edge 3

Customer B
Sitel

@ NI Port
B UNI Port

= NNI Port

VLAN Sacking Elements
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How VLAN Stacking Works

On the Provider Edge bridge (PE), a unique tunnel (SVLAN) ID is assigned to each customer. When the
tunnel (SVLAN) is created on the bridge, the VLAN manager and VLAN stacking software store this
SVLAN ID. For example, an SVLAN with ID 100 from the provider bridge VLAN tunnels the customer
VLAN traffic associated with tunnel 100. In fact, tunnel and VLAN are interchangeabl e terms when
referring to the provider bridge configuration.

VLAN Stacking refersto the tunnel encapsulation process of appending to customer packets an 802.1Q
tag that contains the tunnel ID associated to bridge port and/or VLANS of the customer provider. The
encapsulated traffic is then transmitted through the Ethernet metro area network (EMAN) cloud and
received on another PE bridge that contains the same tunnel ID, where the packet is then stripped of the
tunnel tag and forwarded to the traffic destination.

The following provides an example of how a packet ingressing on a VLAN Stacking UNI port that is
tagged with the customer VLAN (CVLAN) ID transitions through the VLAN Stacking encapsulation
process:

1 Packet with CVLAN tag ingressing on a user port.

MAC DA[MAC SA|CVLAN | Inner Inner ETYPE Payload
(6) (6) Tag (4) VLAN..... VLAN 0x0800
-
Upto 8 tag headers

Note. MAC processing and tunneling is supported for up to 8 VLAN tag headers at a UNI port.
Similarly, MAC processing and tunneling is supported for up to 8 VLAN tag headers at an NNI port.

2 Double Tagging insertsthe SVLAN tag in the packet. The packet is sent out the network port with
double tags (SVLAN+Additional tag for SVLAN).

MAC DA|MAC SA|SVLAN Tag ;\g:; Inner Inner | ETY PE|Payload
(6) (6) 4) Tag | VAN VLAN 0x0800
-
Upto 8 tag headers

Note. Double tagging is applied when preser ve mode is configured using the ether net-service sap profile
command.

3 VLAN Trandglation replacesthe CVLAN Tag with SVLAN Tag. The packet is sent out the network
port with asingle tag (SVLAN).

MAC DA[MAC SA|[SVLAN | Inner Inner ETYPE Payload
(6) (6) Tag (4) VLAN..... VLAN 0x0800
-
Upto 8 tag headers
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Note. VLAN Translation is applied when translate mode is configured using the ether net-service sap
profile command

Traffic Engineering and Translation at UNI and NNI Ports

This section provides important details on Traffic Engineering and Trandlation at UNI and NNI Ports.

Traffic Engineering at UNI Ports

Layer 2 control frames received on UNI ports can have any TPID and are forwarded to the NNI ports
with the appropriate CVLAN to SVLAN translation when required.

In preserve mode, a UNI port recognizes CVLAN tag with TPID 0x8100, 0x88a3 and 0x9100. Frames
with other TPIDs are considered as untagged CVLAN frames.

Tunneling and Mac tunneling is supported for up to 7 VLAN tag headersin Layer-2 frames at a UNI
port in preserve mode.

In translate mode, the UNI port recognizes only the CVLAN tag with TPID 0x8100. Frames with
other ether types are considered as untagged CVLAN frames.

Tunneling and Mac tunneling is supported for up to 8 VLAN tag headersin Layer-2 frames at a UNI
port in translate mode.The outermost VLAN UNI TPID isreplaced by 0x8100.

Traffic Engineering at NNI Ports

Layer 2 control frames egressing from NNI port will have the ether type value equivalent to the value
configured at the NNI port (By default 0x8100) in preser ve mode.

NNI ports accept the frames only with ether type value configured at NNI ingress port in preserve
mode.

Ethernet frames received on NNI port are always forwarded to any UNI port with translated CVLAN
and ethertype 0x8100, in translate mode.

Tunneling and mac tunneling is supported for up to 8 VLAN tag headers at an NNI port.

Ethernet frames received on NNI port are always forwarded to any UNI port with translated CVLAN
and ethertype 0x8100, in translate mode.

The information on traffic engineering applied, maximum VLAN tags processed for Layer 2 control

f
f

rames according to preserve or translate mode configuration for UNI and NNI ports are mentioned in the
ollowing table:

L2 Control M aximum
Frames
Moaode UNI Port VLAN tag Action at Egress NNI
Treatment headers
processed
STPBPDU Preserve Tunnel >8 Tunnel
STPBPDU Preserve Mac Tunnel 7 Tunnel
STPBPDU Preserve Peer 7 -
STPBPDU Preserve Discard/Drop - -
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L2 Contral M aximum
Frames Mode _LI_J:\lela,:Drg;t ?]/el_ag\l:r;ag Action at Egress NNI
processed
STPBPDU Trandate Tunnel >8 Tunnel
STPBPDU Translate Mac Tunnel 8 Tunnel
STPBPDU Trandate Peer 8 -
STPBPDU Trangdlate Discard/Drop - -
LACPPDU Preserve Tunnel 7 Tunnel
LACPPDU Preserve Mac Tunnel 7 Tunnel
LACPPDU Preserve Peer 7 -
LACPPDU Preserve Discard/Drop - -
LACPPDU Trandate Tunnel 8 Tunnel
LACPPDU Trandate Mac Tunnel 8 Tunnel
LACP PDU Trandate Peer 8 -
LACPPDU Trangdate Discard/Drop - -
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VLAN Stacking Services

The VLAN Stacking application uses an Ethernet service-based approach for tunneling customer traffic
through a provider network. This approach requires the configuration of the following components to
define atunneling service:

VLAN Stacking Service—A service name that is associated with an SVLAN, NNI ports, and one or
more VLAN Stacking service access points. The service identifies the customer traffic that the SVLAN
carry through the provider traffic.

Service Access Point (SAP)—AnN SAP is associated with aVLAN Stacking service name and an SAP
profile. The SAP binds UNI ports and customer traffic received on those ports to the service. The
profile specifies traffic engineering attribute values that are applied to the customer traffic received on
the SAP UNI ports.

Service Access Point (SAP) Profile—An SAP profileis associated with an SAP ID. Profile attributes
define values for ingress bandwidth sharing, rate limiting, CVLAN tag processing (translate or
preserve), and priority mapping (inner to outer tag or fixed value).

UNI Port Profile—Thistype of profile is associated with each UNI port and configures how
Spanning Tree and GV RP control packets are processed on the UNI port.

See the “Configuring VLAN Stacking Services’ on page 10-14 for more information.
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Interaction With Other Features

This section contains important information about VLAN Stacking interaction with other features enabled
on Omni Switch. Refer to the specific chapter for each feature to get more detailed information about how
to configure and use the feature.

GARP VLAN Registration Protocol (GVRP)

¢ GVRP control frames are tunneled by default. Processing of GVRP framesis similar to processing of
Spanning Tree frames.

e TheVLAN Stacking provider edge (PE) switch does not tunnel GV RP frames unless the GV RP feature
and/or GVRP transparent switching functionality is enabled on the PE switch. Thisistrue even if
GVRP processing is enabled for the VLAN Stacking port.

IP Multicast VLANSs

The IP Multicast VLAN (IPMV) application has the following interactions with VLAN Stacking
functionality and commands:

e IPMV operatesin one of two modes:
- Enterprise Mode.
- VLAN Stacking Mode.

When the enterprise mode is active, IPMV uses sender and receiver ports for IP multicast traffic. When
the IPMV VLAN Stacking mode is active, IPMV maps sender and receiver portsto VLAN Stacking
NNI and UNI ports.

« If IPMV isoperating in the enterprise mode, there are no CLI usage changes.

e If IPMV isoperatinginthe VLAN Stacking mode, the following VLAN Stacking CLI commands are
used to configure interoperability with IPMV:

VLAN Sacking Commands

ethernet-serviceipmvlan

ether net-service svlan nni

ether net-service sap
ethernet-service sap uni
ethernet-service sap cvlan

vlan ipmvlan ctag

vlan ipmvlan address

vlan ipmvlan sender -port

vlan ipmvlan receiver-port

ether net-service sap-profile
ether net-service sap sap-profile

See the Omni Switch AOS Release 6250/6350/6450 CLI Reference Guide for more information on
VLAN Stacking commands.
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Link Aggregation

Both static and dynamic link aggregation are supported with VLAN Stacking.

A link aggregate must consist of al UNI or all NNI ports. VLAN Stacking functionality is not
supported on link aggregates that consist of a mixture of VLAN Stacking ports and conventional
switch ports.

Transparent bridging is not supported for link aggregate NNIs.

Quality of Service (QoS)
The QoS application has the following interactions with VLAN Stacking:

QoS policy rulestake precedence over the VLAN Stacking SAP profile configuration. Asaresult, itis
possible to configure QoS policy rulesto override VLAN Stacking SAP profile settings, such as
bandwidth and priority.

VLAN Stacking ports are trusted and use 802.1p classification by default.

QoS applies the sour ce vian and 802.1p policy conditions to the SVLAN (outer) tag of VLAN
Stacking packets.

Ring Rapid Spanning Tree Protocol (RRSTP)

RRSTP is supported only on VLAN Stacking NNI ports; UNI ports are not supported.

An RRSTP ring must consist of either all VLAN Stacking NNI ports or all standard switch ports; a
mixture of the two port types in the samering is not supported.

If an RRSTP ring contains NNI ports, the VLAN tag configured for the ring must match the SVLAN
tag that VLAN Stacking appends to packets before they are received or forwarded on NNI ports.

Spanning Tree

Spanning Treeis enabled by default for VLAN Stacking SVLANS. The Spanning Tree status for an
SVLAN is configurable through VLAN Stacking commands. The SVLAN Spanning Tree status
applies only to the service provider network topology.

BPDU frames are tunneled by default. See “ Configuring a UNI Profile€” on page 10-25 for information
on configuring VLAN Stacking to tunnel or discard Spanning Tree BPDU.

See “Configuring VLAN Stacking Network Ports” on page 10-18 for information on configuring
VLAN Stacking interoperability with legacy Spanning Tree BPDU systems.

A back door link configuration is not supported. Back door link occurs when thereisalink between
two-customer sites connected to aVVLAN Stacking provider edge switch.

A dual home configuration is not supported. Dual home configuration consists of asingle customer site
connected to two different VLAN Stacking switches or two switches at a customer site connect to two
different VLAN Stacking switches.
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Quick Steps for Configuring VLAN Stacking

The following steps provide a quick tutorial for configuring aVVLAN Stacking service:
1 CreateaVLAN Stacking VLAN (SVLAN) 1001 using the ether net-ser vice command.
-> ethernet-service svlan 1001

2 Create a VLAN Stacking service and associate the service with SVLAN 1001 using the
ether net-ser vice service-name command.

-> ethernet-service service-name CustomerA svlan 1001

3 Configure port 3/1 asaVLAN Stacking Network Network Interface (NNI) port and associate the port
with SVLAN 1001 using the ether net-service svlan nni command.

-> ethernet-service svlan 1001 nni 3/1

4 Create aVLAN Stacking Service Access Point (SAP) and associate it to the “ CustomerA” service
using the ether net-ser vice sap command.

-> ethernet-service sap 10 service-name CustomerA

5 Configure port /49 asaVLAN Stacking User Network Interface (UNI) port and associate the port
with SAPID 10 using the ether net-service sap uni command.

-> ethernet-service sap 10 uni 1/49

6 Associate traffic from customer VLANS (CVLAN) 10 and 20 with SAP 10 using the ether net-service
sap cvlan command.

-> ethernet-service sap 10 cvlan 10
-> ethernet-service sap 10 cvlan 20

7 (Optional) Create an SAP profile that applies an ingress bandwidth of 10, translates the CVLAN tag,
and mapsthe CVLAN priority to the SYLAN priority using the ether net-ser vice sap-pr ofile command.

-> ethernet-service sap-profile sap-videol ingress-bandwidth 10 cvlan translate
priority map-inner-to-outer-p

8 (Optional) Associate the “sap-videol” profile with SAP 10 using the ether net-service sap sap-profile
command.

-> ethernet-service sap 10 sap-profile sap-videol

9 (Optional) Create a UNI port profile to block GVRP and STP control frames received on UNI ports
using the ether net-ser vice uni-profile command.

-> ethernet-service uni-profile uni_ 1 1l2-protocol stp gvrp discard

10 (Optional) Associate the “uni_1" profile with port /49 using the ether net-service uni uni-profile
command.

-> ethernet-service uni 1/49 uni-profile uni 1
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Note. Verify the VLAN Stacking Ethernet service configuration using the show ether net-service

command:

-> show ethernet-service

Service Name : CustomerA

SVLAN : 1001

NNI (s) : 3/1

SAP Id : 10
UNIs : 1/49
CVLAN (s) : 10, 20

sap-profile : sap-videol

Service Name : ipmv_service
IPMVLAN : 40
NNI(s) : No NNIs configured
SAP Id : 2
UNIs : 1/22
CVLAN (s) : 100

sap-profile : translate profile

Service Name : Video-Service

SVLAN : 300
NNI (s) : 2/1, 3/2
SAP Id : 20
UNIs : 1/1, 1/2
CVLAN (s) : 10, 20
sap-profile : sap-videol
SAP Id : 30
UNIs : 1/3
CVLAN (s) : untagged, 40
sap-profile : sap-video2

See the Omni Switch AOS Release 6250/6350/6450 CLI Reference Guide for information on the fieldsin

the show command.
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Configuring VLAN Stacking Services

Configuring aVLAN Stacking Ethernet service requires various steps. These steps are outlined here and
further described throughout this section. For a brief tutoria on configuring a VLAN Stacking service, see
“Quick Steps for Configuring VLAN Stacking” on page 10-12.

1 Createan SVLAN. An SVLAN isassociated to aVVLAN Stacking serviceto carry customer or
provider traffic. In addition, if SVLAN is configured as an IP multicast VLAN, it can also distribute |P
multicast traffic (IPMVLAN). See “Configuring SVLANS’ on page 10-16.

2 CreateaVLAN Stacking service. A service nameis associated with an SVLAN to identify the
customer traffic that the SVLAN carries through the provider network. See “Configuring a VLAN Stack-
ing Service” on page 10-17.

3 Configure Network Network Interface (NNI) ports. An NNI port is associated with an SYLAN and
carries the encapsulated SVLAN traffic through the provider network. See “ Configuring VLAN Stacking
Network Ports” on page 10-18.

4 Configurea VLAN Stacking service access point (SAP). SAP binds UNI ports, the type of customer
traffic, and traffic engineering parameter attributes to the VLAN Stacking service. Each SAP is associated
to one service name, but a single service can have multiple SAPsto which it is associated.

See “Configuring a VLAN Stacking Service Access Point” on page 10-20.

5 Configure User Network Interface (UNI) ports. UNI ports are associated with an SAP to identify to
the service from which the switch ports receive customer traffic. The SAP tunnels this traffic through the
provider network. When a UNI port is associated with an SAP, the SAP parameter attributes are applied to
traffic received on the UNI port. See “ Configuring VLAN Stacking User Ports’ on page 10-21.

6 Associate CVLAN traffic with an SAP. This step specifies the type of customer traffic that is alowed
on UNI ports and then tunneled through the SVLAN. The type of customer traffic is associated with an
SAP and appliesto all UNI ports associated with the same SAP. See “Configuring the Type of Customer
Traffic to Tunnel” on page 10-22.

7 Define SAP profile attributes. An SAP profile contains traffic engineering attributes to specify
bandwidth sharing, rate limiting, CVLAN translation or double-tagging, and priority bit mapping. A
default profile is automatically associated with an SAP at the time the SAP is created. If the default profile
values are not sufficient, configure an SAP profile to specify different attribute values. See “Configuring a
Service Access Point Profile” on page 10-23.

8 Define UNI profile attributes. A default UNI profile is automatically assigned to a UNI port at the
time aport is configured asaVLAN Stacking UNI. This profile determines how control frames received
on the port are processed. If the default profile values are not sufficient, configure a UNI profileto
specify different attribute values. See “ Configuring a UNI Profile” on page 10-25.

The following table provides a summary of commands used in these procedures:
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Commands Used for

ethernet-service Creating SVLANSs to tunnel customer or
management traffic or an IP Multicast VLAN for
distributing multicast traffic.

ether net-service service-name Creating aVLAN Stacking service and
associating the service with an SVLAN or IP
multicast VLAN.

ethernet-service svlan nni Configuring a switch port asaVLAN Stacking
NNI port and associating the NNI port with an
SVLAN.

ethernet-service nni Configuring avendor TPID and legacy Spanning
Tree or GVRP support for an NNI port.

ethernet-service sap Creating a VLAN Stacking SAP and associating
the SAP with aVLAN Stacking service name.

ethernet-service sap uni Configuring a switch port asaVLAN Stacking

UNI port and associating the UNI port with a
VLAN Stacking SAP.

ethernet-service sap cvlan Specifying the type of customer traffic that is
accepted on the SAP UNI ports.

ether net-service sap-profile Configuring traffic engineering attributes for
customer traffic that is accepted on the SAP UNI
ports.

ether net-service sap sap-profile Associating aVLAN Stacking SAP with aprofile.

ethernet-service uni-profile Configuring how protocol control frames are
processed on VLAN Stacking UNI ports.

ether net-service uni uni-profile Associating aVLAN Stacking UNI port with a
profile.
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Configuring SVLANSs
There are three types of SVLAN:
¢ Customer SVLAN: An SVLAN that carries customer traffic
¢ Management SVLAN: An SVLAN that carries provider management traffic
e IPMVLAN: An SVLAN that carries IP Multicast VLAN traffic.

SVLANS cannot be configured or modified using standard VLAN commands. As an exception, it is
possible to configure an IP interface for a provider management SVLAN, however, traffic is not routed on
this interface.

The ether net-service command is used to create an SVLAN. This command provides parametersto
specify the type of SVLAN: svlan (customer traffic), management-vlan (provider management traffic),
or ipmv (IP Multicast traffic). For example, the following commands create a customer SVLAN,
management SVLAN, and IP Multicast VLAN:

-> ethernet-service svlan 300
-> ethernet-service management-vlan 200
-> ethernet-service impv 500

Similar to standard VLANS, the administrative and Spanning Tree status for the SVLAN is enabled by
default and the SVLAN ID isused as the default name. The ether net-service svlan command also
provides parameters for changing any of the status values and the name. These parameters are used to
change the values for standard VLANS. For example, the following commands change the administrative
and Spanning Tree status and name for SVLAN 300:

-> ethernet-service svlan 300 disable
-> ethernet-service svlan 300 stp disable
-> ethernet-service svlan 300 name “Customer A"

To delete an SVLAN from the switch configuration, use the no form of the ether net-service svlian
command. For example, to delete SVLAN 300 enter:

-> no ethernet-service svlan 300
When an SVLAN isdeleted, al port associations with the SVLAN are also removed.

Use the show ether net-service vian command to display alist of VLAN Stacking VLANS configured for
the switch.
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Configuring a VLAN Stacking Service

A VLAN Stacking serviceisidentified by aname. The ether net-service service-name command is used
to create a service and assign the serviceto an SVLAN or IMPVLAN ID, depending on the type of traffic
processed by the service. The ID specified with this command identifies the SVLAN carrying traffic for
the service. Each service is associated with only one SVLAN, but an SVLAN can belong to multiple
services.

To create aVLAN Stacking service, use the ether net-ser vice ser vice-name command and specify aname
and SVLAN or IPMVLAN ID. For example, the following command creates a service named
“Video-Service” and associates the service with SVLAN 300:

-> ethernet-service service-name Video-Service svlan 300

The SVLAN or IPMPVLAN ID specified with this command must exist in the switch configuration;
entering astandard VLAN ID is not alowed. See “Configuring SVLANS’ on page 10-16 for more
information.

Once the VLAN Stacking serviceis created, the service nameis used to configure and display all
components associated with that service. The service name provides a single point of reference for a
specific VLAN Stacking configuration.

For example, the following show ether net-service command display shows how the service name
identifiesa VLAN Stacking service and components related to that service:

-> show ethernet-service

Service Name : Video-Service

SVLAN : 300
NNI (s) :2/1, 3/2
SAP Id : 20
UNIs 2 1/1, 1/2
CVLAN (s) : 10, 20
sap-profile : sap-videol
SAP Id : 30
UNIs : 1/3
CVLAN (s) : untagged, 40
sap-profile : sap-video2
Service Name : ipmv_service
IPMVLAN : 40
NNI(s) : No NNIs configured
SAP Id : 2
UNIs : 1/22
CVLAN (s) : 100
sap-profile : translate profile

To delete a service from the switch configuration, use the no form of the ether net-service service-name
command. For example, the following command deletes the “Video-Service” service:

-> no ethernet-service servic-name Video-Service

When aVLAN Stacking service is deleted, the SYLAN or IMPVLAN ID association with the serviceis
automatically deleted. However, if one or more VLAN Stacking service access point (SAP) are associated
with the service, remove the associated SAP before deleting the service.
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Configuring VLAN Stacking Network Ports

The ether net-service svlan nni command is used to configure a switch port or link aggregate of portsasa
VLAN Stacking Network Network Interface (NNI) and associate the NNI with an SVLAN. The NNI ports
are not associated with IP Multicast VLANS. For example, the following command configures port 2/1 as
an NNI port and associates 2/1 with SVLAN 300:

-> ethernet-service svlan 300 nni 2/1

When a port is associated with an SVLAN using this command, the port is automatically defined as an
NNI to carry traffic for the specified SVLAN. In addition, the default VLAN for the port is changed to a
VLAN that isreserved for the VLAN Stacking application. The port is now no longer configurable using
standard VLAN port commands.

To delete an NNI port association with an SVLAN, use the no form of the ether net-service svlan nni
command. For example, the following command del etes the association between NNI 2/1 and SVLAN
300:

-> no ethernet-service svlan 300 nni 2/1

When the last SVLAN association for the port is deleted, the port automatically reverts to a conventional
switch port, and is no longer VLAN Stacking capable.

Use the show ether net-service port command to verify the NNI port configuration for the switch.

Configuring NNI Port Parameters

The ether net-service nni command is used to configure the following parameters that apply to traffic
processed by NNI ports:

« tpid—Configuresthe vendor TPID value for the SVLAN tag. Thisvaueis set to 0x8100 by default.
and is applied to traffic egressing on the NNI port and is compared to the SVLAN tag of packets
ingressing on the NNI port. If the configured NNI TPID value and the ingress packet value match, then
the packet is considered an SVLAN tagged packet. If these values do not match, then the packet is
classified asanon-SVLAN tagged packet.

e gvrp legacy-bpdu—Specifies whether legacy GVRP BPDU are tunneled on the NNI port. GVRP
BPDU are dropped by defauilt.

» stp legacy-bpdu—Specifies whether legacy Spanning Tree BPDU are tunneled on the NNI port.
Spanning Tree BPDU are dropped by default.

 transparent-bridging—Configures the transparent bridging status for the NNI port. When transparent
bridging is enabled, the NNI forwards SVLAN traffic without processing packet contents. As aresullt,
the NNI port can also forward traffic for SVLANSs that are not configured on the local switch. This
configuration allows for a greater number of NNI port associations with SVLANSs. Enabling
transparent bridging is recommended only on NNI ports that are known to and controlled by the
network administrator.

The following command example configures the vendor TPID for NNI port 2/1 to 0x88a8 and enables
support for Spanning Tree legacy BPDU:

-> ethernet-service nni 2/1 tpid 88a8 stp legacy-bpdu enable
Consider the following when configuring NNI port parameter values:

e A mismatch of TPID values on NNI ports that are connected together is not supported; VLAN
Stacking does not work between switches using different NNI TPID values.
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« Enablelegacy BPDU support only on VLAN Stacking network ports that are connected to legacy
BPDU switches. Enabling legacy BPDU between AOS switches can cause flooding or an unstable
network.

« If legacy BPDU isenabled on anetwork port while at same time BPDU flooding is enabled on user
ports, ensure that tagged customer BPDUSs are not interpreted by intermediate switches in the provider
network.

 |f the peer switch connected to the VLAN Stacking network port supports the Provider MAC address
(that is, STP, 802.1ad/D6.0 MAC), then enabling legacy BPDU support is not required on the network
port. Refer to the following table to determine the type of STP or GVRP MAC used:

STP

Customer MAC {0x01, 0x80, 0xc2, 0x00, 0x00, 0x00}
Provider MAC address (802.1ad/D6.0)  {0x01, 0x80, 0xc2, 0x00, 0x00, 0x08}
Provider MAC address (Legacy MAC)  {0x01, 0x80, Oxc2, 0x00, 0x00, 0x00}

GVRP
Customer MAC address {0x01, 0x80, 0xc2, 0x00, 0x00, Ox21}
Provider MAC address {0x01, 0x80, 0xc2, 0x00, 0x00, 0x0OD}

« GVRPlegacy BPDU are supported only on network ports that already have GV RP enabled for the
port.

e STPlegacy BPDU are supported only when the flat Spanning Tree mode is active on the switch.

Use the show ether net-service nni command to display the NNI port configuration for the switch.

Hybrid NNI mode with QinQ and 802.1Q VLANS on same NNI port

The tagged packets received on an NNI port, with TPID other than the one configured for a port, are
treated as untagged packets. If thereisa TPID mismatch, these packets are accepted and flooded in the
default VLAN (other than 4095) of the NNI port.

All features/properties supported with the standard VLANSs (standard VLAN being configured on fixed
ports) are now supported on standard VLANS, configured on NNI interface. Some of these are
- mobile-tag enable/disable, mac or mac-range rule, IP-rules and so on.

The following commands are now supported on an NNI interface:
e vlan port default
« vlan 802.1q

If the default VLAN isremoved from the NNI interface, then the default VLAN must be changed to 4095.
Itisnot possible to configure VLAN 1 as default VLAN of an NNI interface.
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Configuring a VLAN Stacking Service Access Point

The ether net-ser vice sap command is used to configureaVLAN Stacking service access point (SAP). An
SAPisassigned an ID number at thetimeit is configured. This ID number is then associated with the
following VLAN Stacking components:

e User Network Interface (UNI) ports. See “Configuring VLAN Stacking User Ports’ on page 10-21.

e Customer VLANs (CVLANS). See “Configuring the Type of Customer Traffic to Tunnel” on
page 10-22.

» SAP profile. Each SAP is associated with asingle profile. This profile contains attributes that are used
to define traffic engineering parameters applied to traffic ingressing on UNI ports that are associated
with the SAP. See “ Configuring a Service Access Point Profile’ on page 10-23.

The VLAN Stacking components are all configured separately using different VLAN Stacking commands.
The ether net-service sap command is for creating an SAP ID and associating the ID withaVLAN
Stacking service. For example, the following command creates SAP 20 and associates it with
Video-Service:

-> ethernet-service sap 20 service-name Video-Service

To delete a VLAN Stacking SAP from the switch configuration, use the no form of the ether net-service
sap command. For example, the following command deletes SAP 20:

-> no ethernet-service sap 20
When the SAP is deleted, all the UNI ports, CVLAN, and profile associations are automatically dropped.
A VLAN Stacking SAP identifies the following information:
« Location where customer traffic enters the provider network edge,
« Thetype of customer traffic to service,
« Parametersto apply to the traffic,
» The service that processes the traffic for tunneling through the provider network.
Consider the following when configuring aVLAN Stacking SAP:

« An SAP can be assigned to only one service, but a service can have multiple SAPs. So, asingle service
can process and tunnel traffic for multiple UNI ports and customers.

« Associating multiple UNI portsto one SAP is alowed.

« A default SAP profile is associated with the SAP at the time the SAP is created. This profile contains
the following default attribute values:

I ngress bandwidth sharing shared

Ingress bandwidth maximum 0O

CVLAN tag preserve (double-tag)

Priority mapping fixed O

The default attribute values of the profile are applied to customer traffic associated with the SAP. Only
one profileis assigned to each SAP; however, it is possible to use the same profile for multiple SAPs.
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e Tousedifferent profile attribute values, create a profile and associate it with the SAP.
See “Configuring a Service Access Point Profile” on page 10-23. Each time a profileis assigned to an
SAP, the existing profile is overwritten with the new one.

Use the show ether net-service sap command to display the SAPs configured for the switch. Use the
show ether net-service command to display alist of VLAN Stacking services and the SAPs associated
with each service.

Configuring VLAN Stacking User Ports

The ether net-service sap uni command is used to configure a switch port or alink aggregateasa VLAN
Stacking User Network Interface (UNI) and associate the UNI with aVLAN Stacking service access point
(SAP). For example, the following command configures port 1/1 as an UNI port and associates 1/1 with
SAP 20:

-> ethernet-service sap 20 uni 1/1

A UNI port is a customer-facing port on which traffic entersthe VLAN Stacking service. When the port is
associated with a service access point, the port is automatically defined as a UNI port and the default
VLAN for the port is changed to aVLAN that is reserved for the VLAN Stacking application.

To delete a UNI port association with aVLAN Stacking SAP, use the no form of the ether net-service sap
uni command. For example, the following command del etes the association between UNI 1/1 and SAP
20:

-> no ethernet-service sap 20 uni 1/1

When the last SAP association for the port is deleted, the port automatically reverts to a conventional
switchport, and is no longer VLAN Stacking capable.

Consider the following when configuring VLAN Stacking UNI ports:

« All customer traffic received on the UNI port is dropped until customer VLANs (CVLAN) are
associated with the port. See “Configuring the Type of Customer Traffic to Tunnel” on page 10-22.

« |f the SAPID specified with this command is associated with an IPMVLAN, the SAP profile must
specify CVLAN trandation. In addition, multicast traffic is not associated with the IPMVLAN until the
UNI port is associated with the IPMVLAN as areceiver port. For more information, see the
“Configuring IP Multicast VLANS' chapter in this guide.

« A default UNI profile is assigned to the port at the time the port is configured. This profile defines how
control frames received on the UNI ports are processed. By default, GVRP and Spanning Tree frames
aretunneled. All other protocol control frames are dropped.

« Tousedifferent profile attribute values, create a profile and associate it with the UNI port. See
“Configuring aUNI Profile” on page 10-25. Each time a profile is assigned to a UNI, the existing
profile is overwritten with the new one.

Use the show ether net-service nni 12pt-statistics command to display alist of UNI ports and the profile
association for each port.
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Configuring the Type of Customer Traffic to Tunnel

The ether net-service sap cvlan command is used to associate customer traffic with aVLAN Stacking
service access point (SAP). This command identifies the type of customer traffic received on the SAP UNI
ports that the service processes and tunnels through the SVLAN configured for the service. For example,
the following command specifies that traffic tagged with customer VLAN (CVLAN) 500 is alowed on
UNI ports associated with SAP 20:

-> ethernet-service sap 20 cvlan 500

In this example, customer frames tagged with VLAN 1D 500 that are received on SAP 20 UNI ports are
processed by the service to which SAP 20 is associated. This includes applying profile attributes
associated with SAP 20 to the qualifying customer frames. If no other customer traffic is specified for SAP
20, all other frames received on SAP 20 UNI ports are dropped.

In addition to specifying one or